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« TERFRAARASF A D0 allow-service ipsec’ Z Bl , FIHA K2 —FP iR 5 %,
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1.#£Umbrella Dashboard# & 2 CDFWR&E,

2. BRBENNREEMN S NE E ViptelalR B IR

3. B ESIGER M LA A Vi O UDP 5005145008 A k4O, A

« CL for IKE_IPSec tunnel2 R iFIPSECHEE B E R OMACLE R
o Tk : BELUH — SFACLBR &I Umbrella SIG DC, & FEiEUmbrellaX PN ESHB,

access-1ist ACL_for_IKE_IPSec_tunnel
sequence 10
match
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protocol 50

!

action accept
!

!

sequence 20
match
destination-port 4500 500
!

action accept
!

|

default-action drop
!

4 FFACLA A B EABREREO,

sdwan

interface GigabitEthernetl
tunnel-interface

access-1ist ACL_for_IKE_IPSec_tunnel 1in

5. HmVPNF B EIPseciED , @FEFMEMNER.,
UTZERENIRZENCLIBEEERFEN :

* {transport_vpn_1}£ 2V IPSECPREMLK#ENO (BE NIWANED )

. {transport_vpn_‘ip_addr_preﬁ'x}%ﬁﬁﬂﬂ’ﬂ%ﬁVPNo (15']1111 ) 1-1-1-0/24)

* {ipsec__int_number}2IPSECRZEIZO%m= ( Bl , FEOIPSECT"HMHRE1)

* {ipsec_ip_addr_prefix}%_+ IPSECP&E# O E X BVipith 1t F1F M,

i {transport_vpn_'interface_l}%ﬁﬁ|PSECBf@iE_E’9Wjéﬁﬁu (ﬁﬁﬁgWANED ) o X=AT
transport_vpn_1ZE£M#E O,

* {psk}LFfEUmbrella Dashboard#tunnelsZB 4 I 2 Y BEE 7 £ = % 4AE.

¢ {sig_fqdn}2fEUmbrella Dashboard#ytunnels&B 7 A &I Z Y B2 &RV IKE 1D,

* {sig_tunnel_dest_ip} 2R EE N CDFW DCHIIP,

vpn 0

interface {{transport_vpn_1}}

ip address {{transport_vpn_ip_addr_prefix}}
hat

refresh bi-directional

I
mtu 1360

no shutdown

1
interface ipsec{{ipsec__int_number}}

ip address {{ipsec_ip_addr_prefix}}
tunnel-source-interface {{transport_vpn_interface_1}}
tunnel-destination {{sig_tunnel_dest_ip}}
ike



version 2

rekey 14400
cipher-suite aes256-cbc-shal
group 14

authentication-type
pre-shared-key
pre-shared-secret {{psk}}

local-id {{sig_fqdn}}
remote-id {{sig_tunnel_dest_ip}}
|
|
!
ipsec
rekey 3600
replay-window 512
cipher-suite aes256-gcm

perfect-forward-secrecy none
|

no shutdown

ip ipsec-route 0.0.0.0/0 vpn 0 interface ipsec{{ipsec__int_number}}

T RSRI-5PRIVEE RG] , HIESE

access-1ist ACL_for_IKE_IPSec_tunnel
sequence 10

match

protocol 50

!

action accept

!

!

sequence 20

match

destination-port 4500 500
!

action accept

!

|

default-action drop
!

vpn 0
dns 208.67.222.222 primary
name VPNO
interface GigabitEthernet4
ip address 192.168.1.0/24
nat
refresh bi-directional
I
mtu 1360
no shutdown
]

interface ipsecl



ip address 10.10.10.1/30
tunnel-source-interface GigabitEthernet4

tunnel-destination 146.112.83.8
ike

version 2

rekey 14400

cipher-suite aes256-cbc-shal

group 14

authentication-type
pre-shared-key
pre-shared-secret YourPreSharedKey

Tlocal-id YourTunnelID@umbrella.sig.cisco.com
remote-id 146.112.83.8
I
I
!
ipsec
rekey 3600
replay-window 512
cipher-suite aes256-gcm

perfect-forward-secrecy none
|

no shutdown
|

ip ipsec-route 0.0.0.0/0 vpn 0 interface ipsecl
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