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https://docs.umbrella.com/deployment-umbrella/docs/install-cisco-umbrella-root-certificate#allBrowsers
https://docs.umbrella.com/deployment-umbrella/docs/install-cisco-umbrella-root-certificate#allBrowsers
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1.8 % EFMCHMUmbrella Dashboard - Ft EIPsech&iE, BXi{AHITIHEBENRE |, H5H
Umbrella3 £,

2. WRFTD/EE M &L AP R & P £ A ®DNS AR &5 88 £ Devices > Platform Settings > DNS >
Trusted DNS Servers T 58 Z{EEDNSR S 88
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b
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https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
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Flrewa” Managemem Center Overview Analysis Policies Devices Objects Integration

Platform Settings Editor

Platform Settings FTDv1

Enter Description

DNS Settings Trusted DNS Servers

ARP Inspection

Banner

DNS Applicable to only Firepower Threat Defense 7.1 version and onwards.

External Authentication

Fragment Settings
B Trust Any DNS server

HTTP Access

ICMP Access DNS Servers discovered by dhcp-pool are considered trusted DNS servers

A DNS Servers discovered by dhcp-relay are considered trusted DNS servers
Ceess DNS Servers discovered by dhcp-client are considered trusted DNS servers
SMTP Server DNS Server Group are considered trusted DNS servers

SNMP

sSL Specify DNS Servers

List of Trusted DNS Servers
Syslog

Timeouts Q Search m
Time Synchronization =1 208.67.222.222

Time Zone

UCAPL/CC Compliance

Performance Profile

15669097907860

3.BIEY EBACL , FIDTNEAFPBR#IE , MERERERLIEZIUmbrella for SIG , E2M
IPsecH BEBR , MARA K KIEE|Umbrella.

ACL E#deny ACER RREMSIGHHEER,
- ACLEHpermit ACERTREBENIPseckix , H HR LM ASIGEKEE (CDFW, SWGE ),

L RBI R BIETEIEL ACERI BRI “Office365”, “Zoom”#“Cisco Webex”’s ERFER KIXF
Umbrellait T — SR &,

1. # ZObject > Object Management > Access List > Extended,
2. BBEEAFRXNENRMEM®D , RAERMNESSPBRIK A,



Edit Extended Access List Entry 9
Action
@ Block

Logging
Default -

Log Level:

Informational -

Log Interval

Sec.

Metwork Port @ Application

—
Application Filters Clear All Filters Available Applications (4199) Selected Applications and Filters (7)
Q, Search by name a, Search by name iboa s =
v Risks (Any Selected) = | 0soplus o - Office 365 Planner 5
Very Low 736 181 Internet o Office 365 Admin portal 5
Low 639 1-B00-Flowers o WebEx ¥
Medium 740 1.1.1.1 App 0 Webex Teams ¥
High 1567 1000mercis o Zoom 5
Very High 581 1001.com ° Zoom Download 5
+ Business Relevance (Any Selected) 1010 o
= : 2oe L | 115Tech o .

< < Viewing 1-100 of 4199 > 2|

cancel | [N

15669947000852

SE—MNACER BB BIER I ABLENA , £ - PMACEAFERIPsecRIEERRE,

Edit Extended Access List Object

Name
PER_ACL_1

15670006987156

4.7£Devices > Device Management > [#£#2FTD Device] > Routing > Policy Based Routing T £ %
PBR,

« Ingress O AHFRERBHEO,

« EEMWACLELE—SRFCIENT BACL‘PBR_ACL_1"

« RIXZE:IP Address

o IPv4tbiit : PBR#XElpermitiE AT T — Bk , EH LR E R B EBE AR MBIP, EARA
F , XRUmbrellafyIPsec IP, TNREKVTI VPNEIIPR10.1.1.1 , MUmbrellatyIPsec IPFF 2
B—MEANEAASE (H1010.1.1.2)



15670209158036

15670247521556

5#FMCLEBEBE K,

A

Edit Forwarding Actions

Match ACL:* PBR_ACL_1
Send To:* IP Address
IPvd Addresses 10.1.1.2
IPvE Addresses For example, 2001:db8::, 2002:db&::1:
Don't Fragment Mone
Default Interface

IPvd settings IPvG settings
—
Recursive For example, 192.168.0.1
Default For example, 192.168.0.1, 10.10.10.1

Peer Address

Verify Availability +

Cancel m

Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface®

ingide X

Match Criteria and Egress Interface
Specify forward action for chosen match critenia m

Match ACL Forwarding Action

[ 1]

PBR_ACL_1 i s

ENFTFTDEEMNMNEPCE , BE :



+ RBEPCHHRERBR LB IPseckiXEIUmbrella,
% 2 https://policy-debug.checkumbrella.com/

& C & policy-debug.checkumbrella.com

Tunnel Info

Primary Origin
Tunnel by Orlgin: SE28202222
Tunnel Name: [PS
Tunnel Auth Type: 2SSk
Tunnel Device Type: ~TLC
Tunnel Service Type: SIG
Tunnel Protocol: |FSe

15670737148948

- 2R EIPBR/ACLEL E P HERM A= , HFHRAKE RUmbrella Root CA |, iX
EERE

BERERR

& office.com

TRV Cecrtificate Viewer: portal.office.com

BT Microsoft | Microsoft 365 products «
Zeneral Details
Certificate Hierarchy

* DigiCert Global Root G2

Microsoft Azure TLS Issuing CA 05

portal.office.com

Certificate Fields

* DigiCert Global Root G2

L] Certificate
O | Version

Serial Number

Certificate Signature Algorithm
Issuer
Validity

Not Before

Field Value

Export...

15670820980756

« ZIRFRAETPBRIFRAYN A EMEMIE R , HHEARUmbrellal@KRE T EE


https://policy-debug.checkumbrella.com/
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@ espn.com

6:00 PMCT ESPN 2:05 PM {
TOP EVENTS + NHL § sEA MLE W NYM

e
W DAL WwWsH ol | Details

Certificate Viewer: www.espn.com

Certificate Hierarchy I

Cisco Umbrella Root CA
Cisco Umbrella Primary SubCA

Cizeo Umbrella Secondary SubCA lax-5G =

-
& PRESS MN=EAN

. % Cerificate Fields

PRESS'NSEAI Cisco Umbrella Root CA
| Certificate
Version

Serial Number

Cartificate Signature Algarithm

[y
| =T J | ssusr
Validity
Mot Bafore -

Top Rank PPV: Haney vs Field Value

Lomachenko
& Laliga
M MLE: Select Games
D ncaaBaseball Export...

W IIHF World Champienship;

« EFTDWCLIE , BAMET/IM S TRBIANEES EBHEEBTHER
- show run route-map ( R EPBRELE )

ftd# sh run route-map

route-map FMC GENEHATED_PEH_lEEEHBﬂHEEEEQ
match ip address PBR_ACL 1
set 1ip ﬂext—hnp 18.1.1.2

frd# i

15670322054036

- show run interface gigabitEthernet 0/1 ( KEPBRER EK%EUE@E’JED )
ftd# sh run interface gigabitEthernet a8/1

interface GigabitEtherneto/1
nameif inside

security- 1Eue1 5]
1p —u“ 5 16 2.1 255.255.255.0
—ruute rﬂute—ma FMC GENERATED PEBR 1622004086289

15678344219540

> show run access-1ist PBR_ACL_1, show object-group id FMC_NSG_17179869596(?£M;‘,9]: 4e 3



ACL s 1 32 BR)

list PBR_ACL_1
_1 extended deny _ip object Inside_network object-group-network-service [SISNIEICFRENEEECEEE
de de_network any

h obJect group id FM
object-group network- -service FM

doma1n xus .officeapps.live.com (
domain officehome.msocdn.com (bid
domain scuofficehome.msocdn.com
domain e ice ».msocdn.com (b
domain s ice . cdn com
domain

domain

domain msftauth.net (

domain msftauthimages

domain

domain s

domain

domain :

domain [

domain happproxv net

domain off1ceppe com

domain

domain

domain

domain

domain office.net Lb1

domain microsoftonline.com

domain onm1croaoft com (bid

domain

domain

domain 1 .micr

domain ervicehealthcommun
domain .msocdn.com (bid=-18118
domain office.microsoft.com (bid=-18118

15670420887316

. Nbu 1“1*“95 596 i office.com
office.com {bid=—18129533@5} ip (hitcnt=8)
domain tasks.office.com (bid=-1674300035) ip (hitcnt=0)

domain controls.office.com (bid=-1674092761) ip (hitcnt=0)
domain clientlog.portal.office.com (bid=-1673794351) ip (hitcnt=0)
domain portal.office.com (bid=88903411) ip (hitcnt=0)

ftd# |}

15670635784852

> packet-tracer input inside tcp 172.16.72.10 1234 fqdn office.com 443 detailed (3Lt

e £ E ¥ f%‘$ﬁ tij , fﬁizqzzfié\/'r|?§§ A )

£ Umbrella Dashboard ( Umbrella$Z2H|E 4R ) KESNEET , B 7] LAE 2l # Eloffice.comI M
ZEREMNRKREZFIUmbrella , ik Elespn.comI M ERERIE T
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15671302832788
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