B ISEN Umbrellaifd & Orginfo.json#l
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SORE M

i

A STRYA 4B a6 R B 15 BR %5 51 2B (ISE) I UmbrellagE & i@ &2 OrglInfo.json it B XX # M AnyConnect &
o
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« 1EUmbrellaiz &l Hx

« VRISEFRFIE R

* Umbrellat& 3R B & X4 (Orglnfo.json)

« AnyConnectkimEE 4 ( WindowsZmacOS )
o ISEARZLTMEEMMEE ( WindowsEmacOS )

- REZFWMISEXT (8% ERFEID CSCvz01485)

REE:

* ISEE MR MBTIUKRE
« ISEEFIRIAEFNEFIREED

HER DR

1. 5 B Umbrella$Z #IH 4% 7 M Deployments > Roaming Computers > Download > Download
Module Profile T~ Umbrellat& 3R Bt & 3 44 (Orglnfo.json).


https://tools.cisco.com/bugsearch/bug/CSCvz01485

Download Roaming Client

13294624684052

2. NBRIE M TEHRITTE T 8 AnyConnect L In S EBHH S , FEESENIBBHRA,

AnyConnect Headend Deployment Package (Windows) 26-Jan-2023
anyconnect-win-4.10.06090-webdeploy-k9.pkg
Advisories [

13295068420244

AnyConnect Headend Deployment Package (Mac OS) 26-Jan-2023
anyconnect-macos-4.10.06090-webdeploy-k9.pkg
Advisories [

13295069069716

3. NERIRH THRE FHISERAREZEITEEMNMEE , RRESENHFNRA,

ISE Posture Compliance Library - Windows [/ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9_pkg
Advisories [

13295164717716

ISE Posture Compliance Library - Mac OS X [ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect

version 4.3 and later along with ISE 2.1 and later.Cisco Secure

Client 5.x along with ISE 2.7 and later.

cisco-secure-client-macos-4.3.2868.4354 -isecompliance-webdeploy-

k9. pkg

Advisories [



13295155874580

ISE B &

1. V7[R ISEZR # E AR H M AR fid 52 5 i E T4 0\(Work Centers)>IR# (Posture)>% F i 8 &t
(Client Provisioning)>% i (Resources)># Bl (Add)>1X 32 5 (Agent resources from local
disk)o

= Cisco ISI Work Centers - Posture
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy
| Resources
Client Provisioning Portal
D Version Last Update Description
D | Agent resources from local disk I oTemporalAgent... 4,10.2051.0 2021/08/09 13:12:31 With CM: 4.3.1858.4353
(] se Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Native S...
G oAgentlessOSX 4.10.2051.0 2021/08/09 13:12:36 With CM: 4.3.1858.4353
O OsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
O ohAgentlessWind 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
fJ Cisco-ISE-NSP Native Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Mative S...
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.03 2021/08/09 13:12:27  Supplicant Provisioning ...
f:| CiscoTemporalAgentWindo... CiscoTemporalAgent...  4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296001416212

2. #%&$ECisco Provided Package > Choose File , L& AnyConnect:kizSf B , RE &
SubmitandConfirm,



= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Palicy Agent Resources From Local Disk Agent Resources From Local Disk

Resources Agent Resources From Local Disk

Client Provisioning Portal

Category Cisco Provided Package hd

[ Choose File anyconnect-w..eploy-k9.pkg

~ AnyConnect Uploaded Resources

Name Type Version Description

AnyConnectDesktopWindow... AnyConnectDesktop... 4.10.6090.0 AnyConnect Secure Mob...

m cancel

13296134663316

3. EE IR LEISERRR ST EENMME
« #%&#Cisco Provided Package > Choose File , L{EISERIRZ LS HME , RER

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category

Cisco Provided Package v | o}

| Choose File | cisco-secure-_. eploy- kg,mjl

~ AnyConnect Uploaded Resources

Name Type Version Description

AnyConnectComplianceMod... AnyConnectComplian... 4.3.3335... Cisco Secure Client Win

o

#SubmitandConfirm,

13296424126484

4. E4£0rginfo.jsonBii& XX # :
- EREFOIEN T>1EFAnyConnectfit B 34> & #5>1EF 304> Orglnfo.json >3

o



= Cisco ISE Work Centers - Posture

Overview MNetwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy Agent Resources From Local Disk > Agent Resources From Local Disk
Resources Agent Resources From Local Disk

Client Provisioning Portal

Category Customer Created Packe v @
Type AnyConnect Profile b
* Name

Umbrella Profile I

Description

13296644513172

5. i IlAnyConnect i & £ A B & 344 :
« #ZWork Centers > Posture > Client Provisioning > Resources > Add > AnyConnect
Posture Profile,

= Cisco ISE Work Centers - Posture
Overview Network Devices Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Palicy
Resources
Client Provisioning Portal
D Agent resounces from Cisco site Version Last Update Description
[:] Agent resources from local disk SonnectDesktop... 4.10.6090.0 2023/02/17 15:00:34 AnyConnect Secure Mob...
] Native Supplicant Profile oTemporalAgent...  4.10.2051.0 2021/08/09 13:12:31  With CM: 4.3,1858.4353
O AnyConnect Configuration SennectProfile Not Applic... 2023/02/17 15:00:16
C] +e Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
O AP Ener Frene oAgentlessOSX  4.10.2051.0 2021/08/09 13:12:36  With CM: 4.3.1858.4353
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
O Ci g I i 4.1.. Ci 2 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
(] AnyConnectComplianceMod... AnyConnectComplian... 4.3.3335.... 2023/02/17 15:00.57 Cisco Secure Client Win...
D Cisco-ISE-NSP Native Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.03 2021/08/09 13:12:27 Supplicant Provisioning ..
O

CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296771328020



o AMEEXHEHNERSHEHANATEXREEZIIWRSSFNBESR |, Hla
, 25D BAM , *.cisco.com) , AR5 ¥ §HSubmit,

= Cisco ISt Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
ent Provisioning Policy P Agent Profile Settings » New Profile

AnyConnect Posture Profile

Name *

Posture Profile

Description

Agent Behavior

Parameter Value
= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Clignt Provisioning Policy
Resources
Client Provisioning Porta Posture Protocol
Parameter Value
PRA retransmission time 120 5605
Ret sion Del 60
Retra il t 4

Discovery host

Discovery Backup Server List

Server name rules * *.dacabrer.lab

Call Home List

Back-off Timer 3o

13298487677972

6. A AnyConnectELE :
« S ZE T #EHS(Work Centers)>IR 7S (Posture)>% F i B EL (Client Provisioning)>& &

(Resources)># l(Add)> AnyConnectEt & (AnyConnect Configuration).

13297194126612



« EFEAnyConnecti 3 , RINBEE BT , XIFSHAMRMES , EHFAnyConnectiE ik
( UmbrellafiZ i ) , IRIBISEBEXH , EFEUmbrellafl EXH , ARKRERR.

13297382333588

7. FFAnyConnectBL & 2 B 2 % 7 i V8 i SR B%
« ¥ ZEWork Centers > Posture > Client Provisioning > Client Provisioning Policy,

= Cisco Work Centers - Posture

13297993535508

« YREEREE , E£ResultsT , #HNAnyConnect Configuration , A5 % & Save,
8. AR KBEUNEFIHREEMRE A HARTF., (LTRFETAERNEE, )

13380169470868

&P imic g

1. —BEEFREBNEFRBEEFREBEER , BRETTE:

13380233607956



2 MBEXERE-NEXE , FECFHETHAnyConnect: [z Ta e e ]

13380334336020

3. AFNEITTHMNNY , REEFHUTERE :

Metwork Setup Assistant

Network Setup Assistant

Downloading Cisco AnyConnect Secure
Mobility Client...

Cancel

{c) 2014-2022 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc andfor its affiliates in the
U.5. and certsin other countries,

13380212207508

4. HE“Trusted and Secure Connection” B 28t , MMRISEEEIEH |, FH# FHConnect: [
13380233399956

5. H I “Installation is completed” ( &K ) SEEE , #£HQuit:



Metwork Setup Assistant

Network Setup Assistant

?} Installation is completed.

Cluit

{c) 2014-2022 Cisco Systems, Inc, Csco, Cioo Systems and Cisco Systems
logo are registered trademarks of Cisco Systams, Inc and/or its affilistes in the
.S, and certzin other countries,

13380233308820

6. BAILUKXMAEEME D, E&X%Umbrella , ARISELXRIRZ £ T HIEHR -



'{ﬁ:‘ Cisco AnyConnect Secure Mobility Client

a &

Mo policy server detected.

Default network access is in effect.

Roaming Security:
Umbrella is active.

-||.l|l'||-
CISCO

13380212092308



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



