FEHMMDM¥ & EEFFIOSHRCSC
B =%

g

ERER
MDM

Mobilelronz=

Citrix4% i & ZEMDM
Lightspeed MDM
JAMFEZR
£7110.2.069JAMF

InTune

R

i

RIAT

=

AN BN EEMBEIEREETLAE LHBERATIOSH BERZEIERERS,

EEER

iOSH BBl L4+ E#85(CSC)RER TlPhoneE’Jm:%Umbrella DNSRI, EFEAIEEHITIHEZ
Bl , BRECSCEBX MY, B ZRMHMLTZEERXFTEEFEHACSC,

ANHELE T CSCHHEMBIRZERMDM) M= F, XEMDMEBI AIAYERERIE , BiHRK
EiZE REZHERLE,

ERIFOSRE LREFHEBREXH , FITLTRAE

1. &M ESettings > General > Device Management > [MDM Profile Name] > EZ#MAE L.
2. WIABLE X3 EIDNS Proxy S T AE R —BFHE :

- RAFHFEE : com.ci sco.ciscosecurity.app

- REFRESSFEMAEE : com.ci sco.ciscosecurity.ciscoumbrella

E4 7 #EEEApple MDM 4 &1 B B B LE I OSHL & S

FFEMDM

UTHSRERTEHFERMEMDM , BMELTHK :

1. BRENEER BT 4tu SR/ MB B RR A RE LT B2 S E R
2. T#iCisco_Umbrella_Root_CA.cer X LATEIOSIE & LEMA, LiEH A FLHEHTTPSELETTH,
EIREUECA , BHITUATERE -



https://docs.umbrella.com/deployment-umbrella/docs/cisco-mobile-security-setup-guide
https://docs.umbrella.com/deployment-umbrella/docs/cisco-mobile-security-setup-guide
https://docs.umbrella.com/deployment-umbrella/docs/cisco-mobile-security-setup-guide
https://docs.umbrella.com/deployment-umbrella/docs/cisco-mobile-security-setup-guide
https://support.apple.com/guide/mdm/welcome/web
https://support.apple.com/guide/mdm/welcome/web
https://support.apple.com/guide/mdm/welcome/web
https://support.apple.com/guide/mdm/welcome/web
https://support.apple.com/guide/mdm/welcome/web

1. SMEIZE > BE > RIEB,
2. EEBETHIES,
3. T\ TEHRTFEN . cer o

Mobilelron=

B, 25 ER LB Mobilelron TN FRIMRA . ZRAEANRZFLZESNZRETE.,
ESRNHHBIEEMEL , BB -EHI5,. Mobilelrontz U ATEEEE SR , EAMMRATE

EZEZE|Mobilelron , BEHRITATIRE :

1. BREHNEE R B FafFib it SR MBI EIRE R EIRE R T A9 I E AR
2. M\UmbrellaiZ $IE 4R T £ Mobile Ironfi & X 4.
3. BUTZEE

BRAUAEZE WEE

"$DEVICE_SNS$" ${deviceSN}

"$DEVICE_MACS"* ${devicewWifiMacAddress}

*{X | FCSCHIClarity!B 4 , A FUmbrellaB 4., MR AFEMAClarity , N& B EERH
$DEVICE_MACS,

Citrix& i E EMDM

EEFERCitrix , BHEZHIERFP TR T ER DR

1. BRENEE R B Fop bt ERME B 2HIRE N HEIRE R T B2 5 E R
2. MUmbrella T @ AMDMELE ( AMPLUMER A REE ) -
3. F&EUmbrellafy1RiE$ :
1. SMEHEB>HEE>RIEP,
2. EBRTHIES,
3. FTFBREFN .cer- o
4 AERE B B S RFE R Citrix MDMEY EFRA £ -

BRAUAEZE WEE

B 7|5 ${device.serialnumber}

MAC_Address® ${device.MAC_ADDRESS}

*X A FCSCHClarityB# , AR TFUmbrellal 4,

37}

A


https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.citrix.com/en-us/xenmobile/server/deploy-resources/macros.html
https://docs.citrix.com/en-us/xenmobile/server/deploy-resources/macros.html

R, THRULTMDME R :

1. BLEMDMLLfiE FH Apple Business Manager(ABM) ( BLBT#RAVPP |, #tBWXitH] ) 3
CSCRIA,

2. FERERLZBRPELMIUmbrellaFl/ZHClarity B & o

3. FEHCItrix X F N T B S AR E .

4. B8 E _EAEEP LUEEUmbrella Root Certificate Authority,

5 BERLUHEE Y. 1NCAFMMIANCSCRAMIEEIMENIRE,

Lightspeed MDM

Lightspeed MDM%$#0S DNSHRIEME T XAME B, X 7] LB £ X8 AMDMEL B 3 #4R LI

o

1. N8 “generic mobileconfig file” 7 F X4 B B M. xmIFE A .txto
2. T ) FEE581T L SN FFF 5B FRFBRE A N%serial_number¥
3. #ZLightspeedd , FER L LEZFMEIDNSKREEENH , M AT

8 DNS Proxy E=EE

360019477192
4. FH& ek #y 3B A mobileconfig A7 INEI R A T 5 KIDNSH IR BL B 1 o o =
360019477152

5. &Ja , MUmbrella T #Cisco Root CAH R H EfE £ Lightspeed® , LAHA{RPE LE 7T EN& B UEH

Filter By | All 05

_ Centificate Bicisco Umbrelta m

o

360019477132

XELSEBEATIHEIFFEMDM, BEERMITIXLELSE,
JAMF2R

#FJAMF SchoolsZfECSCEJIAMFAE, NBRBEXHFR , HSLIAMFIXRF SR,
UTREFENVNEURFISHEAZENEE R :


https://docs.citrix.com/en-us/citrix-endpoint-management/policies/import-ios-mac-os-x-profile-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/import-ios-mac-os-x-profile-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/import-ios-mac-os-x-profile-policy.html
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm#install-umbrella-root-certificate:~:text=by%20Umbrella.-,Install%20Umbrella%20Root%20Certificate,-The%20intelligent%20proxy
https://docs.umbrella.com/deployment-umbrella/docs/install-the-cisco-umbrella-root-certificate
https://docs.jamf.com/jamf-school/deploy-guide-docs/Setting_Up_the_Cisco_Security_Connector_App_with_Jamf_School.html

PayloadContent

AppBundleIdentifier

com.cisco.ciscosecurity.app

PayloadDescription

Cisco Umbrella

PayloadDisplayName

Cisco Umbrella

PayloadIdentifier

com.apple.dnsProxy.managed.{pre-filled in the download}



PayloadType

com.apple.dnsProxy.managed

PayloadUUID

{pre-filled in the download}

PayloadVersion

ProviderBundleIdentifier

com.cisco.ciscosecurity.app.CiscoUmbrella

ProviderConfiguration



disabled

disabled

internalDomains

10.1in-addr.arpa

16.172.1in-addr.arpa

17.172.1in-addr.arpa

18.172.1in-addr.arpa

19.172.1in-addr.arpa

20.172.1in-addr.arpa



21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

172

172

172

172

172

172

172

172

172

172

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa



31.172.1in-addr.arpa

168.192.1in-addr.arpa

local

TogLevel

verbose

orgAdminAddress

{pre-filled in the download}

organizationId

{pre-filled in the download}

regToken



{pre-filled in the download}

serialNumber

%SerialNumber%

PayloadDisplayName

Cisco Security

PayloadIdentifier

com.cisco.ciscosecurity.app.CiscoUmbrella.{pre-filled in the download}

PayloadRemovalDisallowed

PayloadType



Configuration

PayloadUUID

{pre-filled in the download}

PayloadVersion

1. EIAMFE R BIZ BB X A+,
AXRFMAER , FEHNREME U L HIAMFIE,
2. EADNSHREAREEU TRE :

1. 7EApp Bundle IDFEXH |, %l A com.cisco.ciscosecurity.appo
2. #£Provider Bundle IDZFE&RH |, % Acom.cisco.ciscosecurity.app.CiscoUmbrellao

3. REEJAMF XX 525 R eI Z BIXMLI AR IR E S B E o

2F10.2.089JAMF

FEAJIAMFEEBCSCEERESRBELEXH. FAUTIRIHEFIAMF MDMAICSC,

1. BRENEE R B F i ik 25 N EIMobile Devices T H Settingsit I T B 2 #I E AR
2. 7 inUmbrellatB CA:

1. SMEFB>HEE>RIEP,

2. 1%&#Download Certificate,

3. FTFEHRFEN .cerX ¥,

4. BHEBEN , AFEFE LETER,


https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Setting_Up_the_Cisco_Security_Connector_App_with_Jamf_School.html

5 EfR.cerANRBFERER,
6. B A E1R &30 B A e,
3. M\Umbrella$z HlE 4k T k& F &l & 34
4. NREERAPRIAMF Pro v.10. 2.0 ESRAS , MBS P B, SR LB FML TR
BREEES A -

<key>serialNumber</key>
<string>$SERTALNUMBER</string>
<key>1abel</key>
<string>$DEVICENAME</string>

5. MREFEANRETV.10.2.0089JAMFIRA |, F ZREXMLEEXH |, A RBIE & 4P
Ro BAEHILRE , ILROIRZEHETE, NEARFEHRTHEATREE.

<?xml version="1.0" encoding="UTF-8"?7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.c
<plist version="1.0">

<dict>

<key>PayloadContent</key>

<array>

<dict>

<key>AppBundleIdentifier</key>
<string>com.cisco.ciscosecurity.app</string>
<key>PayloadDescription</key>

<string>Cisco Umbrella</string>
<key>PayloadDisplayName</key>

<string>Cisco Umbrella</string>
<key>PayloadIdentifier</key>
<string>com.apple.dnsProxy.managed.DBE2A157-E134-3E8C-B4FB-23EDF48A0CD1</string>
<key>PayloadType</key>
<string>com.apple.dnsProxy.managed</string>
<key>PayloadUUID</key>
<string>59401AAF-CDBF-4FD7-9250-443A58EAD706</string>
<key>PayloadVersion</key>
<integer>1l</integer>
<key>ProviderBundleIdentifier</key>
<string>com.cisco.ciscosecurity.app.CiscoUmbrella</string>
<key>ProviderConfiguration</key>

<dict>

<key>disabled</key>

<false/>

<key>internalDomains</key>

<array>

<string>10.1in-addr.arpa</string>
<string>16.172.1in-addr.arpa</string>
<string>17.172.1in-addr.arpa</string>
<string>18.172.1in-addr.arpa</string>
<string>19.172.1in-addr.arpa</string>
<string>20.172.1in-addr.arpa</string>
<string>21.172.1in-addr.arpa</string>
<string>22.172.1in-addr.arpa</string>
<string>23.172.1in-addr.arpa</string>
<string>24.172.1in-addr.arpa</string>
<string>25.172.1in-addr.arpa</string>
<string>26.172.1in-addr.arpa</string>
<string>27.172.1in-addr.arpa</string>



<string>28.172.1in-addr.arpa</string>
<string>29.172.1in-addr.arpa</string>
<string>30.172.1in-addr.arpa</string>
<string>31.172.1in-addr.arpa</string>
<string>168.192.1in-addr.arpa</string>
<string>local</string>
<string>cisco.com</string>

</array>

<key>loglLevel</key>

<string>{pre-filled in the download}</string>
<key>orgAdminAddress</key>
<string>{pre-filled in the download}</string>
<key>organizationId</key>

<string>{pre-filled in the download}</string>
<key>regToken</key>

<string>{pre-filled in the download}</string>
<key>serialNumber</key>
<string>$SERTALNUMBER</string>
<key>1abel</key>

<string>$DEVICENAME</string>

</dict>

</dict>

</array>

<key>PayloadDispTayName</key>

<string>Cisco Security</string>
<key>PayloadIdentifier</key>
<string>com.cisco.ciscosecurity.app.CiscoUmbrella.{pre-filled in the download}</string>
<key>PayloadRemovalDisallowed</key>

<false/>

<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadUUID</key>

<string>{pre-filled in the download}</string>
<key>PayloadVersion</key>
<integer>{pre-filled in the download}</integer>
</dict>

</plist>

6. § AZE|JAMF:
1. EMDMEBREE AT , #HNew | A & XX #.



AR WEENHLAREMNEEXMH , TrRSIBMNIEFEENF—E
R, BEENAEETH , BDIRXMNEEXHEMEERNRE,

2. mABABREXHHSMEIDNSKE,
3. EDNSRE T , £ dHConfigure,
4. FREEEIRENUmbrellaif AE R :

1. 7EApp Bundle IDZFEXH |, %l A com.cisco.ciscosecurity.appo

2. £Provider Bundle IDFERH |, A

com.cisco.ciscosecurity.app.CiscoUmbrellao

3. M\Umbrella¥s i 4w EBRIXMLA S
HREEEES
XMLER

5. B & ScopeH MAF EFWANIZERZTEE,

InNnTune

INTune2 EERIME|UmbrellaiZFE k. BXFMEE , FSHEUmbrella InTuneX 4,



https://docs.umbrella.com/deployment-umbrella/docs/intune-registration
https://docs.umbrella.com/deployment-umbrella/docs/intune-registration

AR : Clarity 2 E A4 3w K B RAMPI ™ fa. MREHRIARRBU MmOV |, HBEIH
KIREERD o

=== =X
BE&HR
Mosylez#¥ R FIDNSKEER BN :
« TEApp Bundle IDFEXA | % Acom.cisco.ciscosecurity.appo

« 1EProvider Bundle IDZZEH |, @i A

com.cisco.ciscosecurity.app.CiscoUmbrellao

FFXML<key>ProviderConfiguration</key># s % i + siModule Provider Configuration= & :

<dict>
<key>anonymizationLevel</key>
<integer>0</integer>



Yo v

<key>serialNumber</key>
<string>%SerialNumber¥%</string>
</dict>

AR REREBERNRBREEAGSUEREE , BRIAMBER T2 MERSE,

BE
EDNSKEREXHAE LREZS -

- ENARSSIDFEH , ﬁikcom.cisco.ciscosecurity.app
« fEProvider Bundle IDFEH , % Acom.cisco.ciscosecurity.app.CiscoUmbrella

FERAUTSREE. p1ist X4 -
1. MiOS Common ConfigiR#RFF 48 , FXHRBEN .p1ist , £



<key>Prov1’der‘Conf1'guration</key>5$*¥¢"ﬂ@'§<dict>§|J</d1'ct>o
2. FfserialNumber B B N sserialnumberEE ( MSecurlyFTIE X ) o
3. plist XA B A ESEL RBISEFE ML, it L& ZIDNSKEEE

anonymizationLevel

disabled

internalDomains

10.1in-addr.arpa

16.172.1in-addr.arpa

17.172.in-addr.arpa

18.172.1in-addr.arpa



19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

172

172

172

172

172

172

172

172

172

172

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa



29.172.in-addr.arpa

30.172.in-addr.arpa

31.172.in-addr.arpa

168.192.1in-addr.arpa

local

TogLevel

{pre-filled in the download}

orgAdminAddress

{pre-filled in the download}

organizationId



{pre-filled in the download}

regToken

{pre-filled in the download}

serialNumber

$serialnumber



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



