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Q, Search for a customer or organization

<eys PSA Integration Details More ~

Support Contact

Log Management
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EFS
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* Amazon S3

Q. Search for buckets

<4 Create bucket
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Create bucket
CD Name and region @ Set properties @ Set permissions @ Review
Name and region

Bucket name

my-msp-organization-name-log-bucket

Region

US West (N. California)

Copy settings from an existing bucket

Select bucket (optional) 2 Buckets v

115013010503
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Create bucket X

@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name my-msp-organization-name-log-bucket- Region US West (N.
2 California)

Properties

Versioning Disabled
Logging Disabled
Tagging 0 Tags

Permissions

Users L
Public permissions Disabled

System permissions Disabled

Create bucket
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* Amazon S3 > my-msp-organization-name-log-bucket

Q. Type a prefix and press Enter to search. Press ESC to clear.
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Access Control List Bucket Policy CORS configuration

Bucket policy editor ARN: arn:aws:s3:::my-msp-organization-name-log-bucket
Type to add a new policy or edit an existing policy in the text area below.

1 K
2 "Version": "2008-10-17",
3 "Statement": [
4 {
5 ESTdEIEE
6 "Effect": "Allow",
7 "Principal”: {
8 "AWS": "arn:aws:iam::568526795995:user/logs"
9 1,
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{

"RRAR":"2008-10-17",

"R

{

"Sid":"",

"R,

"FE "

‘AWS” : "arn:aws:iam::568526795995:user/logs"
13

" E":"s3:PutObject",

"R "arn:aws:s3:::bucketname/*"

12

{

"Sid":"",

"RER"EL

"FE "

‘AWS” : "arn:aws:iam::568526795995:user/logs"
13
" E":"s3:GetObject",

"R "arn:aws:s3:::bucketname/*"

3

{

"Sid":"",
"B,
"R

{“AWS” : "arn:aws:iam::568526795995:user/logs" }



H

"1 4E":"s3:GetBucketLocation",
" R""arn:aws:s3:::bucketname"

12
{

"Sid":"",
"R,
"R

‘AWS” : "arn:aws:iam::568526795995:user/logs"

8
"#& 4" "s3:ListBucket",

& B "arn:aws:s3:::bucketname"

}
]
}
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3. f£Bucket NameF &+ , BAF MM BESIH BN B/ EN , R/E KT Verify
BoERERPRE -FBINVER  BTRENIRIEE#ESE.,

Log Management

Amazon S3 Not Configured Never

AWS S3 Bucket
my-msp-organization-name-log-bucket

Verification Successful
For security, we need to confirm that we're sending logs to your bucket. Navigate to your AWS account, copy your
unigue token from the README file from your bucket, paste it below, and click save.

Unique Token
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Log Management

STATUS LAST SYNC

Amazon S3 ® Configured August 2nd 2017, 11:43:21 am

AWS S3 Bucket: my-msp-organization-name-log-bucket
Last Sync: August 2nd 2017, 11:43:21 am

o By default all customers are logged to this Amazon S3 Bucket. Logging can be manually turned off for customers
individually from the Customer Management page.

STOP LOGGING CLOSE
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‘ Amazon S3 > my-msp-organization-name-log-bucket

Lifecycle Analytics Metrics Inventory
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Settings

csce | og Management

Amazon S3

[« Use your company-managed Amazon S3 bucket

Amazon S3 bucket

Amazon S3 bucket name VERIFY

Learn more about Amazon S3 bucket verification »

Use a Cisco-managed Amazon S3 bucket

25231151138964
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Settings
atfvan] e

asco | og Management

Amazon S3

Use your company-managed Amazon S3 bucket

@ Use a Cisco-managed Amazon S3 bucket
Cisco will manage your logs in Amazon S3 for you. To learn more view our guide.

Select a Region

US West (N. California)

Select a Retention Duration

Data older than the selected time period will be automatically deleted and cannot be recovered.

30 days

25231151158036
R X

R A ETHREER RS SRR, KELRN TRARE®RBDIERFEER, FIHHXES
Amazon S3H AT AR X PLE , B ErAE XEER AT A, Fla , FERZIH,

MTHFIRPIEEEERENXE, MREFERREJEHXE , ERENRINREHEHIT
Yo

ERRBIFEATE

REMAT, 14H30K, FRENERE , IERBEHHER , Tt ARBERLELR, W
RFNBEMEARREFEN , BINBWRERORBEAR, REFLEAETUEARER,

RS | B diNext , RECFHE RGN XS M 542075



Do these settings look ok?

If you wish to change your region in the future, you will need to delete your current bucket and
start over. Retention duration can be changed at any time.

Storage Region Asia Pacific (Seoul)

Retention Duration 30 Days

25231181211796

—BEREHE | SRRIIBEEH,

We're activating AWS S3 export now...

_—

D

We're still working to create your AWS S3 bucket...

Once activation is complete, we'll provide you with keys to access your new bucket.
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Active (Managed) Sep 28, 2017 at 10:19 AM

us-west-1

Retention Duratior 30 days

s3://umbrella-managed

Last Sync Sep 28, 2017 at 10:19 AM

Forget your keys?
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S3 LOGS

Centralized Log Management
To enable centralized log management, a centralized bucket needs to be set up in the Log Management page.

Individual Log Management

Configure individual log management

DEPLOYMENT PARAMETERS

. i Show install command
1918 1300a53676a576151b1c37 BA955 How to set up RMM scripts

DELETE THIS ORGANIZATION CANCEL m

360002271623



BEl , MSP, MSSPHIZHAEFMNHEEIXMARTI. 1M, BEUGZIPERXER , HUULT®HA
B EERMENFSXHRAPSIEFE -

<subfolder>/<YYYY>-<MM>-<DD>/<YYYY>-<MM>-<DD>-<hh>-<mm>-<XXXX>.CSV.QgZ

<subfolder>dnslogs. proxylogsiplogs , EABURTHHAETRE, <xxoc2HANFEHF
FREAKNBEVNFZHAS , ABLEBSESHXHES,

flan

dnslogs/2019-01-01/2019-01-01-00-00-e4el.csv.gz

MREEI0DHABTIEFEBINEE , BEIFWIRR |, BHRER B oN PR SR,

—BAFBHIHEN , RNBWEIHERENTIINBELENABIREETHRE , LBKREETT
EXA4RERS ( B EMicrosoft Excel , BER.CSVHBRIANER ) P EEF, BXEZHENEZRAR
MEE | HRRIAL,

R MCisco UmbrellaZIS3FE# B BE LE LXMW , RFNFE4/PWTEREE , FHERERN , BSE

200 ER—IR. mMIEE , BRI FHARRFITIT —NRM |, ZEAKRFTHEERBNERER
, HEFBRRE , UERT BRI,

BERETENMNEFHNER

BRIFESHULER , BNIHERFTREIA , ERTHERS . BUURNENEFXALINE , MRE
NABLENEFRET FRNKRS RS |, LIESFEER, XREFNEPEIEELRET
MiRE, E—THNFFEEERT XA LI TIREE,

A A EEAmazonFBIZIAMAF |, FARXEIAMAF S BRI &MY |, ENF@EBN 7 XXHR, X85
B AWBRLRAPBRERRE , BREEHREBE,

T#EHBAZE, T#EXRSplunk/QRadarE

ATTHATREJEANBE , AL ETUMSITHDNSHE, Weit IsvelRET —RBXE
, B T BRI R B Y JLRR 05 0k

xR A —EXTHERANRAIA , Ak EE5Umbrellai2 G EHARF E RN BESHAAMXH, B
X EHNATRAWFAES | BHEREAE,

&, SHDNSEEN— M EEARRSSIEMIEER, RELAEMEBENSIEMNEERE A
DRERNEBERMARE , BERMNDOXNEEANSIEMEHR —LIES,



BXxHAmazon AWS S3HIUmbrellai% ESplunkiEHFHEZE LR |, BRI,

BXBEIBM QRadarsAMAmazon SIIEMBEHNEHRTHENGEER |, BRSELAL,

S3EFEF/ZK?

SIHEMA/NHRT RENSEHE , EEEIRTDNSHRERN KN,
AT AR AL R BIS3 B R 1E KA B BB

RSB R220MFT , BENAFITHARPERTHER (HEKE, X3IH%F ). RREMH
BATH220FH , W—E A MERFH220 MB,

BTSRRI NADNSEARE , THRITUTRAE

1. EUmbrellaiZHER P , SMEIHRE>FHEE,

2. fEFilters T , 31T £24/)MEtIRE , RS R EHEXport CSVEIFR,

3. A TEM.csvI . 1T (RLB— ) REXHDNSEA ; WiZERN220FT , BIAE
B —XWfEiHE,

ERALH , REREARAZH , BRMNEXD , ERINAEEANEFSA AU RTE/LETATIX
MRS, —MERAEE#ENBEEX , B—MNERAEMNSITHEEBWHRENBIEEX, BXiFlE , B
5 AmazonBk &,

BEZMNEMIIE—#H  WeitsFERAMBENEE , AHRXTSIEMERHAN PSR EME
b &, MREREMRE , FEIFRAN] !



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



