BEBRUmbrella ISR4kEE B 1 &
Hx

Ba
FLREM

EXR

ERANAHE
Bk
SEMAERS A
BAFIEH S AR Z
B B 10T

&g

A TR AT B In{aI 3 Umbrella ISRAKEE 55 3t 17 i fE HE B

FERFMF

=R
RNHERBEARENER,
ERNAL

R4 HYE B E F Cisco Umbrella,

AXFHNEENRETHESREREFNREREN, AP EANMERESEVEXAR
B(B®A)BE. MREBHMELTFERS , BEHAETHEMEGSHEER T,

BLiR

AN 2 EH TISR4k#ICisco Umbrella IntegrationZf BHSFI RV HELE | TJ4E 7 &5 B R E M R) &8 A e 9
EBFN SN EBDNSFEAT B FEAY HEFE o



https://docs.umbrella.com/deployment-umbrella/docs/integration-for-isr-4k-and-isr-1100-security-configuration-guide
https://docs.umbrella.com/deployment-umbrella/docs/integration-for-isr-4k-and-isr-1100-security-configuration-guide
https://docs.umbrella.com/deployment-umbrella/docs/integration-for-isr-4k-and-isr-1100-security-configuration-guide
https://docs.umbrella.com/deployment-umbrella/docs/integration-for-isr-4k-and-isr-1100-security-configuration-guide

EE 202455829 H Fapi.opendns.com£EiT KYiE I TE HETHY 65/ B/ BRI P EE,
BB EDigiCert2 FRG2(& 1T : 033af1e6a711a9a0bb2864b11d09fae5).

EMAUEHS A
1.MUmbrellaiZ $I ERIREVEHIAPISE : Admin > API Keys > ( 812 ) Legacy Network Deviceso

2MFERAUTE—F% , EBICLIFCAILLP S AISR4k:

MURLE A :
RHEHEHAFISRAKIREGES :

crypto pki trustpool import url http://www.cisco.com/security/pki/trs/ios.p7b
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(Lt iEH A T DigiCert Global Root G2, )

crypto pki trustpool import terminal
 /WwQEAwWIBhjAdBgNVHQ4EFgQUTi JUIBiV
5uNu5g/6+rkS7QYXjzkwDQYJKoZIhvcNAQELBQADggEBAGBNnKIRvDkhj6zHd6mcY
1YT9PMWLSn/pvtsrF9+wX3N3KjITOYFnQoQj8kVnNeyIv/iPsGEMNKSUIEyExtv4
NeF22d+mQrvHRAiGfzZ0JFrabAOUWTWI8kndth/JswlHKj2ZL7tcu7XUIOGZXING
Fdtom/DzMNU+MeKNh]73jitralj41E6Vf8PTwUHBHQRFXGU7Aj64GxJUTFy8bJZ91
8rGOmaFvE7FBcf6IKshPECBV1/MUReXgRPTgh5Uykw7+UOb6L]3/1yK5S9kIRaTe
pLiaWNObfVKfj11DiICGknibVb63dDcY3fe0Dkhv1d1927jyNxF1WW6LZZm6zNT 1
MrY=
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(LLiE+3E A FDigiCert Global G2 TLS RSA SHA256 2020 CA1, )

crypto pki trustpool import terminal

MITEyDCCA7CgAwIBAgIQDPWIB1itWAVR6UFAsI8zwZjANBgkghkiGOw0OBAQsFADBA
MQswCQYDVQQGEwIVUzEVMBMGALUEChMMRGTnaUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuZGlnaWN1cnQuY29tMSAwHgYDVQQDExdEawWdpQ2VydCBHbG91 YWwgUm9vdCBHLORpZ2T1DZXJOR2xvYmFsUm9vdEcyLmNybDA9BgNVHSAENjAOMAs GCWCGSAGG/WwC
ATAHBgVngQwBATAIBgZngQwBAgEWCAYGZ4EMAQICMAgGBmeBDAECAZANBgkghkiG
9wOBAQsFAAOCAQEAKPFwyyiXaZd8dP3A+iZ7U6utzWX9upwGnIrXWkOH7ZUIMVT+t
wcW1BSAuwWdH/SviWgKtiwla3JLko716f2b4gp/DA/I1S7w7d7kwcsr4drdjPtAFVS
s1me5LnQ89/nD/7d+MS5EHKBCQRfz5eel jJ1js+aWNIXMX43AYGyZmOpGrFmCW3R
bpDOufovARTFXFZkAd19h6g4U5+LXUZtXMYnhIHUfoyMo5tS58aI7Dd8KvvwVVo4
chDYABPPTHPbgjclgCmBaZx2vN4Ye5DUys/vZwP9BFohFrH/6j/f3IL16/RZkiMN
JCqVIUzKoZHm1lLesh3Sz8W2jmdv51b2EQJ8HMA==

————— END CERTIFICATE-----
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parameter-map type umbrella global
token XXXOXXXXXXXOOXXXXXXXXXXXXXXX

41X 2 ISR4k |t K SR KL & 7R

interface GigabitEthernet0/0/0

ip address 192.168.50.249 255.255.255.252
ip nat outside

umbrella out

interface GigabitEthernet0/0/1.10
encapsulation dotlQ 10

ip address 192.168.8.254 255.255.255.0
ip nat inside

umbrella in odns_v10_5
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ISR4k@Z-CWSSOMLAB#HdLr nvram:
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2. ERWIFISRAKRE K IEA , F1E

{Tshow umbrella deviceidé 2 -

startup-config
private-config
underlying-config
persistent-data
ISE4451-¥-4x1GE_B_&_#A
ectm_ieee_mib
iflndex-table
QuovadisEoot#DIACCA . cer
CiscoECCRoot#2CA. Cer
CiscoRootCAMELCA. cer
QuodadisEoot#SCECA cer
CiscoRootCAZ#CCA. Cer
QuoYadisEoot®#EAICA . cer
ClscoRXC-RZ#1CA . cer
CiscoECCRoot#1CA cerp
DETREootCAXZRABERCA . car
QuovadisRoot#SEEBCA . Ccer
Ciscolicensi#lCA cer
DigiCertGlob#BCR1CA . Ccar
CHmp_inventory

los.pfb

pki trustpool , HISUEUE P AY
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Device registration details

Interface Name Tag Status Device Id
interface GigabitEthernet0/0/1.10 odns_v10_5 200 SUCCES 010a04efd4edbcls
interface GigabitEthernet0/0/1.11 odns_v11 200 SUCCES 010a0O4efd4edxyl5
PRI E AR

© GET MY API TOKEN
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115016791766
LEREE RSNt
« WIFISRAKARAS : show versionSishow platform ( F EHICisco I0S XE Denali 16.35 E & R4

)
o BRIEEEMFRBE : "debug umbrella device-registration" ARG "show logging"(BEMH —

no debug umbrella device—registr‘ation)

LUTRREIBEE :
EPEK :

Jun 13 04:05:32.639: %0OPENDNS-3-SSL_HANDSHAKE_FAILURE: SSL handshake failed

EBELRE , RZFDHINEM :

*%PKI-6-TRUSTPOOL_DOWNLOAD_SUCCESS: Trustpool Download is successful
*%0OPENDNS-6-DEV_REG_SUCCESS: Device id for interface/tag GigabitEthernet0/0/1/0dns_v10_5 is 010a0Oe4bcl4

Api.opendns.com7cE AT

<{froot>

*%UMBRELLA-3-DNS_RES_FAILURE:



Failed to resol ve nane api.opendns.com

Retry attempts:0

. IFDNSHRAT : ISRAk 38 A dig’s “nslookup’ ST A, SIFMISRAK CLIHEA “ping
hostname source interface #”
- BiE TVRFWISR:7E#E O £ |, BIRELE T “ip name-server vrf <vrf_name> <dns_server_ip>" , 7
ﬁﬁﬁﬁ"ping vrf <vrf_name> api.opendns.com”é.ﬁiﬁﬂf
« HREE T ip dns server’ : XA FEEEHISR,
« EZHDNSCrypt , iH#M ALL TS : parameter-map type umbrella global > no dnscrypt
o NEPIFHAF : Jz?i'ﬁ‘%show umbrella conf‘ig#ﬁ?ﬁﬂxﬂﬁﬁiﬂzmu%ﬁﬁ ) @Jﬂu .
- show umbrella config > Local Domain Regex parameter-map:dns bypass
> show run | be dns_bypass

o show platform hardware qfp active feature dns-snoop-agent client hw-pattern-1ist

« TEFAURLSALS , KFFEALKS ANLEREERNSSEHEME

crypto pki trustpool import url http://www.cisco.com/security/pki/trs/ios.p7b

% Error: failed to open file.

% No certificates imported from http://www.cisco.com/security/pki/trs/ios.p7b.

fRRFE B curlF 3 T ios.p7b iE P WA T H G HE HIFBEAF[HNF>MNPERIEIESR
>MINES A“ios.p7b ik B :

<tfroot>

Show run | sec crypto pki

crypto pki certificate pool

cabundl e nvram Trust pool 15. cer

crypto pki trustpool clean

crypto pki trustpool import url flash:ios.p7b
Reading file from bootflash:ios.p7b

% PEM files import succeeded.
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