BEBRSWG M 1 i/ [a] [7) @

SR B I R R B Umbrella £ Web R < (SWG) X A > B9 W v4 1 8] 7] &,
BRER

BRI T EBE S SWGRE HRIMtwww.xyz.com , ¥AFZREZEHEERMET (AL F&E
Umbrella SWG ) , ZMINETREF. 1EFHRATE B ZES SWGT A 8] W 3k B 3R £ 69 & FpiE iR
TREHNEIREE, RELHRS50288MK, 502 EZFH4HE LR, B RIS, BRI
EL8403281E, EFHIBRICEL, s rs — B A B /S B SR LB R o

BT EikPE I S BB 4 15 R1403715 %

WebserverDy, £ ifim IE PR IE SR FISWGHRIE L OIPSEE ., #li0 , Akamai WAFEIRSIEH 7 JLA
SWGH AOIPEE. EffRILEE , H—EFRIRANUEERE A H 1Lt 1BCER ERMBIPSEE,
fEibzw , ERAASEERYRSELSWG |, #1TAnyconnect SWGHIPACX #HZE, BIMS 2 , It
KEBHIEHTRELRS , MBEATRESWebRFH[Z AN FHREME, THEEE OIPHbiERT
S RIPIEL 403" B IRM T 1S E MIREMN — Mg,

LS | SRR SR TRER R | 1% BB Akamaiy fAIFE LE 51| H AV IP 33t .

B FJavar B S 2“Access Denied 403745 i%

ERATXHARERENERT , BESWG MPSKRIERIXERE |, FoiE 1 ) M vk H 48 U5 R 42 18



#4031 EIE — UmbrellanZ £ MXx iR, B2 , IRXHREREZR , MmN, &
, IR ML B TS5 AR SR | M uh hnEk A 2.

5] £ 1 AR A B

MPS5JavatikfyRB 2t XL ?

BRBN R EWebfR SR ERBESREZIRSERT , FFHEXSNIRSSLERMTLSESIREAR
B, EXL K X&EEFEFHhelloXEFRE. BERIT , MPSKRE ( ETFJavaZ ) HHERFEHT
B“Unrecognized Name"HIMERITLSERM ISNIFEMT IR E R , HELES, EZHEMAERE
S 7 Ak

BFEE , ITRESWGHMPSKERBE, XRESWCHEAEMRBNAHRE 2 — , BNRSHIR
BEHIR. MNEFBEERBKLES , ESWCHEMARZ ST IRBHSSLEEM I mEIRHAL L
21 , NS BA P WE403NMNE LN HEIRTTE. ©iXETARE502 Bad Gateway error , {BfE K%
BRBIR | BAMNERH 24032 IR , WTEM R

403 Forbidden

Umbrella Cloud Security Gateway

15151734443924

ATFMPSIHENAR , ATLSERBTLSH P ~LENERLEBESHNARLFETZ 24, R
SRNATBREATLSARAIPRELEH, HSHILEER,

B/ EERBREFE | ATUAMSSLRREE H [F]#,

Client aborts on SNI unrecognized_name warning

Java 7u25
RSA 2048 (SHA256) | TLS 1.0 | TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java Bu161
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 | ECDH secp256r1
Client aborts on SNI unrecognized_name warning

Java 11.0.3 )
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | ECDH secp256ri
Client aborts on SNI unrecognized_name warning

Java 12.0.1
RSA 2048 (SHA256) | TLS 1.2 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 | ECDH secp256r1

15152060146964

MR R YEES P EZR BESWCHRIE |, ESXRTYSWCHHTTPSKRE , MMM TIFEE , RARK
REESNIFTRIRBIK BRAER |, FHZLEWeb RS RER.

EREANER , RIQZEWNREESMRIEREHEENBRE L, ETARNNK , BIHHRER
¥, BB EEE M EIX LR,


https://docs.cloudbees.com/docs/cloudbees-ci-kb/latest/client-and-managed-controllers/ssl-handshake-alert-unrecognized-name
https://stackoverflow.com/questions/56786496/how-to-fix-sslprotocolexception-handshake-alert-unrecognized-name-without-disa
https://www.ssllabs.com/ssltest

1ERARY SRR —
2R INE BARFIRARBRAAN (MREEZUER)

ft 42502 Bad Gateway?

502 Bad Gateway ErrorR RIRSG B M MXRMAE | AN RS BREITHMEL, HAFERE
HFSWGREFRIMLE , & HIARMNERR.

a)&F P — >HEERE ( TT)
b)XE — > RWebMRSTe1ESRE ( £1T)

502 SWGRE(MPS, Nginx)5 4 ik IR 55 885 15 2 i8] K T4 IR M3 4515

« O www.City.tsuruga.lg jp b 15 =B L @

0 502 Bad Gateway

An upstream server error has occurred, If you believe you are seeing this message in
error, please contact your network administrator.
This page 15 served by Umbrella Cloud Security Gateway.
Server: swg-ngind-proxy-htips-a6f0606f27 56 signginx.sin
07 Apr 2023 00:45:27 GNT

5021 REM XAV E ILE 3=

1.7 ZENSWGEBEYS
2. B FIRiEP B HRIEER
3. SWGIE 78 hn sk il BR 1S Sk

TXRFHNSWCEBEH

EERIMRIZEWeb RSB ETLSHEHRIREFZZHFNSWCEBEHR, BEE , SWG MPS ( iR
{LRERS ) REFRXZIFTLS_CHACHA20_POLY1305_SHA256ZBEH, HEXE , BEMNXE
NEAZHSWCHZEBEHMTLS, BMNTUBIEFER - iHwhelloMRFERheloP N EBEH IR
HEHRNEMBEIRBNERL RIBE, ERHREHRSE , FACURLG SRaIFE RIS ERB



RGN RIBSEEABAERREZBEASIEN , RANF2FTR.

Curl&s & R4l

<ftroot>

curl -vwv "" --ciphers TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 >> /dev/null
curl -vwv "" --ciphers ECDHE-RSA-AES256-GCM-SHA384 >> /dev/null

Testing website Wth Proxy:

- curl -x proxy.sig.umbrella.com:80 -v xyz.com:80
curl -x swg-url-proxy-https.sigproxy.qq.opendns.com:443 -vvv -k "https://www.cnn.com" >> null

Testing website without Proxy

: - curl -v www.xyz.com:80

Mac/ Li nux:

- curl -vvv -o /dev/null -k -L www.cnn.com

W ndows:

- curl -vvv -0 null -k -L www.cnn.com

5 PE

EfREEE , FEAEEERBIIRIEHNEAANMENRE,

B FimiE T & IR E K

ESWGRER L= ANTLSEFHHE , LFWeb RS BEEFFIRIIRFRRIE. ATEFRIE

FEGRIEFAZZE , BRINEECANTEEEINRMNREBSET X LS , XEShttps ERTHH
o 540 : https://valuedoor2.smbc.co.jp.



https://valuedoor2.smbc.co.jp

< G (D) https://valuedoor2.smbc.co.jp A 6 P ® 3 i bJ b
L
l ﬁ
H
The connection for this site is not secure &
valuedoor2.smbe.co.jp didn't accept your login certificate, or a login certificate may not have i
been provided.
Try contacting your organization. -
ERR_BAD_S5L_CLIENT_AUTH_CERT A
(]
15027182308884
M aluedoor without decrytion.pcapng - [u} %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ds 2@ I PRB Rs22=F o5 E Q@b
N |tep.stream eq 6 BEl -+
No. Time Source Destination Protocol  Length Info ||
181 7.e3e7e9 1e.28.0.100 202.2214355.97 TLSv1.2 571 Client Hello
116 7.079591 202.221.255.97 1e.20.0. TCP 6@ [TCP window Update] 443 =+ 51642 [ACK] Seq=1 Ack=1 Win=6528@
117 7.e80011 202.221.255.97 10.20.06.100 TCP 6@ 443 » 51642 [ACK] Seq=1l Ack=518 Win=64768 Len=@
121 7.397637 202.221.255.97 18.20.86.100 TLSv1.2 1434 Server Hello
122 7.397637 2082.221.255.97 10.20.0.100 TCP 1270 443 + 51642 [PSH, ACK] Seq=1381 Ack=518 Win=64768 Len=1216 [
123 7.397819 10.20.0.100 202.221.255.97 TCP 54 51642 = 443 [ACK] Seq=518 Ack=2597 Win=262144 Len=@
124 7.440607 202.221.255.97 10.208.0.100 TLSv1.2 1434 Certificate, Server Key Exchange
125 7.440607 202.221.255.97 10.20.0.100 TLSv1.2 260 [Certificate Request, Server Hello Done -
126 7.440699 19.20.08.100 202.221.255.97 TCP 54 51642 + 443 [ACK] Seq=518 Ack=4183 Win=262144 Len=0

<

version: TLS
Length: 482

TP N R N P

15027192992276

> Transmission Control Protocol, Src Port:
* [2 Reassembled TCP Segments (487 bytes):
% Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
Content Type: Handshake (22)

1.2 (@x@303)

...... T T T T T ——_—

443, Dst Port: 51642, Seq: 3977, Ack: 518, Len: 206

#124(290), #125(197)]

¥ Handshake Protocol: Certificate Request
Handshake Type: Certificate Request (13)
Length: 478
Certificate types count: 3
v Certificate types (3 types)
Certificate type: RSA Sign (1)
Certificate type: DSS Sign (2)
Certificate type: ECDSA Sign (64)
Signature Hash Algorithms Length: 24
> Signature Hash Algorithms (12 algorithms)
Distinguished Names Length: 446
> Distinguished Names (446 bytes)
v Transport Layer Security



HAERNMBEX

WebfRS5 851k & 7502 MEIRM K % , RERZSWGHETE B Ahttpsi &R N 7 X-Forward-
FortRk(XFF)o BATHTLUEN & £ EAhttpsi EHFE Anttpste EHEBREE |, MUKk £ Ahttpsi &
FEANXHREHRMPSKREN X4 AERE | BB/ NS02NMNTERMXEBHH KI5,

curl https://www.xyz.com -k --header 'X-Forwarded-For: 1.1.1.1' -o /dev/null -w "Status Code: %{http_co
Status Code: 502

curl https://www.xyz.com -k -o /dev/null -w "Status Code: %{http_code}" -s

Status Code: 200

BRHTTPSKRER , RAEAXFFRL , E LIRS H[ITUREFFRIP ( RERAFNYELE
) REHBEHEVNERNS.

MRRFAHTTPSKRE , REFTLR/MUIRL , HtF&HIM502 Bad Gatewayfaizx., XT =2
SWGRERE, WEIREHT LBEWeb RS EFEBHEIR , TXIFMAEXFFIRL,

S
ERRILE | B AR B SI RN B EMOHTTPSRE,
« 517 LHFEHE RHE

o UIEBMTLSHLEE IR
« FHIEFESWG DCHEAT AR EFM it



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



