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AR T RABBVALIENELR. M TERTRETEASE=FRFNEE ATT
BAXGTAINESER. FEE , AFMELnux@ TRRIEVA LR X R,

clear

clearis S 2BRARRE. EHYTWindowsfm IR RFFH“Cls”s
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configA FRBER RS, BEANNTFHS -
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. Uze the ‘config’ command for any configuration c

ation commands
tion comma ]
lancer that injects ECS.

Dtunnel ¥ AT EANEEXFREE , EEECtrI+BMVARSI G HITELL.

$ config tunnel 7
config tunnel <options> <args>

options has to be one of the following -

enable <int> Enable the config tunnel connection.

reenable <int> ReEnable the config tunnel, if it was disabled.

d ble

status Show

-h, --help Display this usage information.
S T

status.

<int> 1is tunnel duration in hot ault would be 72 hours.

AN

config tunnel enable <optional time open, default is 72hrs, range is 7 to 240 hours>
config tunnel reenable <optional time open, default is 72hrs>

config tunnel disable

config tunnel status

EXEEXERENIFHAEE , 1§25 #https://docs.umbrella.com/deployment-
umbrella/docs/appendix-d-troubleshooting-the-va-using-a-restricted-shell#tunnel

2)snmpF S AT EAMEESNMPX .
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$ config
config snmp

options has to be one of the following -

conf igure Ve c <community string> ]
SNMF

Default public

AN

config snmp enable
config snmp configure -v2 -c <community string>
config snmp status

BXEHESNMPHFMEE. , 3 https://docs.umbrella.com/deployment-
umbrella/docs/appendix-c-enable-snmp-monitoring

3)anycast ¥ @ A F Bl iEAnyCast BGP,

lgorithm.
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<args>

'bgp' options has to be one of the following:

er : Enahle the anycast mode.
: : Disable anycast mode.
Show status of anycast.
ow BGP Summary
: Show BGP Neighbour statistics
<bgp_info> . Add additional peer routers

{router-ip> : Delete additional peer routers
- 't connectivity
informat ion.

A 3
bgp_info : AS IUTER-IP:HOP-COUNT of the BGP router to publish
router-ip : IP Address of the BGP Router

2 - 255 Default: 255

AT

config anycast enable <anycast ip> <ASN:ROUTER-IP:HOP-COUNT of BGP router>
config anycast status

config anycast disable

config anycast stats

config anycast add <ASN:ROUTER-IP:HOP-COUNT of BGP router>

config anycast delete <BGP router IP address>

BXREEAnyCastViFME R , 55 Hhttps:/docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurations#anycast

dyvaFim A TFVALHNEHITERE.,
% config va 7

Usage : config va <commands> <args

commands has to be one of the following -
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L= H dy
[ enable | disable ] : EHdhlE or

dmz [ enable | disable ] : Enable or Disable DMZ mode to
1 [ enable | disghle | ¢ [ key | cert 1 "hash" ) 1] ! Enahle or Dizahble or Add Key 3
| disable ] : Configure the Per-IF based Rat

obal | global-we | alternate] : Configure the IDDTI
: Enable or

! Display this > information

interface name : WName of the interface should he given when dual nic is enabled Ex: etho
nps : Mumber of packets to be accepted per second for per

burst 1 Pac t rate. Range [ 10 - 100 ]

~le T

config va status

config va name <New name for the VA>

config va interface <interface name> <ip address> <subnet mask> <gateway>
config va interface6 <interface name> <IPv6 address/prefix> <IPv6 gateway>
config va show

config va ssh enable

config va dmz enable

config va dnssec enable

config va per-ip-rate-1limit enable <packets/sec> <burst rate>

EXEEERERRFNIFHAEE , 1§25 https://docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurations#section-configure-rate-limiting

BXBEEDNSSECEEFMNFMELR |, 55 Hhttps://docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurations#section-configure-dnssec-support

A LA{E Fresolvers F S RVABEE N ERBERNERF |, XEETAA

config va resolvers US (Uses 208.67.221.76 and 208.67.223.76)
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config va resolvers US-v6 (Uses 2620:119:17::76 and 2620:119:76::76)

config va resolvers global (Uses 208.67.220.220 and 208.67.222.222)
config va resolvers global-v6 (Uses 2620:119:35::35 and 2620:119:53::53)
config va resolvers alternate (Uses 208.67.222.220 and 208.67.220.222)

EXFHMEE |, S Hhtips://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-
configurations#section-configure-umbrella-resolvers

S)ntpFHSAATFEVALE L BEINTPRSE.,

$ config ntp
config ntp <options> [<server-ip

options has to be one of the following -

add Add NTP

FEeEmMOVE Remove NTP !

show Show NTP server detalls

-h, --help Display this usage information.

Rl T

config ntp add <New NTP server>
config ntp show

BEXFHMEE |, iES Hhttps://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-
configurations#section-configure-ntp-servers

6)admapFin T RATHRE S HXKENUREEIERADIRF NG T, LA, REEERENMPH
HEVBRES, HENEBMNZ RIS TP IERRFTEADBRSH 5.
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$ config admap 7

commands has to be one of the following -

view <ipaddress> : view AD Mapping for IP ac
clear <ipaddress> : clear AD Mapping for IP addr

set-host-timeout <time> : set timeout for the host in sec .
set-user-timeout <time> : set timeout for the user in seconds.

show-t imeout - st/user timeout.
help : Display age information.

ipaddress : Ip Address
time : time iIn s

AN

config admap view <ip address>

config admap clear <ip address>

config admap set-user-timeout 28800 (This would set it for 8hrs)
config admap show-timeout

BEXEZER , B3N

https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#identity

BEXHMEER , BEZHAUTAREXE
ELgE  EE/MBREFENADAF

7)logexport Fan S AT REHAER, ETHRRBEN/HAZDNSIER A XS HEIZRRE AERS
o
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options has to be one of the following -

destination < og-ip:ports [topludp|tls] Add destination to send logs to remote serye

Enable the service to send logs to destinati

zh for TLS
atus.
information.

Jdce @ ointernaldns | health | audit | all

BEXEZER , B3N

https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#syslog

localdns ¥ i = A TE E N EREE S E N EIDNSIRS SR RMAFH KR, ©R3.2ZMRIVHFEBRE,

commands has to be one of the following -

mains ... > : Add new locald
: Delete a locald

dashhoard)

BRFMER , BHET config localdns help’HEF :

https://docs.umbrella.com/deployment-umbrella/docs/6-local-dns-forwarding

9)loadbalancer ¥+ A T ELE X AECSHILoadBalancer, & =23.3hHHTIEIRA,

subnetsprefix_length
Subnet Field
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BXiEFMEE |, Hiz1T config loadbalancer help”REE :

https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-
configure-load-balancing

B

date®n = AJ A TEVAFRITEN LRI RERT /B . AR A EH R (UTC)RE, FEEMEE R
. ESRVAES X

date

df

dfte S I AT ERVARN HETHE R AR,

BEXFHEE |, {55 Mhttp://manpages.ubuntu.com/manpages/focal/en/man1/df.1.html

$ df
Filesystem 1K-blocks Used Available Us
497232 : 497228 '
101564
2030736 1144928 764604

0 4 /sys/fs/cgroup
0 5120 Z Jriun/ lock

none 507808 0 507808 . srunsshm

none 102400 0 102400 ' /run/user

/dev/sda 2030768 316300 17% /data

execute@ B EEFHI R A3.4.6% 7] A

{# F % :execute <commands>
WEMRBLUATER—I :
force_upgrade 31T “disk_cleanup”>3 BN E 1 T 8 EHT I VABR & >58 HIVAFH K.
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disk_cleanup Ml BRVARR R, AREIRXHFMAzurel BHR ( RHBIBREMBEE )
R 5

freem TERREFNTARNENEARNEE,

EXFHEES |, i§ZMhttp://manpages.ubuntu.com/manpages/focal/en/man1/free.1.html

$ free
total

Mem: 1015616 5 - 195716 172
Swap: 2108 210C2 agqnCce

# B

EPTHATERZRARKREFRASATRANAES T

F help
is the list of commands available

date df free help iostat netstat nslookup ping tr



http://manpages.ubuntu.com/manpages/focal/en/man1/free.1.html

ER  BARAXERE , Bmant i RtEFEZRHAAENEFAFR T

Ny

ANNHIEZN T AT TR,
jostat

iostatZ R MO XHCPULRITEEMm AMmHSITE R,
EXFHEE , 55 Hhttp://manpages.ubuntu.com/manpages/focal/en/man1/iostat.1.html

% lostat
Linux 4.8.0-53-2eneric

aveg-cpu: Xuser ¥nice

0.47 0.00 0.47 0.01

Device: tps kB_read/s KB_wrtn/s <B_reac kB_wrtn

sda 0.79 1.07 5.84 } 18971540
<db 0.00 0.00 0.00 106 0



http://manpages.ubuntu.com/manpages/focal/en/man1/iostat.1.html

netstat

netstatITENMXIERE, BBHEK, BORITEERE. AREENAEKAF D,

BEXFHMEE |, iES Hhttp://manpages.ubuntu.com/manpages/focal/en/man8/netstat.8.html

$ netstat
Active Internet connections JErs)
Proto Recv-0 Send- U Local Ad Foreign Address State
] 0 e 3 { a1ln TIME_HAIT
0 ) 192, 3 192.168.1. :domain TIME_MWAIT
] 0 . 2 i g, idn:domain TIME_HWAIT
0 b ; g i 9: ESTABLISHED
0 0 . 3:36857 9 : :domain TIME_MWAIT
0 0 . 499 B endn:domain TIME_WAIT
0 0 C. c ] ' 5.101:https TIME_HWAIT
0 0 19 3 ol=t ) endn:domain TIME_MWAIT
0 0 for 3¢ F O ~der ESTABLISHED
0 0 . ' "esolver? TIME_WAIT
Five UNIX domain sock j

gs ¥ Stat I- HHMH Path
[ 1] A M '_ __ ! f nl/postfix/devs1og

CONNECTED

CONNECTED
CONNECTED

COMNNECTED
COMNNECTED

CONNECTED

CONNECTED - = @/com/ubuntus/upstart

'TFEHH CONNECTED

nslookup
nslookup A FUR B A X EfInternetif &k F 8. & EWindows, MacHLinuxfyan =45 #
U

nslookup <domain>

FERALEEZITERCSBRVAREAREI RN ALBMEMARRESINHEES . I THEINIT
RNEENER , £FEEERNIDNSRS R


http://manpages.ubuntu.com/manpages/focal/en/man8/netstat.8.html

nslookup <Internal Domain> <Internal DNS Server IP>

ENVAN B HETRSHNBER , FRUTHERET :

nslookup <domain> 127.0.0.1

Mon-authoritative answer:

112.61.107
W, examp lema luaredomain. com
Diffffrida 112,61, 107

™ % nslookup wow.examplebotnetdomain.com. 127.0.0.1

1 .1

Address: ::ffff:1d6.112.61.105

BEXFHEES |, 55 Mhttp://manpages.ubuntu.com/manpages/focal/en/man1/nslookup.1.html

passwd

passwd i FTEBVAZB, BFEWNT :

passwd


http://manpages.ubuntu.com/manpages/focal/en/man1/nslookup.1.html

RERGRERERMAIRED , RAERMAFTED (MR ). WE , BAILUER Umbrellaz | EHRFHF
ZHEENMRIAME , BHEERLALL.

¥ passwd
hanging password for wmadmin.
urrent password:

Jew password:
:Et{ﬂH New pas:

p.;_murﬂ de ted Stully

ping
ping@n H A FMHER |, BEBXREWindows, MacHILinux BB LT, B AIEDH T TR
$ plng

sage: ping [-aAbBdDfhLnOgrRUvV] [-c count] [-1 interval]l [-I interface]
[-m mark] [-M pmtudisc_option] [-1 preload] [-p pattern] [-0 tos]

[-s packetsize] [-S sndbuf] [-t ttl] [-T timestamp_opt ion]
[-w deadline] [-W timeout] [hopl ...] destination

RNERABTXNBENT :

ping -c 4 <Domain or IP>

BXFHMEE |, iES Hhttp://manpages.ubuntu.com/manpages/focal/en/man1/ping.1.html

ping6

ping6an & A TNt 5IPv6 L Im I ERE | 1BEEIX5Windows, MacHILinuxHHIEECE ., AJAE
B0 PR R o

$ pinge
aAbBdDfhLnOgrRUvY] [-c count] [-i intervall [-I interface]
1 preload] [-m mark] [-M pmtudisc_ unTUnﬂ

sage: pingé

sndbuf] [-t ttl] [-T timestamp_option] [-w deadline]

[
[-
[- H nodeinfo_option] [-p pattern] [-Q tclass] [-s packetsize]
[-S
[-H Tirrueuut] destination
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RELNAZENT

ping6 -c 4 <Domain or IPv6 address>

EXFHEE |, {52 Mhttp://manpages.ubuntu.com/manpages/focal/en/man1/ping6.1.html

reboot

reboottr TR EFMEFIVA, RESRRIEWINENES (Y= ) REVEEHEZ (N=5F ).

tcptraceroute

tcptraceroute K ix IhBE S#r #traceroutetr T E AR , BEEFERATCPHIES , M A 2R AUDPH
ICMPEEZ,

1-71-127.deploy.static.akamaitechnologies.com (23.77.71.127) [open] 3.393 ms 3.059 ms 2.

BEXEMEER , B5H
:https://manpages.ubuntu.com/manpages/focal/mani/tcptraceroute.mt.1.html

traceroute

traceroute A A F IR FRIME LW H N L im 2 B RUDPHICMPIER | HiREHBEXTlIZENE—
HHER,
RELWAZEDT :


http://manpages.ubuntu.com/manpages/focal/en/man1/ping6.1.html
https://manpages.ubuntu.com/manpages/focal/man1/tcptraceroute.mt.1.html

traceroute <domain or IP>

te to wow.cisco.com (21

[ e I.
o

-1 MR

BEXEMER , BSH
https://manpages.ubuntu.com/manpages/focal/en/man1/traceroute.db.1.html

tracerouteb

traceroute6 A A T AR E M & LB NPv6Lin 2 AIFNUDPRAICMPiER: , HREBXENIZHE
B8 —BERE R

BXREAEE , FS5H

https://manpages.ubuntu.com/manpages/focal/man8/tracerouteb.iputils.8.html

=S ad: 01

uptime@ T ERHRIATE, VARZ{THEE, HABFHAFHUKREET. 5150 N RE AR
FE,

"% uptime

133 up 42 days, 23:40, 2 users, load awverage: 0.04, 0.20, 0,21


https://manpages.ubuntu.com/manpages/focal/en/man1/traceroute.db.1.html
https://manpages.ubuntu.com/manpages/focal/man8/traceroute6.iputils.8.html

EXFHMEE , IS Hhtips://manpages.ubuntu.com/manpages/focal/en/man1/uptime.1.html

version

version2F Y RANVVARGITHZIRE, LEEHAMVARHEIEIRE.
T verslion
Umbrella Virtual Appllance

verslion: 2.5.6
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IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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