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‘entries/S7607634#dnscrypt-disabled

HEASAR A IE B SR B A BRI THEIRER

Dropped UDP DNS request from inside:192.168.1.1/53904 to outside-fiber:208.67.220.220/53; label length
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CSCsm90809 DNS# M X #TCP_EAIDNS
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1. B2 & R “dns_inspect’ I FTACL |,
208.67.220.220M R E

<#froot>

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

dns_inspect
dns_inspect
dns_inspect
dns_inspect
dns_inspect
dns_inspect

extended
extended
extended
extended
extended
extended

HAG2mMN A THEY%ER1E208.67.222.222H

deny udp host <Appliance IP> host 208.67.220.220 eq domain
deny tcp host <Appliance IP> host 208.67.220.220 eq domain
deny udp host <Appliance IP> host 208.67.222.222 eq domain
deny tcp host <Appliance IP> host 208.67.222.222 eq domain
permit udp any any eq domain
permit tcp any any eq domain


https://tools.cisco.com/bugsearch/bug/CSCsm90809

For VA 2.2.0, please also add our 3rd and 4th resolver |Ps which are also enabled for encrypt

access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.220.222 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.220.222 eq domain
access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.222.220 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.222.220 eq domain

2. MIBRASA LRI XM BIDNSH M KB, Hlan -

ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class inspection_default
ciscoasa(config-pmap-c)# no inspect dns

3. QEELRIABIZEMNACLICE Y SEIRH#1:

class-map dns_inspect_cmap
match access-1list dns_inspect

4. TEglobal_policy FELEREEMRE, XAUIMELZFR10H 0 SEMHF T3, 5 FADNSK

o

policy-map global_policy
class dns_inspect_cmap
inspect dns

5. BRAE , BULBEETUATHTRBIERERB EEXIFIIMER

sh access-Tist dns_inspect
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1. BAZAEMADNSHEIRN ( MREFA ) . BIRIEFEConfiguration > Firewall >

Service Policy Rules# 52 o
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& Edit Service Policy Rule

Traffic Classification | Default Inspections Rule Actions |

Protocol Inspection ] A58 FirePOWER Inspectiun] Connection Settingsl QuSl MetFlow | User Statistics | Clusterl
[ Select all inspection rules

[~ CTIQBE =l
[~ Cloud Web Security Configure, .,
[~ DCERPC Configure...
[~ Bhg Configures. .
[v ESMTP Configure. ..
v FTP Configure. ..
¥ H.323H.225 Configure...
v H.323 RAS Configure. .,
[~ HTTP Configure., .,
v 1CMP o
[ ICMP Error
[T 1S
[ 1M Configure., .
v IP-Options Configure. ..
[~ IPSec-Pass-Thru Configure..,.
[~ IPvé Configure.,
[ LISP Configure. ..,

oK I Cancel | Help |

.U , WA LLEFHBEEDNSKN , LWXTARBRRE., $dAdd > Add Service Policy

|8 Cisco AsDM [_[=]=]
Fle Wiew Tools Wizards Window Hep | L ekl ||l ||l
i
@) Home |92 configuraton| [ 7] Monkorng | (1) seve (@ Refresh () mack () Forverd | D Heb cisco
Device List | Bockmarks
.
#add |- Eed (Jooete + £ G @ - Find [ Disgram % Packst Trace
w0 O S | & i b3 Q = ?
[ Add Service Policy Rude... | Traffic Classfication [ :
=ind: Rude Actions [
e | s msommentservie Py Rt Source | SrcsecukyGroup | Destintion | DstsecumyGroup | servke | Tme |
14.38.118,254
14.36.1 18.254:444 * Insert.. - #, default-inspec..
* — -“- e
sfr-cmap 1 P O@yMatch B 14.36.118.101 @ any 1 hittps
2 P GMaich 2 14.36.118.101 @ any 15 http
3 F  Dmatch ® 14.36.118.205 @ sy 1w bep
4 F  Caymatch @ any @ any - hittps

ABA RS
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2 LA Filtering Servers
& Threst Detection
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% Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule,

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level, IF a service policy already exists, then you can add a new rule into the existing
service policy, Otherwise, you can create a new service policy.

Ii' side - {create new service policy) ;I

Policy. fame: Jinside-

Description: I
= Drop and log unsupperted [Py to IPvE Eraffic

(¢ Global - applies to all intetfaces

Policy Mame: |alobal_policy *

Description: |

[~ Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

= Back | Next = | Cancel | Help I

5 NEMPEERN ( Hln“dns-cmap” ) , FHiEAFED R B ARIPHE (FEHACL) 7
BHT—%"

& Add Service Policy Rule Wizard - Traffic Classification Criteria

(& Create a new traffic class: Idns—crnap

Description {optional): I
Traffic Match Criteria
[ Default Inspection Traffic

I~ Tunnel Group

[~ TCP or UDP Destination Port
[~ RTP Range

[ IP DiffServ CodePoints (DSCP)
[~ 1P Precederice

[~ Any traffic

(" Add rule to existing traffic class:

Rule can be added to an existing class map if that class map uses access control list (ACL) as its traffic match criterion,

™ Use an existing traffic class: |test -

(" Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it wil match the class-default traffic class, Class-default can be used in catch all situation.

< Back | Next = | Cancel | Help |




6. BAFHTEE BRERELZTHFERENRE.
Xt FSource , BRILAE A “any” BT &R A FEUmbrellal® DNSIRF BN FIERE, HE
, B LA BB ERNRE L , X EBRESERELHE R P,

i Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: ¢ Match  {* Do not match

Source Criteria

Source: |any

User: |

H|5(5E

Security Group: |

Destination Criteria

Destination: |

Security Group: |

(5|5

Service: |ip1

Description:

More Options

< Back I Mext > | Cancel I Help |
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f= Browse Destination

o Add

A

@ Edt [ Delete ‘ @ Where Used € Not Used

|58 Metwork Object. .. | Filter|Clear

,LsE; Metwork Object Group... |

Metmask | Description | Object AT Add... |
- Metwork Objects -
.@ any

@ any4

@ any6

= Cisco,com dl.cisco.com

B DNs1 172.18.108.34

[ DNS1-Nat 14.38.118.252

[ DNS2  172.18,108.43

E!. DNS2-Nat 14.38.118.253

LB AMC 14.36.118.90 —

B Hitesh  14.38.118.111

. Inside-Net 14,36.118.0 255,255.255.0 office (F)

- @ inside-n... 14,36.0.0 255.255.0.0

Q jvoungt... 14.36.118,198

. @ jyoungt... 172.18,124.30

H kklous-i... 1.1.1.1

.o office-n... 172,18,254.0 255,255.255.0

[ Open_... 208.67.220.220

- Outside. ., 14,38.118,0 255,255.255.0 office (P)

@ outside... 14.38.118.0 255,255.255.0 =

Selected Destination

Destination -= | I

= Edit Network Object

Mame: |Dpen_D MS1
Tvpe: IH-:st LI
IP Yersion: + IPvd4 O IPv6

IP Address: IEUS.S?.ZZD.EEU

Description: |

Ok Cancel l Help |




8. FH MNUmbrellaM & X4 R A M FDestinationFEk , ARE R EHOK,

& Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: { Match % Do not match

Source Criteria

Source: ]any |
User: | _l
Security Group: I _l
Destination Criteria

Destination:  [Open_DNS1 =
Security Group: | J
Service: Iip _l
Description:

Mare Options

< Back | Next = I Cancel I Help |

9. EF—MEOF , EHDNS"EIEE , RFE EFinish.



= Add Service Policy Rule Wizard - Rule Actions

Protocal Inspection | 454 FirePOWER. Inspection | Connection Settings | QoS | MetFlow | User Statistics | Cluster |

[~ CTIQEE

[~ DCERPC

[~ ESMTP

[~ FTP

[~ H.323H.225
[~ H.323RAS
[~ HTTP

[~ 1cMP

|~ ICMP Error
[T 1S

[~ m

|~ IP-Options

[~ 1Pve
[~ Lsp
[~ Mmp

= aa=sr

[~ IPSec-Pass-Thru

[~ Cloud Web Security

Configures.,
Configure. ..
Configure. ..
configurte. .
configure. ..
Configure:.,
configure. ..

Configures.,

configure. .

configure. ..

Configure. ..

=

10. ASATIE & Rdns-cmap’ W EFT £ RErE, DM

, BEEREHASARENRIRRE,

< Back I Finish | Cancel |

Help |
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A LABE A S Edns-cmap” HiE &I “Insert After..”R5ERK. BIE—NFHMN,

& oadd v [F Edit ﬂnelete| + ¥ | % 2R -

Q, Find 29 Diagram <7 Packet: Trace

Traffic Classification .
— - - - Rule Actions
Name | # | Enabled | match | Saurce | SrcSecuityGroup |  Destination | DstSecurityGroup | Service Time
[= Global; Palicy: global_policy
inspection_de... [y Makch @@ any & any @, default-inspec... @, Inspect ESMTP
@Q, Inspect FTP
(13 more inspact actions)
sfr-cmap 1 W OEyMatch 8} 14,36.118.101 @ any 1t https
2 ¥ CEMatch =) 14.36.118.101 @ any i@ http
3 ¥ CSMach B 14.36.118.205 @ any 1 tep
4 ¥ 5 Makch @ any e https
1 e |

dns-cmap

| = Wt

Add Service Policy Rule...

@ any

Add Management Service Policy Rule...

& Open_DNS!

Insert...

Insert After...

Edit...
Delete

BB A[He e e

B

Chrl4+3
Cer+C

K
e il

Packet Trace...

Rule Table Settings...

N F B kR dns-cmap” , ARG % HNexto

B |
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®_ Inspect DN
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f® Add Service Policy Rule Wizard - Traffic Classification Criteria

(" Create a new traffic class: |ulcub.jl-cl.:stz

Description (aptional); |

Traffic I

I™ Default Inspeckion Traffic

I~ Source stiom 1P Address |
I~ Tunmel Group

I~ TICP or UDP Destination Port

I~ [RTP Range

I™ 1P DiffSery CodePoints (DSCR)

I~ 1P Precedence

I any trattic

(* Add rule to existing traffic class: |sfr-cmap |

Rule can be added to an existing c[5ff-CMap tlass map uses access contral lisk (ACL) as its traffic match criterion,

{~ Use an existing traffic class; |est v

" Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation,

< Back | Mext = | Cancel I Help |

12. FActionfR 8 IMatch, EREZDNSKRENREMNIR. BHRMERS. Hla0 , Fibia
, BRI R RBEAE BN RELMEEMTCPEUDP DNSHRS 85, £ Nexto —

13. A “DNS"IEI , AFE EHFinish,
14. B 358 OKZBAIApply.



add - EEdt [Joeete 4 & % B3 0 - | QFind FdDiagram o7 Packet Trace

Traffic Classification
Rule Actions [
Name | # [Ensbled [ match | Source | SrcSecwity Group | Destination [ DstSecuityGroup | Service | Tme |
[=] Global; Policy: global_paolicy
inspection_de... B5yMatch @ any @ any Q, default-inspec... Q, Inspect ESMTP
Q, Inspect FTP
(13 more inspect actions)
sfr-cmap 1 ¥V  [Eymatch ) 14.36.118.101 @ any it https
2 v [y Makch 2| 14.36.118.101 @ any e htkp
3 ¥ CBmatch =) 14.36.118.205 @ any 1o tep
4 ¥ [Coymatch @ any @ any
dnis-cmap B Open_DNS1
2 ¥ [EyMakch @ any
4 | >

Apply Resat
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