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Email receiving

= Simple Mail Transfer Protocol (SMTP) settings

a4 can use an SMTP-enabled programming language, email server, or application to connect to
the Amazon SES SMTP interface. You'll need the following information and a set of SMTP
credentials to configure this email sending method in US East [M, Virginia).

SMTF endpoint

emall-smip.us-east-1.2amazonaws.com

Transport Layer Security (TLS)

Required

Authentication

STARTTLS Port

25, 587 ar 2587

TLS Wrapper Port
465 or 2465

You must have an Amazen SES SMTF user name and password to access the SMTR

Interface. These credentlals are different from your AWS access keys and are
unigue ta each reglon. To manage existing SMTP credentials, visit the 1AM console

.

Create SMTF credentlals [2
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Create User for
SMTP
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This form bats you create an LAl user for SMTP authentication with Amazon SES. Enter the name of a new
1AM user or accept the default and click Create to set up your SMTP credentials,

1AM User Name:

» Hida Mare Information

ses-stealthwatch-smtp-user

Meximom B84 charsctirs

Amazon SES usas AWS Identity and Access Management (LAM) to manage SMTF credentials. The 1AM user
name Is casa sensitive and may contain only alphanumeric characters and the symbals +=,.8-_

SMTP credentlals consist of a username and a password, When you click the Create button below, SMTP
credentials will be generated for you.

The new usar will ba granted the following 1AM policy:

“Statement"”: [{"Effect”:"Allow","Action":"ses:SendRawEmail”, "Resource”:"*"}]
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Your 1 User(s) have been created successfully.

This Is the only time these SMTP security credentials will be avallable for download.
for SMTP Credentlals for SMTP users are only available when creating the user. For your protection,
you should never share yvour SMTP credentials with anyaone.

v Hide User SMTP Security Credentials

Create User

2 ses-stealthwatch-smtp-user

SMTP Usemame: | AK
SMTP Passwond: | BCI

v Download Credentials
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. Open ( REER ) Central Management > Appliance Manager.

. B Actions EEAIRE,

. iﬁ?¥ Edit Appliance Configuration.
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Appliance Configuration - SMC

/ Last Updated: 05/27/2022 10:06 AM by admin

Appliance MNetwork Services General

SMTP Configuration @

SMTP SERVER * PORT
[ email-smtp.us-east-1.amazonaws.com 587 z
FROM EMAIL »

emall@something.com

USER NAME

AK

PASSWORD -

EEENTRETT ) |

ENCRYPTION TYPE
() SMTPS (3 STARTTLS (O UN-ENCRYPTED

I SRAWSIEH
B 51 SSHE1E SNA Manager , HFEUAR R F 519 & %,

BEEX=/MA

. EHSMTPim =& (4] femail-smtp.us-east-1.amazonaws.com)
- BEREANwO (F1 , STARTTLSH B IAIR O R 587 )
. WRIRBESTDOUT , ERENRER KA

Xt FSTARTTLS ( BRIAB O H587 )

openssl s _client -starttls sntp -showcerts -connect enmil-sntp.us-east-1.amazonaws. com 587 <<<
"Q 2>/dev/null > mycertfile.crt awk 'split_after == 1 {n++;split_after=0} /----- END
CERTI FI CATE- - - - - | {split_after=1} {print > "cacert" n ".pem'}' < nmycertfile.crt for i in Is -t1l
*. pem; do cp $i $(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}' $i).pem; done ; rm-f cacert*
mycertfile.crt

I FSMTPS ( BRikik 059465 )

openssl s_client -showcerts -connect emmil-sntp.us-east-1. amazonaws. com 465 <<< " @' 2>/dev/nul |



> nycertfile.crt awk "split_after == 1 {n++;split_after=0} /----- END CERTI FI CATE- - - - - /
{split_after=1} {print > "cacert" n ".penf'}' < nycertfile.crt for i in  Is -t1l *.pem; do cp $i
$(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}' $i).pem; done ; rm-f cacert* mycertfile.crt

4 H T R8I T Bfpemy BEMEDTH , FRAMKER ( pwdf SHH L/EF—17)

sna_nmanager : ~# openssl s_client -starttls snmp -showerts -connect enuil-sntp. us-east-

1. amazonaws. com 587 <<< "Q' 2>/dev/null > nycertfile.crt

sna_manager: ~# awk 'split_after == 1 {n++;split_after=0} /----- END CERTI FI CATE- - - - - /
{split_after=1} {print > "cacert" n ".penf'}' < nycertfile.crt

sna_nmanager:~# for i in “Is -t1 *.pem; do cp $i $(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}'
$i).pem; done ; rm-f cacert* nmycertfile.crt

sna_nmanager : ~# ||

total 16

-rwr--r-- 1 root root 1648 May 27 14:54 Amazon. pem

-rwr--r-- 1 root root 1829 May 27 14:54 AmazonRoot CAl. pem

-rwr--r-- 1 root root 2387 May 27 14:54 enmail -sntp. us-east-1. anazonaws. com pem
-rwr--r-- 1 root root 1837 May 27 14:54 Starfiel dServi cesRootCertificateAuthority-Q&. pem
sna_nanager : ~# pwd
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%*ﬂ, ) %ﬂﬁiﬂfﬁhﬁﬁﬂuﬂj SNA Manager trust store ’T:I_: Central Management.

. Open ( *ﬁgﬁi ) Central Management > Appliance Manager.
. $E Actions ﬁiq:'ﬂlﬂlﬁlﬁo

. Z\lij:gF Edit Appliance Configuration.
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Email Action Ex

( __ Frusbid 5 § e _,.;:.E

emallZsomething com

AWE SES SMTP Tesq

6. RifF save
i
ﬁi SNA Manager , ;H:Tﬁ Response Management %Bi?\ .

. ﬁ?¥ Configure ﬁlﬁ‘F

VIR Response Management

.M Response Management TUME ) 1£3$# Actions IR F

. T:I_: Actions ':FEEIEE’Q HiMq:??T%ﬂEFﬁT:EﬁE’Q §|J Configure Response Management Email Action %Bﬁ , %[ﬁlﬁ
# Edit.

5. 1%EFF Test Action MREEBH , HERHRIHEEHRIE B FHR#H

BB 415 3k P B amazonses & RIE" Received” FER Mlamazonses , LA} ARC-Authentication-Results
AAR) Chain

A OWODN -

Success!

You've successfully sent your test email.




ARC-Ruthentication-Results: i=1; mx.google.com;
dkim=pass header.i=§somethingcom| header.s=
dkim=pass header.i=fgmaZOmnses.com header
spf=pass (google.com: domain of 01000181

sender) smtp.mailfrom=0100018106685484-fa246764

Return-Path: <01000181066B5484-faZ2d4676d-b23d-4a;

Received: from aB8-30.smtp-out.amazonses.com (aB-

6. RNIARELY , BB 2 EREIE — BEDWEBERR 2D

IR HERR

lsd /lancopel/var/logs/containers/sw-reponse-mgmt.log I1¢@§/ﬂ“ﬁﬂi1’ﬁﬂ’9%l§%?ﬁ§w ?E':F 5'] |':|:'| g EE'ET%"JIHJE’Q
HIRTMEE H .
AR, RPIENEREERRBRATRTHN D

Error EERERF

SMTPSendFailedException:554 B -4k 3B 48 : B FHR4F » " .
ok RWIE, &4 FELKBUS-EAST- 11018 fﬁggg"&”&%ﬁ;&ggfﬂﬁqﬂm MERHE SRR
: {email_address} *

EE 2 “RIZAWS SES SMTPEUE FIHL ESNA
Manager SMTPEL &~

HIAPT B AWSHE AL AYEF5 # L T SNA Managerfg:

AuthenticationFailedException:535 & {3 I IE E RT3

SunCertPathBuilderException: ¥ & 2 EIFFi&E 3k B #7869

: p i — RITNRRERRITHRIESHER |, HER:
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sna_nmanager: ~# openssl s_client -starttls sntp -connect email-sntp.us-east-2. amazonaws. com 587 -
ci pher "EDH' <<< "Q' 2>/dev/null | grep "Server Tenp"

Server Tenp Key: DH, 1024 bits

sna_nmanager: ~# openssl s_client -starttls sntp -connect email-sntp.us-east-2. amazonaws. com 587 -
ci pher "DHE" <<< "Q' 2>/dev/null | grep "Server Tenp"

Server Tenp Key: DH, 1024 bits

sna_manager: ~# openssl s_client -starttls sntp -connect email-sntp.us-east-2. amazonaws. com 587
<< "Q' 2>/dev/null | grep "Server Tenp"

Server Tenp Key: ECDH, P-256, 256 bits

ME— T MRS ERERERNSMC LR F N S BRFTEDHEFEDHZTS , AWSH L
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cp /| ancope/ servi ces/ swos-conpl i ance/ security/tls-ciphers /|l ancope/services/swos-



conpliance/security/tls-ciphers.bak ; > /lancope/services/swos-conpliance/security/tls-ciphers ;
echo

"TLS_AES 128_GCM SHA256: TLS_CHACHA20_POLY1305_SHA256: TLS_AES_256_GCM SHA384: TLS_AES_128_CCM SHA2
56: ECDHE- ECDSA- AES128- GCM SHA256: ECDHE- RSA- AES128- GCM SHA256: AES128- GCM SHA256: ECDHE- ECDSA-
AES256- GCCM SHA384: ECDHE- RSA- AES256- GCM SHA384: ECDHE- ECDSA- CHACHA20- POLY1305: ECDHE- RSA- CHACHA20-
POLY1305: AES256- GCM SHA384" > /| ancope/ servi ces/ swos-conpl i ance/ security/tls-ciphers ; docker
restart swresponse-ngnt

HXRER

- https://docs.aws.amazon.com/ses/latest/dg/setting-up.htmi

- https://docs.aws.amazon.com/ses/latest/dg/creating-identities.html#verify-domain-procedure
- https://docs.aws.amazon.com/ses/latest/dg/smtp-credentials.html

. https://docs.aws.amazon.com/ses/latest/dg/smtp-connect.html

- FARFZEFN XY - Cisco Systems
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