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cloud-ec-asn.amp.cisco.com
L ERS 2 cloud-ec-est.amp.cisco.com
TCP 443
enrolment.amp.cisco.com
BE& console.amp.cisco.com TCP 443
BRI RELIR
s EERSSE mgmt.amp.cisco.com TCP 443
AN AN
EHRSEE intake.amp.cisco.com TCP 443
KR policy.amp.cisco.com TCP 443
EEETHRNER upgrades.amp.cisco.com TCP 80%1443
HIRRE crash.amp.cisco.com TCP 443
£U%10C ioc.amp.cisco.com TCP 443
TETRAE TR %5 25 tetra-defs.amp.cisco.com TCP 80£1443




commercial.ocsp.identrust.com
validation.identrust.com

macOSHLinux ClamE X |clam-defs.amp.cisco.com TCP 80£1443
SEERSE Y custom-signatures.amp.cisco.com TCP 443
rff.amp.cisco.com
AR A IRER TCP 443
submit.amp.cisco.com
TETRA nimbus.bitdefender.net TCP 443
TARYF apde.amp.cisco.com TCP 443
RE R endpoints.amp.cisco.com TCP 443
AndroidiZ #2358 KBRS R cloud-android-asn.amp.cisco.com TCP 443
cloud-ios-asn.amp.cisco.com
CSCioSiE#ZeE |RERRSES TCP 443
cloud-ios-est.amp.cisco.com
cloud-pc-est.amp.cisco.com
L BARS BE<v2.4 P P _ TCP 443
cloud-pc-asn.amp.cisco.com
Upstream Disposition Server  |cloud-pc-est.amp.cisco.com
— " . TCP 443
BERRe%i% >v2.4 cloud-pc-asn.amp.cisco.com
ER
packages-v2.amp.sourcefire.com TCP 443
YumBR 5588
pc-packages.amp.cisco.com TCP 443
BRXEFELE support-sessions.amp.cisco.com TCP 22
6.0 - 6.2.x:cloud-sa.amp.sourcefire.com
R ERRSER (RBFMC ) TCP 443
[ 6.3.x +:cloud-sa.amp.cisco.com
AMP:Firepower
EH4 (RBFMC) 5.x - 6.2.x:export.amp.sourcefire.com TCP 443




6.3.x +:export.amp.cisco.com

5.x - 6.2.x:api.amp.sourcefire.com

APL( REFMC) 6.3.x +:api.amp.cisco.com#l TCP 443
api.amp.sourcefire.com
5.x:intel.api.sourcefire.com
6.x:panacea.threatgrid.com#l
WA ( MERET ) P , , d TCP 443
fmc.api.threatgrid.com
“RIE6. XA T MRAS , ATBAMEAME—URL
>= 15.x:cloud-esa-asn.amp.cisco.com
XS E(ESAWSA) cloud-esa-est.amp.cisco.com TCP 443
< 15.x:cloud-sa.amp.cisco.com
X5 #r(ESAIWSA/SMA)  |panacea.threatgrid.com TCP 443
>= 15.x:api.amp.cisco.com
ESA/WSA/SMA API(ESA) TCP 443
<15x : FEH
>= 15.x:intake.amp.cisco.com
EHRSER(ESA) TCP 443
<15x : TEH
>=15.x:mgmt.amp.cisco.com
EERRSSER(ESA) TCP 443
<15x : FEH
cloud-meraki-asn.amp.cisco.com
Meraki KBRS TCP 443
cloud-meraki-est.amp.cisco.com
cloud-isr-asn.amp.cisco.com
SDWAN L ERS 2R P TCP 443

cloud-isr-est.amp.cisco.com
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cloud-ec-asn.eu.am p.cisco.com
K ERSE R cloud-ec-est.eu.am p.cisco.com
TCP 443
enrolment.eu.am p.cisco.com
7HAE console.eu.am p.cisco.com TCP 443
EIEARS 2R mgmt.eu.am p.cisco.com TCP 443
EHRSE intake.eu.am p.cisco.com TCP 443
KB policy.eu.am p.cisco.com TCP 443
HEREER TECNER upgrades.eu.am p.cisco.com TCP 80F1443
BRI E crash.eu.am p.cisco.com TCP 443
BRREKME  |&iRI0C joc.eu.am p.cisco.com TCP 443
NHE
tetra-defs.eu.am p.cisco.com
TETRAE #T IR S5 25 commercial.ocsp.identrust.com TCP 801443
validation.identrust.com
macOSFILinux ClamE X  [clam-defs.eu.am p.cisco.com TCP 80F1443
SREELRN custom-signatures.eu.am p.cisco.com TCP 443
rff.eu.am p.cisco.com
AR A IRER TCP 443
submit.amp.cisco.com
TETRA nimbus.bitdefender.net TCP 443
THREF apde.eu.am p.cisco.com TCP 443
RE R endpoints.eu.am p.cisco.com TCP 443
AndroidiE$%38  [RE MRS R cloud-android-asn.eu.am p.cisco.com TCP 443




cloud-ios-asn.eu.am p.cisco.com

CSClioSEH#kzs |RBARS =R TCP 443
cloud-ios-est.eu.am p.cisco.com
cloud-pc-est.eu.am p.cisco.com
it B AR S B<v24 P ot TCP 443
cloud-pc-asn.eu.am p.cisco.com
cloud-pc-est.eu.am p.cisco.com
AT A BRS BE>v24 P P8 TCP 443
cloud-pc-asn.eu.am p.cisco.com
BERZR2%iR
WA= packages-v2.amp.sourcefire.com TCP 443
YumAR 55 28
pc-packages.amp.cisco.com TCP 443
BRZRFRE support-sessions.amp.cisco.com TCP 22
RBRSE (KE 6.0 - 6.2.x:cloud-sa.eu.amp.sourcefire.com
MG TCP 443
) 6.3.x+:cloud-sa.eu.amp.cisco.com
5. - 6.2.x:export.eu.amp.sourcefire.com
=4 (kBFMC) TCP 443
6.3.x+:export.eu.amp.cisco.com
o) P 2% HY
e R 5.x - 6.2.x:api.amp.sourcefire.com ]
AMP:Firepower . f
API ( REIFMC ) api.eu.amp.sourcefire.com TCP 443
6.3.x+:api.amp.sourcefire.comAlapi.eu.amp.cisco.com
5.x:intel.api.sourcefire.com
WA ( MERET )  |6.x:panacea.threatgrid.euFfmc.api.threatgrid.eu TCP 443
BIE6. X TRRAS | AT BAEAE—URL
ESA/WSA/SMA
>= 15.x:cloud-esa-asn.eu.amp.cisco.com
XS E(ESA/WSA) cloud-esa-est.eu.am p.cisco.com TCP 443
< 15.x:cloud-sa.eu.amp.cisco.com
X453 #T (ESA/WSA/SMA) [panacea.threatgrid.eu TCP 443
>= 15.x:api.eu.amp.cisco.com
API(ESA) TCP 443

<15x : FEH




>= 15.x:intake.eu.amp.cisco.com
B4 RS 2R (ESA) TCP 443
<15x : FEH

>=15.x:mgmt.eu.amp.cisco.com
EERFI][(ESA TCP 443
<15x : TEH

cloud-isr-asn.eu.am p.cisco.com

\ 23
SDWAN AL 18 R 55 25 cloud-isr-est.eu.am p.cisco.com TCP 443
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BRlze%im  /Ht cloud-ec-asn.apjc.amp.cisco.com
=

KERS R cloud-ec-est.apjc.amp.cisco.com TCP 443

enrolment.apjc.amp.cisco.com

7HEE console.apjc.amp.cisco.com TCP 443

EERS R mgmt.apjc.amp.cisco.com TCP 443

EHRSER intake.apjc.amp.cisco.com TCP 443

K BE policy.apjc.amp.cisco.com TCP 443

SR TERAMERN upgrades.apjc.amp.cisco.com TCP 8071443
HIRIR & crash.apjc.amp.cisco.com TCP 443

£U%10C ioc.apjc.amp.cisco.com TCP 443

tetra-defs.apjc.amp.cisco.com

TETRAE #T IR S5 25 . . TCP 80F1443
commercial.ocsp.identrust.com

validation.identrust.com

macOSFILinux ClamiE X |clam-defs.apjc.amp.cisco.com TCP 80F1443

BRBENLRN custom-signatures.apjc.amp.cisco.com TCP 443




rff.apjc.amp.cisco.com

AR AFIRER TCP 443
submit.amp.cisco.com
TETRA nimbus.bitdefender.net TCP 443
THRYF apde.apjc.amp.cisco.com TCP 443
REZ 1R endpoints.apjc.amp.cisco.com TCP 443
AndroidiE £ 85 L ERS B cloud-android-asn.apjc.amp.cisco.com TCP 443
cloud-ios-asn.apjc.amp.cisco.com
CSCliOSiE#88 L ERS R TCP 443
cloud-ios-est.apjc.amp.cisco.com
47 Disposition Server < |cloud-pc-est.amp.cisco.com
. TCP 443
v2.4 cloud-pc-asn.amp.cisco.com
47 Disposition Server > |cloud-pc-est.amp.cisco.com
24 oud . TCP 443
Cisco Secure Endpoint: V2. cloud-pc-asn.amp.cisco.com
Gk TCP 443
packages-v2.amp.sourcefire.com
YumBR %528 TCP 443
pc-packages.amp.cisco.com
TCP 443
BRZFRE support-sessions.amp.cisco.com TCP 22
6.0 - 6.2.x:cloud-sa.apjc.amp.sourcefire.com ( A
4 BARS 2 ") TCP 443
6.3.x+:cloud-sa.apjc.amp.cisco.com
H 3] P 4% B9 . .
AMPFi 5.x - 6.2.x:export.apjc.amp.sourcefire.com
-rirepower =2 TCP 443
6.3.x+:export.apjc.amp.cisco.com
5.2 - 6.2.x api.apjc.amp.sourcefire.com
AP TCP 443

api.amp.sourcefire.com




6.3.x+:api.amp.sourcefire.com#l
api.apjc.amp.cisco.com

APJCH 24 5% B Threat GridZkiEH L , FHIt
BN Ty TCP 443
RABE RN E TN B

>= 15.x:cloud-esa-asn.apjc.amp.cisco.com
XHEE(ESAWSA) cloud-esa-est.apjc.amp.cisco.com TCP 443

< 15.x:cloud-sa.apjc.amp.cisco.com

ST APJCH X & B Threat GridZ#E L , Eit

(ESAWSA/SMA)

TCP 443
RAE RN EEdEE EN A

ESA/WSA/SMA >= 15.x:api.apjc.amp.cisco.com
API(ESA) TCP 443
<15x: FEHM

>= 15.x:intake.apjc.amp.cisco.com
EHRSER(ESA) TCP 443
<15x : &M

>= 15.x:mgmt.apjc.amp.cisco.com
EIEARSSER(ESA) TCP 443
<15x : TiEH

cloud-isr-asn.apjc.amp.cisco.com

SDWAN AL 18 B 55 2% cloud-isr-est.apjc.amp.cisco.com TCP 443
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https://www.cisco.com/c/zh_cn/support/docs/security/threat-grid-cloud/214465-required-ip-and-ports-for-threat-grid.html
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FHE IP i O
54.71.115.87
orbital.amp.cisco.com 54.68.234.245 443
54.200.174.54
52.88.16.211
ncp.orbital.amp.cisco.com  [52.43.91.219 443
54.200.152.114
54.71.197.112
update.orbital.amp.cisco.com(54.188.114.190 443
54.188.131.5
AT EEREFEIINATIP
34.223.219.240
= R
35.160.108.105 - o
wmHS
52.11.13.222

EXEZEER , BEEHERBIIEE ; https://orbital.amp.cisco.com/help/

& IP %0
3.120.91.16
orbital.eu.am p.cisco.com  |18.196.194.92 443
3.121.5.209
18.194.154.159
ncp.orbital.eu.am
. 18.185.217.177 443
p.cisco.com
18.184.249.36
update.orbital.eu.am 3123.83.189
. 443
p-€isco.com 18.184.240.159



https://orbital.amp.cisco.com/help/

35.158.29.104

A TIZE R E 7 EINAT IP

52.29.47.197
SkEH
52.57.222.67 - o
mAas
52.58.172.218

EXEZER , BEEHERBIIEE ; https://orbital.eu.amp.cisco.com/help/
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ENE IP 0

3.114.186.175
orbital.apjc.amp.cisco.com 52.198.6.9 443
18.177.242.101

18.177.250.245
ncp.orbital.apjc.amp.cisco.com  [13.230.62.75 443
18.176.196.172

54.248.22.154

update.orbital.apjc.amp.cisco.com|18.178.184.79 443

54.95.125.218

ATz R 7 EINAT IP

52.194.143.206
= BEAL
52.69.138.67 - o
m A=
54.95.9.136

EXEZEL  FEEHNEBIIERE ; https://orbital.apjc.amp.cisco.com/help/
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APJCH By 5375 IP it 31t

23.23.197.169
23.23.198.191
23.23.224.83

50.16.242.171
50.16.244.193

50.16.250.236
52.0.55.209
52.2.63.194
52.2.128.246
52.3.149.24
52.3.178.163
52.3.190.47
52.4.98.101
52.4.151.41
52.4.245.162
52.4.246.178
52.5.92.125
52.6.103.57
52.6.197.200
52.20.14.163
52.20.123.238
52.20.141.147
52.21.52.149
52.21.117.50
52.21.134.210
52.22.64.192
52.22.156.183
52.23.13.34
52.23.16.199
52.23.73.146
52.23.87.4
52.23.107.89

46.51.181.139
46.51.182.195
46.51.182.202
46.137.99.242
52.16.63.115
52.16.95.58
52.16.105.95
52.16.166.193
52.16.177.94
52.16.193.225
52.16.220.180
52.17.93.43
52.17.102.100
52.17.106.35
52.17.179.163
52.17.211.190
52.17.233.49
52.18.9.153
52.18.28.229
52.18.79.226
52.18.109.209
52.18.187.129
52.18.187.166
52.18.223.41
52.19.84.244
52.19.167.56
52.30.25.70
52.30.74.163
52.30.124.82
52.30.160.113
52.30.175.205
52.30.179.236
52.30.196.206

54.250.127.0
52.197.2.58
52.197.22.41
52.69.16.172
13.112.137.80
52.198.208.254
13.112.162.167
54.249.244.218
54.249.246.210
54.249.243.85
54.249.240.219
54.248.98.94
176.34.47.0
52.192.82.189
52.68.180.106
52.196.247.47
52.196.185.158
52.197.74.4
52.69.39.127
54.248.113.224
54.238.55.12
54.249.248.16
52.197.50.93
52.193.124.132
52.69.108.228
52.197.72.147
52.197.22.165
52.68.82.200
52.197.35.73
52.197.39.251
52.68.251.104
54.249.253.42
54.249.253.65
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52.23.134.105
52.23.140.222
52.70.11.137
52.70.13.27
52.70.35.37
52.70.47.45
52.70.56.136
52.70.58.10
52.70.59.59
52.70.59.121
52.70.60.74
52.70.61.174
52.70.61.181
52.70.61.193
52.70.63.25
54.83.45.221
54.88.208.235

54.204.8.61
54.221.210.7
54.221.255.190
54.225.226.117
54.225.227.9
54.225.227.30
54.225.227.45
54.225.227.105
54.225.228.145
54.225.228.166
54.225.228.244
54.227.247.102
107.20.158.55
107.20.203.8
107.20.229.191
107.20.234.220
107.21.212.157
107.21.217.202
107.21.218.60
128.177.8.0/24
174.129.203.65

54.161.128.60
54.234.131.176
52.206.206.244
34.225.208.192
52.22.120.193
34.199.250.32

52.30.208.114
52.30.217.4
52.30.217.226
52.30.255.133
52.31.30.249
52.31.66.59
52.31.83.94
52.31.119.97
52.31.122.77
52.31.127.190
52.31.137.201
54.195.248.52
54.195.249.18
54.217.232.226
54.217.232.234
54.217.232.241
54.217.232.244
54.217.232.249
54.228.250.255
54.246.88.192
54.247.189.117

54.74.229.75

107.21.250.31

107.21.236.143

52.2.128.246

52.18.202.103

52.18.119.87

192.111.5.0/24

34.249.48.182

34.248.52.55

99.81.233.22

3.123.83.189

18.184.240.159

35.158.29.104

192.35.177.23

176.34.60.211
52.192.198.119
52.196.96.41
54.248.116.199
52.196.117.29
52.196.134.7
176.34.60.30
52.192.145.214
52.192.221.107
52.193.182.191
52.193.201.169
52.193.223.43
52.193.233.17
52.196.115.166
52.196.31.86
52.197.121.237
52.198.147.230
52.198.195.125
52.198.202.24
52.198.221.53
52.198.223.169
52.198.225.221
52.198.226.104
52.198.26.36
52.198.94.104
52.199.124.11
52.199.127.80
52.199.92.142
52.68.1.146
54.248.107.84
54.248.109.124
54.248.126.98
54.248.236.127
54.248.236.141
54.248.236.144
54.248.236.151
54.248.237.93
54.249.246.7
54.250.127.131

192.111.6.0/24

54.248.22.154

18.178.184.79

54.95.125.218




34.199.238.4
34.194.224.132
34.198.112.150
34.224.236.198
52.20.233.31

192.111.4.0/24

192.111.7.0/24

54.71.197.112

54.188.114.190

54.188.131.5

192.35.177.23
104.18.39.201
172.64.148.55

104.18.39.201
172.64.148.55

192.35.177.23
104.18.39.201
172.64.148.55
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