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SELECT name, path, args, source, type, status, username
FROM startup_items;



2. Sha256 IE £z TR B A B3

SHA256 I F 2 EHBRRS TEITHHERNEXREK, B2 , R2RHNRGUZETETIUNE
AT RIETRIERISHA256M F1H , AHBIIEH TR ME S,

SELECT

p.pid, p.name, p.path, p.cmdline, p.state, h.sha256
FROM processes p

INNER JOIN hash h

ON p.path=h.path;

> Run Query

&% SHAZSE Hash Of Running Processes

STILL_ACTIVE 4865366ea2c4ab60d4f6d3cBbed345fal5c5ae527016304358297: 46f0a54
STILL_ACTIVE 43ec?73e0ec626bf6d8a7fd04e64dc36afab801444a3c36ef4dazad09fald83f
STILL_ACTIVE 652607db7763f423419fd98807a2436f22007e0a54965f2 JCH“lbbdla‘IHQ"rib-:
STILL_ACTIVE f13de58416730d210dab465 9c949fb0a0245eef45b07c381f0¢ lad3c3

STILL_ACTIVE f71d6bcdBe1440f39c0f5ed88e5edd66833987126366f9d122136199af901d9 | :

STILL_ACTIVE f71d6bcdBe1440f3 Sed8BeSeddBa 9871 LE']EG"I'E’.'E?afBDf']I::IB'::

STILL_ACTIVE f13de58416730d210dab465b242e8c948fb0a0245eef45007c381f0c6c8ad3c3
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SELECT

DISTINCT pos.pid, p.name, p.cmdline, pos.local_address, pos.local_port, pos.remote_address, pos.remote_



FROM processes p

JOIN process_open_sockets pos USING (pid)

WHERE

pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1", “0");

4 3FA b E AL EREN BRI RE

ETEERANR (MEBEARREKSHNR ) WEFIRS , HFEIMZESHABIRERESH
TEBE , XEWKEBR127.0.0.1(localhost)8} : :1(IPv6 localhost) ASNEIEAATIP 31k o

SELECT DISTINCT p.name, p.cmdline, pos.pid, pos.local_address, pos.local_port, pos.remote_address, pos.
FROM processes p JOIN process_open_sockets pos USING (pid)
WHERE pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1")

— BB RIE SRR (PID) SR |, ERE AT LAME R HR NS B E X BB,

SELECT DISTINCT p.name, p.cmdline, pos.pid, pos.local_address, pos.local_port, pos.remote_address, pos.
FROM processes p JOIN process_open_sockets pos USING (pid)
WHERE pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1") and p.uid=1436
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BRERIEE %458 RIRER Windows E i R #t 1T E XA EH, WindowsiE M R 2 EMicrosoft
WindowsiRER S - FE B 1R EFIEITNN 2 BEEIEE,

SELECT key AS reg_key, path, name, data, DATETIME(mtime, "unixepoch") as last_modified
FROM registry
WHERE key LIKE "HKEY_LOCAL_MACHINE\system\currentcontrolset\control\backuprestore\filesnottosnapshot";



SELECT data, path FROM registry
WHERE key LIKE 'HKEY_USERS\%\Control Panel\Accessibility\StickyKeys’;

amp:2450c73e-3c60-400d-9ba8-01fdETEATI0T X ACTIVE R
S NGOE 1B date

EEPOSTED Windews10
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510

SELECT username, data, split(path, '\', 1) AS sid

FROM

(SELECT data, path FROM registry

WHERE key LIKE 'HKEY_USERS\%\Control Panel\AccessibiTlity\StickyKeys’)
JOIN users ON users.uuid = sid;

REPORTED

6.XHRR
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SELECT

.directory, f.filename, f.uid, f.gid,

.mode, f.device, f.size,

.atime,

.mtime,

.Ctime,

.btime,

.hard_1links, f.symlink, f.file_id, h.sha256

FROM file f

LEFT JOIN hash h on f.path=h.path

WHERE

f.path LIKE (SELECT v from __vars WHERE n="file_path") AND
f.path NOT LIKE (SELECT v from __vars WHERE n=“not_file_path");
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> Run Query

4 & File Search

PARAMETERS (i
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RERE EPowerShell 2 EH TR THMHE, HTFZREMEAMNER , KM PowerShell 1 £1i2
ZABEARNEE,

SELECT time, datetime, script_block_id, script_block_count, script_text, script_name, script_path
FROM orbital_powershell_events

ORDER BY datetime DESC

LIMIT 500;

cript_bloc
Cript_text; s
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select datetime(last_run_time, "unixepoch", "UTC") as last_access_time,*
from prefetch
ORDER BY Tast_access_time DESC;

FELR —FALE , SQL Server Al @ ZALH N REBHREZH TR ZMOFER.
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SELECT address, mac, count(*) as count
FROM arp_cache GROUP BY mac,address;

Search Catalog 224.0.0.251 01:00:5E:00:00:F8

72400252 erogeEanooTe
23 2 0%

Custom SQL ex, SE
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T =N REIMARPE 177 #5 i AT SEMACH#y 31 & E 1T 2K

SELECT address, mac, count(*) as count

FROM arp_cache GROUP BY mac,address

HAVING COUNT(mac) >= (SELECT count FROM arp_cache WHERE count>=1)

AND mac LIKE (SELECT mac FROM arp_cache WHERE mac=“52:54:00:12:35:02");

HOSTNAME Windows10 () arp_cache

ACTIVEIP 10.0.215/24
NODE ID dnGYBOx0jz6RWFsO0...
REPORTED 2024-03-22 14:21:02 Windows10 ‘\:)

address

10.0.2.2 52:54:00:12:35:02
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