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application/octet-stream@ —fEAMIMERE , ATFETIX4IE-#HEIKE. STEEXHFNIE
B, At ATFAREESEEANMIMEERRNEMX Y. HWebRF T EHEERBHA KA

, BERERESE

BLE L PR

LA IATIOME . RIRIERF MEAMIESIA

15 AMEIEAEX
URLZE 5,

F1.15 . N\GUISMBEIMBZZLEER , ARERBEXMAL
URLZEH,

51.24 : B HAdd Category SABI1 22 H B E LURLZEHI,
$1.35 : REE

F£1.4% . EXEZHBEIE EERENMIEAER/H T ( =G
i Hcisco.local R B FIH ) o

81545  BRER,

F % AName,

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: | [Category o
: (7

cisco.local, .cisco.local Sort URLs
Click the Sort URLs button to sort
all site URLS in Alpha-numerical

r. @
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced | Regular Expressions: (2

y
Enter one regular expression per line. Maximum allowed characters 2048.

E& — el B ELURLES!

S BT BANAREBEEYLURLEINEAES  BiHM
:https://www.cisco.com/c/en/us/support/docs/security/secure-
web-appliance-virtual/220557-configure-cu...

SH2 BREURLIRE

BL BEKRKEURLTESBMRETRE.

8215 \GUI , SMEINEZ L2 EER  RARERBEZRK
582255
582.3% B AFKMAIName,

58245 (MNE)AFRFEN A LR PRRE B X,

Hi#Add Policy,
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S ER (U ) MRENFEAS NAKE | KL
KBS FHRIE , E%EFAI Users(authenticated and
unauthenticated users).

582.52 : M\Policy Member DefinitionZ8% , REHURL
Categories#8 3 LUK N B E X URLZEF,

582.6%  RBEESIRIPEIENURLEES,
275 BHER,

Decryption Policy: DecryptingTraffic

Policy Name: (7 ] DecryptingTraffic
(e.g. my IT policy)

Description:

Policy Settings

Enable Policy

(Maximum ailowed characters 256)
Insert Above Policy: | [ 1 (Global Policy) v

Policy Expires:
[C) set Expiration for Policy

On Date: MM/DD/YYYY

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: Al Identification Profiles ‘,‘

All Authenticated Users

oO®

Selected Groups and Users (7
Groups: No groups entered

Users: o users enterad

) All Users (authenticated and unauthenticated users) ]—

If the "All Users" option is selected, at least one Advanced membership option must aiso be selected,
Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent is for policies.

—

~ Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: Category @
User Agents: None Selected

[Concel |

BRG — B2 57 22 SR

£82.8% : f£Decryption PoliciesTUH , REHREEAIURL
Filtering 1 By 512,

Decryption Policies

Add Policy...

Order | Group URL Filtering Web Reputation Default Action Clone Policy Delete

DecryptingTraffic
Identification Profile: All
All identified users

URL Categories: Category

Global Policy Monitor: 107
Identification Profile: All Decrypt: 1

(global policy) (global palicy) r. i |

Enabled Decrypt

Edit Policy Order.

BB — EFRURLEE




562.94 : %£$EDecrypttE N Custom URL Categoryfyig{E,
$2.10% : BHER,

Decryption Policies: URL Filtering: DecryptingTraffic

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use ide Global Settings
Global . :
Settings | Pass Through | Monitor | Decrypt | |Drop ?/  Quota-Based = Time-Based
© e o (x] (=] ©
Category Category Type | Select all Select all Select all} Select all elect all | (Unavailable) | (Unavailable)
) category Custom (Local) - | v - -

| cancel | ) Submit

B& — HEERENRE

PR3 PE LE AT AT XA

%#3.1% : \GUIR | B EIWeb Security Manager , AREIE#E
Access Policies,

$3.2% . BHEFINKRE,
$£3.3% : M AT KA Name,
F3.45 (A1) R T E N L RS ARRELE X

S BE (Uit ) MREXAEAS NARE | XL
KBS B MWIE , HiEEBAI Users(authenticated and
unauthenticated users).

53.52 : MPolicy Member DefinitionZ8 % , REFURL
Categories#5 3% LUK N B E L URLZEF

583.6% BRI TRIFGIBAIURLEEA,
EI7H  REHEER.




Access Policy: Block Exec

Policy Settings:

Enable Policy

Policy Name: (7. | Block Exec

(e.g. my IT policy}

Description:

(Maximum aliowed characters 256)

Insert Above Policy: 1 (Global Policy)

Policy Expires:
L Set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: [ a|l [dentification Profiles V}

® ANl Authenticated Users.
(0 Selected Groups and Users (7
Groups: No groups entered

Led

() Al Users (authenticated and unauthenticated users)

If the "All Users” option is selected, at least one Advanced membership option must also be selected.

= Advanced Use the Advanced options to define or edit membership by protacol, proxy port, subnet, Time Range, desti
Category), or User Agents.

ation (URL

‘The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: Category

User Agents: None Selected

ARG — 15 18] SR B

5 25 BFREEN | BTG ESEARGEA/ERERT
R & o

283.8%5 : TEAccess PoliciesTT , FIfRURL Filtering#R{Ei% B H
Monitor,

583.92 : HAccess PoliciesTUH , F H#TREEHIXS R P RYEEEE,

Access Policies

Add Policy

Protocols and
Order | Group User Agents URL Filtering | Applications | Objects Anti-Malware and Reputation HTTP Rewrite Profile = Clone Policy Delete
Block Exec JETTTTTrrrS
Identification Profile: All = H
1 All identified users (global pelicy) ; Monitor: 1 Monitor: 325 [ (global policy) (global policy) (global policy) [ 3 &
URL Categories: Category wes
Web Reputation: Enabled
Global Policy . o o
Identification Profile: A | N blocked items | Monitor: 108 | Monitor: 325 | No blocked items | Secure Endpoint: Enabled None

Anti-Malware Scanning: Enabled

B — ERENR

B — EFEURLITEIE

3.10%, MTHR X E di%#EDefine Custom Objects Blocking
Settings.




Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

Define Custom Objects Blocking Settings

.
| Disable Object Blocking for this Policy

: | No Maximum
FTP Max Download Size: | No Maximum

Block Object Type
Not Defined

Block Custom MIME Types: Not Defined

[Suom |

B — EXBELHR
E3NML . BHEUHTRE , EEEHEIEAHXTREE,
%3.1258 : B EHEREREF (Installers) UER B IEHI XS REH,

583.13%5, WAL, LR LE B E UMIMER B SR 7 A EFE LR
XHHMIMESRE,

Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

| Define Custom Objects Blacking Settings |

Objects Blocking Settings
Object Size

HTTP/HTTPS Max D: load Size:
¥ ax Download Size OIU M8 @ No Maximum

FTP Max Download Size:
OF M8 @ no Maximum

Object and MIME Type Reference &

b Archives

I Inspectable Archives (7

b Document Types
i Code < @

Java Applet

UNIX Executable

Windows Executable

®
= Installers o £

UNIX/LINUX Packages
b Media

b P2P Metafiles
b Web Page Content

b Miscellanecus \

Custom MIME Types

Object and MIME Type Reference &

Block Custom MIME Types: | |application/x-msdownload
application/x-msdos-program
application/x-msi

®

4
(Enter muitiple entries on separate lines. Example: audio/x-mpeg3 or audio/* are valid entries. Maximum
allowed characters 2048.)

B — BEEZEMELEAXNR

p RBR  EEEMIMERAETIR , 5% EHObject and MIME Type
Reference,




5£3.14
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MY BB LRI

EARGS , HRAFEHTRARTXHN , SERUTESRE :

@ Motification: Policy: File Type X -+

&« O O https:/famojarra.cisco.local/1mb.exe

This Page Cannot Be Displayed

rmsdos-program” is not allowed.

If you have C]UESHDHS, please contact Your o
codes shown below.

-

B — FBELEBHMTE

52 25 ERERARSEM(EUN
BURLAFBATEES.

Based on your organization's access policies, access to this web site or download
{ https:/famojarra.cisco local/1mb.exe ) has been blocked because the file type "application/x-

End-User Notification PagesEnd-User Notification Pages

rganization's network administrator and provide the

)HE , FMGUISMEIZ 2RSS , RERERERF BN

MipR BER , BRI EIRNSREMAX BET,

F—NBERITEBBREM(BM : DecryptingTraffic). #B4ENDECRYPT_CUSTOMCAT

5= /NpE B RITE 5 E % B (Z % ; Block_Exec). #21E3BLOCK_ADMIN_FILE_TYPE

R e B &
R R 1772186569.823 182 10.48.48.192 TCP_MISS_SSL/200 39
CONNECT tunnel://amojarra.cisco.local:443/ -




DIRECT/amojarra.cisco.local - DECRYPT_CUSTOMCAT_7-
DecryptingTraffic-DefaultGroup-NONE-NONE-NONE-
LAB ACCeSS NONE <IIC C Cate",—,—,"—"’—,-’—,"—",—’"—"’—"I—"’—,"—","—

n ll LU ll " ll " ll " ll n Il n Il n 1 71 O Il nw ll ll n ll Il nmnonn mww wown

k ) ) ) ) ) ) ) k ) L )

>o-

1772186576.735 2242 10.48.48.192 TCP_DENIED_SSL/403
0 GET https://amojarra.cisco.local:443/1mb.exe -
DIRECT/amojarra.cisco.local application/x-msdos-program

5 [F] SR & BLOCK_ADMIN_FILE_TYPE_12-Block_Exec-DefaultGroup-
NONE-NONE-LAB_Access-NONE <"C_C cate",ns , 0,"-
n 0 O _ ll_ll_ll,_’_,ll_ll_ll’ ,"I"IC" nnwon nn ||_n ||5Eiuu u;k%uu n_u_u’u_
" 0 OO 0’ ,ll*ﬂll ||_u_u _u_u_u_u_u _,_||_u_u_||,_u_u_u_>____
PSR

BRlZ4$WebiZ&AsyncOS 15.2H 15

BRI 4RMWebERUIE R ZRIER
ELZ2Webi B HPAEEEYURLES — BF

E L2 Webi® & P FL & & 2E
ESWAHR & H HEBRSNMP Y BE

E#HEMicrosoft RE B8N E 2 Webig & P HELESCPHE X HE

ESWAR 5 F43EYouTubeSTE /M 57 3 BH Lk YouTube Y HE R E 0

TR WebiRBHHIHTTPSIE R B SR

Foq éWeblx H oA

o Y ZEWebiZFE P HIMicrosoft EFTRE



https://amojarra.cisco.local:443/1mb.exe
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
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