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System Status

Syslem Uplirme Dr

Up Since: 28 Jun 2024 13:45 (GMT +05:00)
(270d 21h S4m 57g)

B Frnteble FOF &

Frslem Respurce Uliizalion

cPu: 15.1% B
oMz ooree ]

Reporting/Logging Disk: 19.8% [l

Proxy Traffic Characteristics

Average in last minule:

1,760

Maximum in last haowr: 2,210
Average in last how: 1,697
Maximum sifce proxy restant: 2,45]
Average since proxy restast: 615

Average in last minut=: 126 9Mbps
Maximum in last howr: 1.4Ghps
Average in last houws: 220 _Mbp=
Maximum since proxy restar: 22.1Gbps
Average since proxy restarl: &0, ’Mbps

Average in last minute: P
Mzzimum In last houwr: 8.2M
Average in last houw: a4
Maximum since proxy restart: 19.6M
Average since proxy restari: 28

R — RERES

Proxy Capacity

Broey CEU tkeage: | 100.0%%

Proxy Conneclion Backlog: | " 8080": 2642, '443": 0
Froxy Disk 170 Utlizatdon: | 0%

Wah Traffic Tap

Wah Traffic Tap CFU utilization; | 0.0%

High Availability

Service Status: | 1 Failpver Groups Enabled

Failgver Grouwp S0
Priarity: 255
Clalus: MASTER

ldenlily Servioes Engine

Status: unawailable

Current Configuration

'HPnnrp

Web Prooy Status: | Enabled
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Top Domalns: Total Transactions
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Domalns Matched

[+]

Items Displayed| 10~
Domain or [P Bandwidth Used Time Spent Transactions Completed Transadions Blocked Total Transactions w
0B 23514:57 0 24.6M 24.6M
[i]-] 1909:50 o 12.0M 1.2.0M
ne PET10:03 D 6. 7M £,7M
3.0ME 4541:17 2,098 2.7M 2.0m
(1131 10029:17 L 2.5M 2.0M
;] 2579:58 0 1.7M 1.7M
4. 266 5581:18 1.5M [+ 1.5M
184, 8GR 2125:54 1.4M 1, 80& 1.4M
[1]5] 2062:27 0 1.1M L.AM
]3] 1354:09 L] 1.0M L.0M
diata): T41.1GE 111339:40 6. FM 64.8M TL1.5M
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Users

B Printable POF &

UL DA ELT L Custom Range,.. =

24 Dec 2024 00:00 to 21 Mar 2025 15:03 (GMT +05:30)

Top Users: Transactions Blocked Top Users: Bandaidth Used

TELAMBE
145.3MB
40 IMB

i 2ame
IR

r o .
3,754

7B

11MBE

7
3 1.0ME
1 GO.BKE
o 4,000 E.000 12,0k [i]:] !.'."D.::HH GA0.0ME SE0.0ME  1.3GE
Transactions Bytes
Chart Options... | Export.., Chart Qptions... | Export...
User ID or Client IP Bandwidth Used Time Spent Transactiens Completed Transactions Blocked = | Total Transactions
245.3MB 05156 5,916 7043 13.9k
7.ZMB Q22 223 3,754 3,977
13.2MB 025 233 7 340
&0.8KB ;13 50 3 LE]
1.0MEB 010 117 i 118
27.2MB D= 40 187 0 187
765 4ME 02:33 1,580 o 1,589
23.3MEB - 14 3,192 [} 3,192
3.1MEB 0D:07 104 [} 104
40.3MB 02:18 442 o 442
Totals {all available data): 1.1GHE 16:03 12,2k 11.7K 23,9k

| Fp—r—
Image-SWAZE ZEH F #2 HIE iRk

SHDH&E

B EEFSHD log , BRI A D AT FLEMEERER , HILMAF BISWAR &iEE(CliConn), MSWAZ|
Internetfy 2 iEE(SrvConn), B FE1FERH(Regs)F.

BXRSHDHEWHFAEE , BSFLASHD B EHBR T £ WebiR B M BE a5 15

HSHDRAGEHFEEFTN —LXBSHUEE

- BFIREE R EFIRERK
- RS ERIERE R RSEREER
« RELFEHRERENH


https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html

CPULD: ¥ E.CPUAE
RAMUTIL:RAMFI B =&

R — DA YIRS R E
DiskUtil: i # £ A = MN/OME &

EARGIH , 81,600 ER2SFHBREHRERERR.

Wed Mar 26 11:09:30 2025 Info: Status: CPULd 16.3 DskUtil 19.9 RAMUti1 9.3 Reqs 1661 Band 152966 Latenc
Wed Mar 26 11:10:31 2025 Info: Status: CPULd 13.6 DskUtil 19.9 RAMUti1 9.5 Reqs 1699 Band 107048 Latenc
Wed Mar 26 11:11:31 2025 Info: Status: CPULd 15.0 DskUtil 19.9 RAMUti1 9.5 Reqs 1669 Band 178803 Latenc
Wed Mar 26 11:12:31 2025 Info: Status: CPULd 17.6 DskUtil 19.9 RAMUti1 9.2 Reqs 1785 Band 143721 Latenc

fE 15 1R B S HE BRI IR (7] &

HBYSWARERNREHIER RN , iR BSTREREAERRARENERATERE, EilEH
BHERR T , B MERI AL R B SRERCIEIMNLR AL, BESEAELFRITESHRES
B, BUNERAM THSHEERNRAR , N EA M 1T 5 H MERFIE,

EXUESHANEESENIEAEE  BSHEE  EHRBSPEEHEESH
LTRESWARWE R ENEMIERT : HRZEWebiEE BE

ABEESREXRBSURINELRR , IESHRBTHEFFIHRNMSWA, SWAREHREZ R
SWAMIWebBRSFZ B ZAIRBHILER, FEZRENERERSFETMENRS , HIADNSHET,
BRI B AR RS BRRE P imERET A, o, BHITEEMEEIZ ( WAMP, SophosHl
AVC ) SBIVEER |, LATETE B X B AR HER K #20

1750344193.093 272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel:f/cisco.com:443f " cisco\user@cisco.com”
DIRECT/www.cisco.com-DECRYPT_WEBCAT _7-DefaultGroup-Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-
NONE<"C_Cis",6.3,1," =" ,=,=,=,=," =" ,=,=,=," =" ,=,=," =" " =" ,-,=,"IW_Com" ,-," =" " Computer" ," =" ," Unknown" ," Unknown" ," =" " -

tam et - =",==> - - [ Request Details: ID = 169121930, User Agent = "Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = ( NTLMSSP )
"Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to Server = 0, 1st byte to client = 3
Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request byte = 0, Request Header = 0,Client Body = 0,1st response
byte = 0,Response header = 0,Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 0, DNS total = 0
WEBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0, DCA total = 0, McAfee response = 0 McAfee
total = 0,/Sophos response = 0. Soohos total = 0. Webroot response = 0, Webroot total = 0.Anti-Spvware response=0 . Anti-Sovware total
= 0; AMP response = 0, AMP total = 0; Latency = 143; ' 19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP = 10.20.30.40,

Server Port = 443]
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
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- BIEIWRKE

- BRwIT &L,

- SWA ( EAERBREFIHRENREIEIREPEENFTEES B ZHSWARE,
)

« H{RAccesslogsEE BE X FE&%mHM%g , LAFRIR & 4 1AL H F4H
- EIRBREE P IRHHARI 4
« testauthconfigds 5 MCLIAY 41

I ROIEREHHRIEARRHN SR ATE

1750344193.093 5272 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com” DIRECT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-
Authentication_Profile-DefaultGroup-NONE-NONE-DefaultGroup-NONE <" C_Cis",6.3,1,"-",-,-,-,-," =" ,-,-
=== IW_Com” L=, =", " Computer” " =", " Unknown™ " Unknown” " =" ," -" ,0.06,0,-," -"," -
" bttt -,-" =" ,-,-> - - [ Request Details: ID = 169121930, User Agent = " Mozilla/5.0 (Windows
NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD
Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request
Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait

Times (in ms): 1st request byte = 0, Request Header = 0. Client Bodv = 0. 1st response bvte = 0, Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 5210, Auth total = 33; DNS response =
0, DNS total = 0, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 5243; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]
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- SWA ( EFADNSBRS 2 IPHb b iE, )
- BRENHE EFEEBAELFRPENEE % <dM%:>d
- EYEER KB EFimAIHAR 4+
ETHAXDNSEENBEHRNFAGE , HSHAN L2 WebiR B DNSAR S # 17 M FE HEBR 85
IR B E R S DNS & FREEAT A X Y S ER AT (A]

1750344193.093 4472 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.co CT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-

ion_Profile-DefaultGroup-NONE-NONE-DefaultGroup-NONE <"C_Cis",6.3,1,"-",-,-,-,=," =" ,-,-
gy = ",—,—,”IW Com“,—." "," Computer"," -"," Unknown" ," Unknown","-"," -" ,0.06,0,-," =" ," -
R T -> - - [ Request Details: ID = 169121930, User Agent = " Mozilla/5.0 (Wlndows
NT 10.0; W|n64 x64) AppIeWebK|tf537 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD
Group Memberships = ( NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request
Header = 0, Request to Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait
Times (in ms): 1st request byte = 0, Request Header = 0, Client Body = 0, 1st response bvte = 0. Response
header = 0, Server response = 13, Disk Cache = 0; Auth response = 0, Auth total = 3; DNS response = 4320,
DNS total = 65, WBRS response = 0, WBRS total = 0, AVC response = 0, AVC total = 0, DCA response = 0,
DCA total = 0, McAfee response = 0, McAfee total = 0, Sophos response = 0, Sophos total = 0, Webroot
response = 0, Webroot total = 0, Anti-Spyware response = 0, Anti-Spyware total = 0; AMP response = 0,
AMP total = 0; Latency = 4353; "19/Jun/2025:14:43:13 +0000" ] [Client Port = 57785, Server IP =
10.20.30.40, Server Port = 443]
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https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html

1750344193.093 4500 10.10.20.30 TCP_MISS_SSL/200 39 CONNECT tunnel://cisco.com:443/
" cisco\user@cisco.com”DIRECT/www.cisco.com-DECRYPT_WEBCAT_7-DefaultGroup-Authentication_Profile-
DefaultGr faultGroup-NONE <"C_Cis",6.3,1,"-" ,-,-,-,=," ",-,-.-," il e Pt
"IW_Com",-,"-"," Computer"," -"," Unknown"," Unknown"," -","-",0.06,0,-," -" " -",-," -" ,-,-,"-","-" ,-,-

B e | Request Details: ID = 169121930 User Agent " Mozilla/5.0 (Wlndows NT 10.0; Win64; x64)
AppleWebI(lt;"SS? 36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36", AD Group Memberships = (

NTLMSSP ) " Cisco\Users" ] [ Tx Wait Times (in ms): 1st byte to server = 3, Request Header = 0, Request to

Server = 0, 1st byte to client = 3, Response Header = 0, Client Body = 9 ] [ Rx Wait Times (in ms): 1st request
byte = 0, Request Header = 0, Client Body = 0, 1st response byte = 0, Response header = 0 Senrer response =
‘I‘.3 Dlsk Cache = 0 Auth response =0, Auth total 0; DNS response = 0, DNS total = 0, V > re se = 0
. y = 0, AVC totz: , DCA response =0, DCA total 0,
Sophos response = 4376 Sophos total 145 & nse = 0,
[ ( VP total = 0; Latency = 4409;
" 19!Jun;‘2025 14 43 13 +0000" ] [Clrent Port 57785 Server IP = 10 20 30. 40 Server Port = 443]
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BE BRI ARSI SSBURS i, BUIEREFHITZERE , BUENOMIT
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EHRTEABESHRE , BRELEEFSENTACHE.

« BFm IP ik
« BERBR/URL.
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https://www.cisco.com/c/zh_cn/support/docs/unified-communications/expressway-series/222484-configure-packet-capture-on-content-secu.html
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1. REIHTTPSH#E : NBAENZLERKBEXREENRE. RABRBRILEFHE , ANRERS
8

2. BERBREER  RENWE  EXBIIRNNBLESZEFANER., XEJEELEBERS
ZIWREWFWR T EROLE,

3. MLERMIRIT : BERAREMD KBBERELREE, XHETURDTILENLEHRSESE
%éébﬂtﬁbo

4. RICHEERANBRERLRE EEHEERHNRERENAREEE. el TRSAKE
CPU , AtHIAEIAINEERERFERE , MR eH,

5. EFHP;IEJHI KA BEEFASEFIRRBENENREN, BRI()NESHEFHLER
B, B BAEHERERET,

BXRSWAREERWIFMAEE , BHREALZEWebi R B REFXE

CLI&S

version

fFAversiontn SRIFEH4H 2B ( ATEESWA ) MIRAIDIRA ( ATYESWA ) , BREEHEE
c BRCPURL, AENEEZRERMBPE. EFELERS  RAIDRBERAKRA , IR
RAIDRSEVBIRZ RN BRRKM” , EE5Cisco TACBKRRLUEMNGREFMERS,
TEHRIEEZCPUEISWAR R |, ZREITTRESBEEIRITRH ¢

SWA Lab> version
Current Version

Product: Cisco S100V Secure Web Appliance

Model: S100V

BIOS: 6.00

CPUs: 3 expected, 4 allocated

Memory: 8192 MB expected, 8192 MB allocated

Hard disk: 200 GB, or 250 GB expected; 200 GB allocated
RAID: NA

RAID Status: Optimal

SREHR
& FdisplayalertsTn S & A5 RIBA R EAISWAR E X ERE L,


https://www.cisco.com/c/zh_cn/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
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FEARGIF | IP#3E7910.10.10. 1009 DNS RS 28’8 B AL , SB 2 “The File Reputation service is not
reachable” ] BE 2k 7 P 45 & 2 R L,

SWA LAB> displayalerts
Date and Time Stamp Description

26 Mar 2025 11:20:07 +0500 The File Reputation service is not reachable.

26 Mar 2025 11:20:07 +0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

26 Mar 2025 11:20:07 +0500 Critical: Reached maximum failures querying DNS server 10.10.10.10

26 Mar 2025 10:16:18 +0500 Warning: Communication with the File Reputation service has been established

process_status

fF Fprocess_statusii S EESWARIPRE W HBMAEERE R

WRProxi#ti2 (LERENENETEHRRE ) /Lo HRNFEEL100%NERAE | NRAZHER
SERZENH, BR , ProxFEMBEE LWCPUERARBRETRERER AMAN,

<#root>
SWA LAB> process_status
USER PID
%CPU
%WEM
VSz RSS TT STAT STARTED TIME
COVVAND
root 11 2805.4 0.0 0 512 - RNL 28Jun24 11863204:12.63 idle
root 71189
102.0
19.5

6670700 6478032 R 23Feb25 18076:32.80

pr ox

root 91880 99.0 0.6 369564 214832 - R 28Jun24 58854:51.78 counterd
root 91267 76.0 0.9 379804 292324 - R 28Jun24 59371:01.26 counterd
root 12 25.9 0.0 0 1600 - WL 28Jun24 30899:57.88 intr

root 46955 25.0 0.2 91260 59336 - S 23Jan25 7547:02.96 wbnpd
root 95056 23.0 11.2 5369332 3710348 - I 28Jun24 31719:23.99 java

root 93190 12.0 1.4 3118384 456088 - S 01:15 29:57.05 beakerd
root 64579 11.0 0.2 101336 71204 - S 6Aug24 12074:55.55 coeuslogd



RSEMER

status detail F TIRURERREAER. NEREERNEZSITEENNMAHE | RIRSWAR
BESTRRNMERE. ERECUITH RGNS NE , MERZEE RN B ELERR.

<#root>
SWA LAB> Status detail

Status as of: Wed Mar 26 11:51:27 2025 PKT

Up si nce: Fri Jun 28 13:45:43 2024 PKT (270d 22h 5m 43s)

System Resource Utilization:

CPU 16. 0%
RAM 10. 3%
Reporting/ Loggi ng Di sk 19. 8%

Transactions per Second:

Average in last minute 1745
Maximum in last hour 2210
Average in last hour 1708
Maximum since proxy restart 2451
Average since proxy restart 615
Bandwidth (Mbps):
Average in last minute 149.699
Maximum in last hour 1356.387
Average in last hour 229.634
Maximum since proxy restart 22075.244
Average since proxy restart 60.689
Response Time (ms):
Average in last minute 99
Maximum in last hour 8194128
Average in last hour 87
Maximum since proxy restart 19608632
Average since proxy restart 28

Cache Hit Rate:

Average in last minute 3
Maximum in last hour 6
Average in Tast hour 2
Maximum since proxy restart 89
Average since proxy restart 2
Connections:
Idle client connections 3481
Idle server connections 754

Total client connections 21866



Total server connections 19049

SSLJobs:
In queue Avg in Tast minute 0
Average in last minute 12050
SSLInfo Average in last min 0
Network Events:
Average in last minute 16.0
Maximum in last minute 171
Network events in last min 151918
Ipcheck

ipcheckfif TERZ2WebRZFMNFMREES , SEEMHMAK. HEAFABR. MEEQ, 21K
RUEBANREAFAGE , NRARZIAIRSHEERE.

<#root>
SWA LAB > 1ipcheck
Ipcheck Rev 1
Date Fri Mar 21 16:34:56 2025
Model S100V
Platform vmware (VMware Virtual Platform)
Secure Web Appliance Version Version: 15.2.1-011
Build Date 2024-10-03
Install Date 2025-02-13 17:49:24
Burn-in Date Unknown
BIOS Version 6.00
RAID Version NA
RAID Status Unknown
RAID Type NA
RAID Chunk Unknown
BMC Version NA
Disk 0 200GB VMware Virtual disk 1.0 at mptO bus O scbus2 target 0 lun O
Disk Total 200GB
Root 4@B 64%
Next r oot 4@B 65%
Var 400MB 38%
Log 130GB 24%
DB 2GB 0%
Swap 8GB
Proxy Cache 50GB

RAM Total 8192M



rate@d & 810 T Hl —RIERERNFHWE R,

<#froot>

SWA LAB> rate
Press Ctr1-C to stop.

%or oxy reqgs client server %w di sk disk

CPU [sec hits bl ocks m sses kb/ sec kb/sec saved ws rds
100. 00 1800 17 16352 1626 178551 178551 0.0 2366 O
100. 00 1813 18 16453 1659 226301 224952 0.6 3008 O
99.00 1799 10 16338 1645 206234 206234 0.0 3430 1

RS IR A &

XERTEEFEBEHEINSHANEHSHDEEFEINSHEBEARE D , XN Tt —FHHK
FEHERR | SRIFFFHERAY B E1T B E I Debug,



BE BBEERARE NdebugHitrace2 S B R REAREM , S B EXHIREEH

HEE,
R AEFER SHDAEFE X RIEY B &1T
SORRIEWN , HHBRIELT |— authlogs
DNSIaR; , DNSE it — RERE
WBRSHI 5 , WBRS & it Wbrs_WucLd BRRERTAC
AVCIa Rz , AVCE it — avc_logs




McAfeelg R , McAfee 2.8  |Mcafeeld mcafee_logs
SophosM R , SophosZit  |SophosLd sophos_logs
Webrootlg 5 , Webroot&.2 |WebrootLd webrootlogs
AMPIE R , AMP & it AMPLd amp_logs
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