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Response Management

Rules Actions Syslog Formats

Syslog Message Action (Alarm)

Name

Send to Syslog

. ) Enabled@0isabled actions are not performed for any

Syslog Server Address

Message Format

This action will use the ArcSight Common Event format.

Example Message

Cancel

Description

Sends a message o the syslog server designated in the Syslog Address field using the default
Syslog Message format.

UDP Port

514 «

<131>Jan 01 00:00:00 test.host TestApp|1337]: CEF:0|Cisco|7.3.0|Motification: 99| Bad Host|S|msg=This host has been observed performing malicious actions toward another host.:Source Host is

hitp (80

Test Action
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Add Data @ < Back

Soloct Source Input Settings Rowviow Dona

Files & Directories

) . Configure this instance o listen on any TCP or UDP port 1o capture data r the network
Upload a file, index a local file, or monitor an entire dlrecmr:.-.

(such as syslog). Learn More 12

HTTP Event Collector

Configure tokens that clients can use to send data over HTTP or TCP uDp
HTTPS.

3
TCP fUDP Port 514
Configure the Splunk platform to listen on a network port. Example: 544
Scripts Source name override 7
Get data from any AP, Service, &f database with b serpt.

hostport

Splunk Assist Instance Identifier
Assigns o random Identifier 1o every node Only accept connection  optional

?

from example: 101.2.3, Ibadhostsplunk.com, “splunk.com
Systemd Journald Input for Splunk
Thi% is the input 1hat gets data from journald {Systemd's logging
component) into Splunk
FAG

Logd Input for the Splunk platform > How should | configure the Splunk platform for syslog traffic?

Thi% input ¢ollects data fram lagd on macOSs and sends it 1o the

Sphunk platform 3 What's the difference between receiving data over TCP versus UDP?

¥ Can | collect syslog data from Windows systems?

Splunk Secure Gateway

> What is a source type?
Initializes the Splunk Secune Gatewsy application to talk to mobile yp

clignts over wabsockals

Splunk Assist Self-Update

FT6: ETF— L, tIREINewIEIN , FFISource TypeF Bt H i A desired source.
$B], 7 . AMethodikIP,
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Select Source Input Sattings Reviaw Drone

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that the Splunk

platform assigns to all incoming data. It tells the Splunk platform

what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing. And it's a way to Source Type
categorize your data, so that you can search it easily.

Source Type
Category

Source Type
Description

App context

Application contexts are folders within a Splunk platform instance

that centain configurations for a specific use case or domain of App Context
data. App contexts improve manageability of input and source

type definitions. The Splunk platferm loads all app contexts

based on precedence rules. Learn More [2

Host

When the Splunk platform indexes data, each event receives a
"host” value. The host value should be the name of the machine Method ¥
from which the event originales. The type of input you choose
determines the available configuration options. Leam More [2

Index

The Splunk platform stores incoming data as events in the
selected index. Consider using a "sandbox” index as a Index
destination if you have problems determining a source type for

wriir Alata A sandhay infay late was trniiklashnat waiir
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Select Mew

Custom «

Search & Reporting (search) =

IP DNS

Default =

Custom

Create a new index



Select Source Input Settings Review Done
Review
Input Type UDP Port
Port Mumber ... 514
Source name override ...
Restrict to Host ... NIA
Source TYPe i
App Context .. search
Host ciccicicccccceccecicecvcenneen. [IP @8ddress of the remote server)
INAEX i default

HI 11 EWeb UIR SMEINA>ERERE.

splunk>enterprise Apps ¥

Home (n)
~earch & RHeporting

splunk Secure Gateway E;
Upgrade Readiness App

Manage Apps

Find More Apps
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Administrator =

1 Messages »

Settings -

Activity =

Explore Data

i

Monitoring
Console

| Search settings...

KNOWLEDGE

Searches, reports, and alerts

Data models
Ewvent types

Tags

Fields

Lookups

User interface
Alert actions
Advanced search

All configurations

SYSTEM

Server settings

Server controls

Health report manager
RapidDiag
Instrumentation
Licensing

Workload management

Mobile settings

B2 KEITCPIT , RFEE+ Add new,

DATA

Data inputs
Forwarding and receiving
Indexes

Report acceleration summaries
Virtual indexes

Source types

Ingest actions

DISTRIBUTED ENVIRONMENT
Indexer clustering
Forwarder management
Federated search

Distributed search

USERS AND AUTHENTICATION
Roles

Users

Tokens

Password management

Authentication methods



Local inputs

Type

Files & Directories
Index a local file or monitor an entire directory.

HTTP Event Collector
Receive data over HTTP or HTTPS,

TCP

Listen on a TCP port for incoming data, e.g. syslog.

uoe
Listen on a UDP port for incoming data, e.g. syslog,

Scripts
Run custom scripts to collect or generate more data.

Splunk Assist Instance |dentifier
Assigns a random identifier to every node

Systemd Journald Input for Splunk
This is the input that gets data from journald (systemd's logging component) into Splunk:

Logd Input for the Splunk platform
This input collects data from logd on macOS and sends it to the Splunk platform

Splunk Secure Gateway
Initializes the Splunk Secure Gateway application to talk to mobile clients ower websockets

es and directories, network ponts, and scripted inputs, If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving

Inputs

36

+ Add new

+ Add new

+ Add new

+ Add

+ Add new

+ Add

+ Add new

+ Add new

SBI: EFEOFERTCP , £ RHIB G O6514H0 8 AFrENERHE DO |, #7ESource name
override FEX i A “desired name’,



AE  TCP 65142 B TLSH R4t B A B iAiR O

FR|4: TRE , BEE AR ZENext >R,



S®,5
SH6
S|
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ect Source

Files & Directories

Configure this ingtance 1o listen an any TCP or UDP port 1o capiure data sent over the metwork

(such as syslog). Learn More 2

TR upP

Source name overrde T

Inly accept connection
from 7

FAG

Logd Input for the Splunk platform » How should | configure the Splunk platform for syslog traffic?

> What's the difference between rec: 15 UDP?

ng data over TCP vers

> Can | collect syslog data from Windows systems?

Splunk Secure Gateway
" the & Cali > What is a source type?

k5

Config Medular Input
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Seloct Source Input Sottings Reviaw

Input Settings

Optionalty set additional input parameters for this data input as fallows

Source type

The source type is one of the default fields that the Splunk
platform assigns to all incoming data. It tells the Splunk platform Select Now
what kind of data you've got, so that the Splunk platform can

format the data intelligently during indexing, And it's & way 10 Source Type
categorize your data, 5o that you can search it easily,
Source Type Custom =
Categony

Source Type
Description

App context

Application contexts are folders within a Splunk platform instance

that contain configurations for a specific use case or domain of App Context Apps Brow
data. App contexts improve manageability of input and source

type definitions, The Splunk platform leads all app contexts

based on precedence rules. Learn More [2

Host

When the Splunk platform indexes data, each event receives a

“hest® walue. The host value should be the name of the machine Method * DNS Custom

from which the event ates, The type of input you choose
determines the available configuration options. Learn Maore 2

Index
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Administrator =

< Back Submit >

Add Data

Salect Source Ingait Settings Roviow

Review

Input TYpe .o, TOP Port
Port Number ... e B34

Source Name over
Restrict to Host ......
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—. I

address of the remote server)
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53% 1: ﬁﬁﬁ Tz”z%?opensslﬂ’ﬂﬁ%'m , J\gﬁ'sudo openssl req -x509 -newkey rsa:4096 -keyout server_key.pem -out
server_cert.pem -sha256 -days 3650 -subj /CN=10.106.127.488 53 , FASplunki& & HIPE#RRHIIP 10.106.127.4, R
SWRRTEWMARAFPELNEBEE. EROIF , XEGFTREMSplunkitBENH G FITETH,

user@examplehost: sudo openssl req -x509 -newkey rsa:4096 -keyout server_key.pem -out server_cert.pem -
B T S S S A Foor it e +oten.. P B BT e

user@examplehost:

BETRE , FERFENM. server_cert.pemFllserver_key.pem3 4

user@examplehost: 11 server*

-rw-r--r-- 1 root root 1814 Dec 20 19:02 server_cert.pem
-rw------- 1 root root 3414 Dec 20 19:02 server_key.pem
user@examplehost:
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user@examplehost:~$ sudo su
[sudo] password for examplehost:

*JF—B% 3: Ff%ﬁiﬁiﬂ’ﬂu‘t% E%‘J E'J/opt/splunk/etc/auth/o

user@examplehost:~# cat /home/examplehost/server_cert.pem > /opt/splunk/etc/auth/splunkweb.cer

$4% . FEAFBK Nspunkweb.cet3X .

user@examplehost:~# cat /home/examplehost/server_key.pem >> /opt/splunk/etc/auth/splunkweb.cer

5%  ElsplunkiE BHIFF AN,

user@examplehost:~# chown 10777:10777/opt/splunk/etc/auth/splunkweb.cer

%624 : EilsplunkiE B HIRER,

user@examplehost:~# chmod 600/opt/splunk/etc/auth/splunkweb.cer

F7H . SIBFWinput.confXX 4,

user@examplehost:~# vim /opt/splunk/etc/system/Tocal/inputs

requireClientCert = false

#sslVersions = tlsl.2

#cipherSuite = AESZ56-SHA
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< Central Managemeﬂt Inventory  Data Store  Update Manager  App Manager  Smart Licensing

o

Inventory

4 Appliances found

Appliance Sttus ety FODN Type Actions
Connected
Connected | Edit Appiliance
*  Configuration
n
Connected View Appliance S1istics
Connected e

Reboat Appliance
Shut Down Appliance

F]|3: SMBINERSERFHBAFTZAEER (ETTLSHREEE ) HARE.

Audit Log Destination (Syslog over TLS) = Modifed

@ Add your Syslog SSL/TLS certificate to this appliance's Trust Store before you configure the Audit Log Destination.

Server Name or IP Address

Destination Port (Default 6514) *
| 6514 ¢

Certificate Revocation @)
(® Disabled
() Soft Fail
() Hard Fail

LB 4 BMEIGeneraliTF , [ T3R5 B EKZP 2 FAJD newld E4& Z B €A SplunkiE$ |, ZiE
$ & Fserver_cert.pem,
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Imvantory § Appliance Confgueation

Appliance Configuration - Manager Cancal

Configuration Monu

Appllance Network Services Genaral
—
1w e
Trust Stare Add New
Friendly Nama Issued To Issued By ilid Fram ilid To Sarinl Number ey Length Actions.
Delote
Delote
splunk Delete
6 Cortifieates

FB], 5 B Apply settings.

Cancel Apply Settings
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@ dowce 1
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IMTERESTING FIELDS.

a splunk_server 1
@ timestamp 1
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Data inputs
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Ingest actions
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Indexer clustering
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Federated search
Distributed search

USERS AND AUTHENTICATION
Roles

Users

Tokens

Password management
Authentication methods
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