B FiptablesX 4R TR FZHFHH1T , RFTD
|P 3t 3k 88 it 2k U 17 H P HE BR

B =%

7]

& B F8 fi F configure network ipv4 manual <address> <netmask> <gateway>& S E BN L 2B
KB B EBE A (FTD) B2 IPHb it .

RN E RH B Setting IPv4 network configuration ( IR EBIPVAMEERE ) , FIRER R

{82 , show network@s & R BRI 2 (BRI IPH 3L -

<#root>

>

configure network ipv4 manual 192.0.2.100 255. 255.255.0 192.0. 2. 254

Setting IPv4 network configuration...
>
>

show net wor k

[ System Information ]

Hostname : firewall
Domains :
DNS Servers : 192.0.2.253
DNS from router : disabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.254

[ ethO ]

Admin State : Enabled
Admin Speed : 10gbps
Operation Speed : 10gbps
DupTex : Full-duplex
Link : Up

Channels : Management & Events



Mode : Non-Autonegotiation

MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:50:56:8D:9C:1F
---------------------- [ IPVA J-mmmmmm oo
Configuration : Manual

Addr ess :192.0.2.10

<- old IP address

Netmask : 255.255.255.0

Gateway : 192.0.2.254
—————————————————————— [ IPv6 J----——-==—=—— ===~
Configuration : Disabled

[ Proxy Information ]

State : Disabled
Authentication : Disabled
78

« BITLREMB BRI Firepower 2110, EMEHF A AT gEZ &0,
- FTDRRA7.4.4, HERHRA B AESZ T,
- Ingfw/etc/sysconfig/iptables X B &L/ T Z X H1T,

- &1 R %R Hconfigure network ipv4 manual <address> <netmask> <gateway> @ E X
FTDEREIP,

N
-

i

_}

P

S|

Pl

1. configure network ipv4 manual <address> <netmask> <gateway>%n % #9 i H & R 2 “Network
settings changed”H & :

<tfroot>

>



configure network ipv4 manual

Setting IPv4 network configuration...

FERs

<ffroot>

>

configure network ipv4 manua

NS4

2R MBREEE R

Setting IPv4 network configuration...

Network settings changed.

192. 0. 2. 100 255.255.255.0 192.0. 2. 254

ERPAREFTE,

192.0.2.100 255.255.255.0 192.0. 2. 254

3. Ingfw/var/log/imessagesX - HFEMX AE , EXBFEHBAERER :
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22:
22:
22:
22:
22:

35
35
35
35
35

:35
22:

35

FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL

sudo:

admin

SF-IMS[58786]:
SF-IMS[10865]:
SF-IMS[10870]:
SF-IMS[10871]:
SF-IMS[10871]:
SF-IMS[10871]:
SF-IMS[10724]:
SF-IMS[10724]:
SF-IMS[10724]:

sensord:
sensord:
sensord:
sensord:
sensord:
sensord:
sensord:

Chip:

Adapte
Pack
Core
Core
Core
Core

: TTY=ttySO ; PWD=/ ; USER=root ; COMMAND=/usr/local/sf/bin/sfc
[58786] sfifd:sfifd [INFO] Stopping '/ngfw/usr/local/sf/bin/sfi
[10865] sfifd:monitor [WARN] sfifd is not running. starting it.
[10870] sfifd:sfifd [INFO] Starting '/ngfw/usr/local/sf/bin/sfi
[10871] sfifd:config [INFO] Found interface index 9 for managem
[10871] sfifd:config [INFO] Added interface 'managementO'.
[10871] sfifd:config [INFO] Reading config for interface 'manag
Net:Speed [INFO] Interface ethO is ready :1000

Net:Speed [INFO] Interface ethl is ready :10000

Net:Speed [INFO] Interface managementO is ready :10000
coretemp-isa-0000

r: ISA adapter
age id 0: 58.0 C

0: 58.
1: 58.
2: 58.
3: 58.

[=NeNeNe)
oNeaNaNe!

Ingfw/var/log/ H Y E b4 ( fprocess_stderr.log Eprocess_stdout.log ) N E &K B &,

ARTRZAE , T—FRiETstrace L ARFHPERS AWM. CLISHAFconfigure network ipv4
manual EE REX TETRE. X2 —Perlfii = :

<{froot>



expert

firewall:~$

sudo su

firewall#

cd /etc/clish

firewall:/etc/clish#

grep "configure network ipv4" /etc/clish/* -A 10

/etc/clish/configure.xml- <COMMAND access="Tldapgroup"
/etc/clish/configure.xml- escape_chars="; | $&1t;&gt;&amp; Q#\'*!"
/etc/clish/configure.xml- help="Configure IPv4 manually"

/etc/clish/configure.xml:

name="configure network ipv4 nanual ">

/etc/clish/configure.xml-

sudo /usr/local/sf/bin/sfcli.pl configure_ipvd network man ${i paddr} ${netnmask} ${gw} ${interface}

TR W stracef i H :
<{froot>
firewall #

strace -t -y -f -s 1024 -o /ngfw var/common/strace. out /usr/local/sf/bin/sfcli.pl configure_ipv4 network



SHNYT R -
t— NENRENREFUNRE S FIATE (/e 28 B ) NETR.

oy — B RXHHERFEE, HsyscallEAX 4R | straceITHIXBRMNBRESR (WREH
) , NTMEBRZRBIEEHRNXYE. EEFHEE,

f— RIRFHRE, MRBENEFVUNET FHHE | stracett 2 RERIFX L FHE,

-5 1024 -FITENFRBSHNFAKNEMR1024F T, RNBERT , FHEBBMKFRE (B
BHR2FT ), INTERTEBNRSITSH,. EFAXIAXXHEIEEEA.

- -0 /ngfw/var/common/strace.out — AT E RERHBEHEAEEXH , MAREARERIR.

S5REFREHENRHRIBERI , FRHAPID 7793893 #2/usr/sbin/iptables-restoreil H it A 45 i
KB2 , MEECHREUNFEREARBOH,

RERIEE R ERS B VITT

<#froot>

7793 08:02:09

execve("/usr/shin/iptables-restore”, ["/usr/sbin/iptables-restore", "-cv"],

7793 08:02:09 close(b</etc/passwd>) =0

7793 08:02: 09 wite(2

, "Bad argument “vi'\n", 18

<-- Bad argunent

0x56139209f b60 /* 11 vars */



7011
7793
7011
7793
7011
7793
7011
7793
7011
7793
7011
7793
7011
7793
7011
7793

7793

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

08:

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

02:

09
09
09
09
09
09
09
09
09
09
09
09
09
09
09
09

09

<... pselect6 resumed>) = 1 (in [12], left {tv_sec=4, tv_nsec=964587331})

<... write resumed>) = 18

read(12<pipe:[230296101]>, <unfinished ...>

write(2<pipe:[230296101]>, "Error occurred at 1ine: 51\n", 27 <unfinished ...>

<... read resumed>"Bad argument “vi'\n", 8192) = 18

<... write resumed>) = 27

pselect6(16, [10<pipe:[230296100]> 12<pipe:[230296101]>], NULL, NULL, {tv_sec=5, tv_nsec
write(2<pipe:[230296101]>, "Try “iptables-restore -h' or 'iptables-restore --help' for m
<... pselect6 resumed>) = 1 (in [12], left {tv_sec=4, tv_nsec=999997162})

<... write resumed>) =77

read(12<pipe:[230296101]>, <unfinished ...>

Tseek(0<pipe:[230296367]>, -429, SEEK_CUR <unfinished ...>

<... read resumed>"Error occurred at 1ine: 51\nTry “iptables-restore -h' or 'iptables-re
<... lseek resumed>) = -1 ESPIPE (I1legal seek)

pselect6(16, [10<pipe:[230296100]> 12<pipe:[230296101]1>], NULL, NULL, {tv_sec=5, tv_nsec

exit_group(2) =7

+++ exited with 2 +++

6.t IS 72 R 4T H ] 37 B A 5k B /ngfw/etc/sysconfig/iptables X4 B Linux iptables# N, 1EX f1ER T
, X BEHTARAOAREMERFZIFNIT -

<tfroot>

device#

cat /ngfw etc/sysconfig/iptables

-A OUTPUT -o To -p tcp --dport 5000:9000 -m owner ! --uid-owner root -j DROP
-A OUTPUT -o To -j ACCEPT
-A DUMP -j DROP

vi [etc/sysconfig/iptables <------------- BAD LI NE

#start MANAGEMENT PORT STATEFUL BLOCK
-A STATEFUL -i management0 -m state --state NEW -j DROP
#stop MANAGEMENT PORT STATEFUL BLOCK

-A STATEFUL -j DUMP

COMMIT

(S R T ANOTHER BAD LI NE + FEW NEW LI NES.



# Completed on Tue Sep 15 15:06:41 2015

A, X #/ngfwivar/log/initialize.log A 862 & B T X P Y 5 1R S B & @iptables restart
failuref917 :

<ffroot>

device#

cat /ngfw var/log/initialize.log

Re-Initialize MGMT Configuration if missing or updated... at .../SF/Sensor.pm line 5390.
Caught Exception!
System (/ngfw/usr/local/sf/bin/service_control.sh iptables restart) Failed -- (Bad argument “vi'
Error occurred at Tine: 51
Try “1iptables-restore -h' or 'iptables-restore --help' for more information.)

BRIR T &

1.3 R Bs Kig 1R & FH B T RERX

<#root>

>

expert

firewall:~$

sudo su

2. &I E K iptables 344 :



<tfroot>

firewall#

cp / ngfw etc/sysconfig/iptables /ngfw var/comon/

SHMBRFIEAZFMAERIT. FEE , BIFEMH, RURENEE | iptablesHIN B AIBESBFR
TE, ELBEETEIXRERERSE , BAERANNRERAMEE,

4. FEF# /3 hiptables:

<{froot>

firewall #

Ingfwetc/rc.d/init.d/iptables restart

Flushing all current IPv4 rules and user defined chains: ...success
Clearing all current IPv4 rules and user defined chains: ...success
Applying iptables firewall rules:

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “PREROUTING'

Flushing chain “OUTPUT'

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Appl yi ng rul es successed <-------- Expected |ine

5.E#EEFTD CLISH LN EEIPH#bE,

IEYPS

Ingfw/etc/sysconfig/iptables X A ER/F Z X IFMNEK B S HIPHbut B B i, BRISEID
CSCwv52279H &3t Bb 3 1T BR BR o



https://tools.cisco.com/bugsearch/bug/CSCwv52279

EESAEN

- BRIFEID CSCwv52279.



https://tools.cisco.com/bugsearch/bug/CSCwv52279

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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