TP NEFTD — BHREFEZMELESIR BT
IHHYVDB
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7] R
P IB R LE 2B F M E K Zoom PhoneMEIY ZF 5@ B, FTDIEEEFHFKEHZoom IPSEEH
UDPEAHIEE , HHREHAMASPERITHE T E RXEHIBEEZ R ASnortd HEIBR,
BiERBIE -

o BFARIEET ERRREIEE(VDB)427 iR S E AR,

« BAAEE—MNAREMA | ZHNHTARITEFirepowerdi i B 12 A BRINZoom/RTPRI AID
HHEBRE. BRIFappid.cisco.com , MM A AP FrE X Liw O &Eid Zoom ApplD:

» UserZoom(6243):80,443/tcp

» Zoom Download(4628):80,443/tcp
- YEH L 1%(4627):80,443/tcp

. B 2I(4629):80/tcp

« RTP&31(2475):5004/udp

» SIP(426):5060/udp

« B2 , Packet Tracerfi i & RRE R PE 1L 5 R IE R 4B KBTI ESFPE IE YA B R 24
E%,

<#root>

Phase: 17
Type: SNORT
Subtype: firewall

Resul t: DROP

Elapsed time: 345716 ns
Config:


http://appid.cisco.com

Network 0, Inspection 0, Detection 4, Rule ID 268434438
Additional Information:
Starting rule matching, zone 3 -> 3, geo 840 -> 840, vlan 0, src sgt: 0, src sgt type: unknown, ds

Matched rule ids 268434438 - Bl ock

Result:

input-interface: Outside(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: Outside(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Time Taken: 640578 ns

Drop-reason: (firewall) Blocked or blacklisted by the firewall preprocessor, Drop-location: frame

BIEEHREREFREFER : “snort-blacklist’s

<#froot>
40: 22:52:36.383692 206.247.118.57.60030 > 10.X.X.1.9178: udp 103

Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-location: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA
141: 22:52:36.383723 206.247.118.57.60030 > 10.X.X.1.9178: wudp 103

Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-location: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA
142: 22:52:36.385188 206.247.118.57.60030 > 10.X.X.1.9178: udp 44

Drop-reason: (snort-blacklist) Packet is blacklisted by snort

, Drop-location: frame inspect_dp_snort_snp_drop_frame_wcaller:61 flow (NA)/NA

TEsystem support tracefiHAF , BT NARBL TERRS , REEHN CE R #HER, 8
=, REMERDNAHMEELE, Pl 2BIEZoomX EZoom network firewall or proxy
server settings E3R 5 [A] ¥ Zoom 2 £ 1P,

<#root>
10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1

pending rule order 12, 'allow outbound , ApplD

10.X.X.1 9476 -> 206.247.118.12 24794 17 AS=0 ID=1 GR=1-1

Deferring trust until a rule is matched


https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0060548
https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0060548

10.X.X.1 9476 -> 206.
match rul e order 28
10.X.X.1 9476 -> 206.
10.X.X.1 9476 -> 206.
10.X.X.1 9476 -> 206.
10.X.X.1 9476 -> 206.
deny action

10.X.X.1 9476 -> 206.

206.247.118.12 24794
206.247.118.12 24794
206.247.118.12 24794

Firewal | : block rule,

206.247.118.12 24794

Appl D: service: (-1),

206.247.118.12 24794
206.247.118.12 24794
206.247.118.12 24794

Verdict: blacklist
48 R P = 13t i )8 Bt

B R AH(0)H R

<ffroot>

206.247.118.55 54808
206.247.118.55 54808

247.118.12 24794

17 AS=0 ID=1

GR=1-1

"Default Block', action Block

247.118.12 24794 17 AS=0 ID=1 GR=1-1 MidRecovery data sent for rule id: 2684:
247.118.12 24794 17 AS=0 ID=1 GR=1-1 Matched a rule, stop deferring trust
247.118.12 24794 17 AS=0 ID=1 GR=1-1 Generating an SOF event with rule_id =
247.118.12 24794 17 AS=0 ID=1 GR=1-1

247.118.12 24794 17 AS=0 ID=1 GR=1-1 Deleting Firewall session flags=0x20, Tc
-> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1 Packet 17168248: UDP, 04/14-14:44:53.11(
-> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1 Firewall: starting rule matching, zone ]
-> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1

"Default Block', force_block

-> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1

client: (0), payload: (0), msc: (0)

-> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1 Stream: pending block, drop

-> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1 Policies: Network 0, Inspection 0, Detec
-> 10.X.X.1 9476 17 AS=0 ID=1 GR=1-1
, RE X FIRERE R RTPEFHRIERE IR — TH(-11)"ME=5IR

-> 10.X.X.1 9824
-> 10.X.X.1 9824

3rd party returned unknown (0)

206.247.118.55 54808

17
17

AS=
AS=

mm

New AppId session

-> 10.X.X.1 9824 17 AS=0 ID=2 GR=1-1

RTP client candidate returned error-invalid (-11)

10.X.X.1 9824 -> 206.247.118.55 54808 17 AS=0 ID=2 GR=1-1 app event changes:

FTD show asp dropfii &

<tfroot>

Frame drop:

created

T RELIEFIREFHRIREE,



Bl ocked or blacklisted by the firewall preprocessor (firewall) 11224
Blocked or blacklisted by the stream preprocessor (stream) 2354
Fragment reassembly failed (fragment-reassembly-failed) 3

Packet is blacklisted by snort (snort-blacklist) 27173
Packet is blocked as requested by snort (snort-block) 42

73"

HFMCEE#H ERlFirepower FTDIRA7.7.11

R # 4R (VDB) i 48427 5 K AR AN

Snorthx4<3.3.5.1100-66

B RIPFM170.114.0.0/1651206.247.0.0/ 1689 E , 1B AT LA IEH b BUP

Cisco Bug ID CSCwu22106## R 75 7% — T 8 /5 3 W S #e

1T REBORESIETEI[FMN,

S ZE|Policies > Access Control > Prefilter 37 F tFl E I Z MM -

o PRI #R 48 R TUIE BR
o B PRRIRE
< RXE R ARE



- BRRXiE:mtED
« SRt : any
« JRiwO : any

- BRI SRIPSEE(170.114.0.0/16, 206.247.0.0/16) KM M & N IE R A B RS B E
R ETR YR E ST,

- BMiwmA : UDP 10000-64000
2:% R RZ HIF N E B

WMRFEEFTIIE , BBIMBERZoom S AFRIRAFH £ & X IPMiw A PUE R4S kT A Y 15 [RZ HI R
B -

« MM E #R:Zoom-Allow

- B RF

- RXEHARE

- BARXE:mEER

o SRt : any

« RimH : any

- BRI @ FRRIPSEE(170.114.0.0/16. 206.247.0.0/16) R 48 M & F K IEH KBRS B|/IRE
AR AR AL EL ST

- BHWEO : UDP / “Zoom-Phone-Ports” ( 38 & 10000 64000 )

- BERIES: (Wi, ATSMEZEATNRE)
IFNHEENIBRFTDIRE , HRIUENEZHINERBEME,

- BERASPEFRITHERUHEIARLESIREFLE

device# show asp drop

- RERIRSWHIK , BRNEREKD


https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0060548
https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0060548

device# show capture

4:iRfECisco Bug ID CSCwu22106 B 7 B R mE ZHE FE (VDB) iR 4428 F fif )R, Firepowerig & 24551

EITHRFAVDBIRA LUE & LR B S0, RFE |, MM ERFECisco Bug ID CSCwn8078671EVDBAR
3954 B fF R,

IEYPS

R Z4E B (VDB) R 45427 F Y CiscoR £ By X I R AR B X B FEBRFE , § B Zoom Phone &5
EWBIRDE , BEHESnortl N 5| ZEM 1, tb1TH7ECisco Bug ID CSCwu22106F1 8 < ik fE Cisco
Bug ID CSCwn80786 T~ ERER , X HAPEICF T £ R A IDEY Zoom IP#h a1t F R AR EY T [E AL

HxAR

TR B AR TS IR Y B £ SR B

« Cisco Bug ID CSCwu22106 — f£VDB 427 48i%4 ¥ Zoom IPih it
+ Cisco bug ID CSCwn80786 — 4& Bt~ FA 48 | 85 7o 3= 40 T 2 B T 48 AR e iE A R 4%
s BRFEARZENTE



https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0060548
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/prefiltering_and_prefilter_policies.html#id_32280
https://tools.cisco.com/bugsearch/bug/CSCwu22106
https://tools.cisco.com/bugsearch/bug/CSCwu22106
https://tools.cisco.com/bugsearch/bug/CSCwu22106
https://tools.cisco.com/bugsearch/bug/CSCwu22106
https://tools.cisco.com/bugsearch/bug/CSCwu22106
https://tools.cisco.com/bugsearch/bug/CSCwu22106
https://tools.cisco.com/bugsearch/bug/CSCwn80786
https://tools.cisco.com/bugsearch/bug/CSCwn80786
https://www.cisco.com/c/zh_cn/support/index.html
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