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FERFAM
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BWEETIEBNMEXAR :

- B2MSHRICIES (SAML)

* Microsoft Azure

» Cisco Secure Firewall Management Center (FMC)
» Cisco Secure Firewall Threat Defense (FTD)

& AMIEAzure for Event HubglZF EETANIMEENE. A | REXNESHAERTFTNS
HIE I ThRERY 1R T BGE

fE R A ¢
XN ERET AT REMBEARE :

. BRIZLLFTDIRZA10.0
« BRZLFMCHRZ10.0

ANHEHPHEEHRETREXRRENEFHNRBZEEN, AXEFEANARRZRAERAR
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App Registrations

Enterprise Applications

Entra ID

(formerly Azure AD) _]H

IdP

Event Hub

Outs{e
N l’l
DNS) 1/}
o | oMz ey
— 172.19.20.1/24 -I’l FTD
(— -,f
DNS Server |
172.19.20.100/24 inside

192.168.20.1/24

Endpoint
192.168.20.200/24

Kim A Azure EntraxZ [B] #9538 HI [/ £& 7] 72

BLE

£ 1 MR : YIIBFMCHIDNSEL &

S
F 8 AXREATNNB KIBEEF O (cdFMC); B2 , NEIFMCHZRERFFE,
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S BARNAREMERESR(CSDAC)

1)i%&#FIntegrations > Dynamic Attributes Connector,

alial.  Cloud-delivered Firewall Management Center
CISCO  [evices | Secure Firewall Routing

= Integrations = X

Manitor
Dynamic Attributes Connector
S&.’ Insights & Reports > 1
Security Analytics & Logging
2 Events & Logs >
Splunk
@ Insights & Reports >
Cloud Services
Manage
Identity
(1) Policies >
Identity Sources
®*s  Objects
Realms
ﬁg Devices >
«¥ Secure Connections Users
# Integrations Active Sesslons
Li=ers

2) R iiDisabled F R & 55 2 # LS FICSDAC,

alae. Cloud-delivered Firewall Management Center

€I3€0  untagrations | Dynamic Anributes Connector C'/ Q, Search
= Dynamic Attributes Connector Disabled

Monhor n The Dynamic Attributes Conneclor 5 curmently disabled. You must enable it to view or adit the configuration,

/3 FCiscoz &8 Mk 88

c)CSDACE iR Ja , #HDone,



Dynamic Attributes Connector

B RBRSEEERIRS

Dynamic Attributes Connector enabled successfully

Preparing Docker.
Done

Virilying images.
(0

Downloading ¢onneclor images.
Done

Downboading Core images
Do

Using lccal images
Saipped

Bringing up Core services.
Do

Bringing up APl sarvice
Dhana

SR 2 IERARFIDALEONTEREFSRNETR

1)i%# Objects > Add Network > Add Object.

¥ AAS Servel

Mgeding ¥ Acoess List

= 3 ASEEEL P
¥ Insights & Repons > Lo
Applicanion Fiers

& Evests & Logs * AS Path
= FD Tempiate
28 inskghts & Repans e
Cipher Sule Lt

Commundty List
DHEP 1Pl Pool

»  Deainguished Mame
DS Server Group
EVE Cxcepfon List

*  Exmernal ANribiutis

BIEFNTEEREZEMENR

Network

] shes v
S it
A NETAOIK CEHBCT TERMSENLE ong of mons IP adaresd. Hetwork obigcy SCis, neteor
TS, IIENTY FUMES, NETEDIN SISC OBy S, BT SEaIChes, i I Gibjes
Ad Greup
Mare Walua Type et
e Tatli]
any - I
amniped Q000D Btworic
amy-ipyi ] Host
1Py Benchmark-Tests 3800115 Batwork
1Py Link-Logal 2l DO Btwors
1Py dls Mt agt F240,0.044 Bplwors

QFERATEREFB(FAQDN)TBEENMNET R, HWAFQDN , HiEE St &S 2R RHFRE
MRIEENFQDNEE, Click Save.



Edit Network Object ®

Name

| active_auth_fgdn —

Description \

.

Network

() Host (O Range (O Network @ FQDN

[ ftd-inside.example.com ] \

® Note:
You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

[ Resolve within IPv4 and IPv6 ]

C] Allow Overrides

Cancel Save

BLEFQDNM BN REE

PR 3 : BLEDNS Aig%

1) kt4b B R EY R BIE FAWindows Server 2025; 1R12 % EE F 15 E & AT IR ST 27 /Y 301,

- Vo o mey] W R L LY | B Lty | = =

2 DNS Name Type Data
v § DC Ej (same as parent folder) Start of Authority (SOA) [1]. dc., hostmaster.
v Fc_:nvard e ﬂ(same as parent folder) Name Server (NS) dc.
|- example.com| [Ftd-inside Host (A) 192.168.20.1

> | Reverse Lookup Zones
> (| Trust Points

Windows Server DNS Aid &l &
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SR ITED S RWIT N E S 8 BB BT ELDNS A2,

B 2HER  NARMIREEE

RERIEF 55 & H189(CA) T F4E £ 3h & 7 I IE B B By 2t B At ik e (PKI1), Cisco FMCHMIFTDER R
ECANAMEXNNFARENNECANR LR, SMITHEMNSSLITYT MDecrypt-Resigni® e, LI
, RECABREHITES FHRIENFFImH KR ZEE. BSHB/RNEHFN  RENF
AR BE SR B EEH

FB] 1 RABFCAILHFAFMC

1)i%#2Objects > PKI > Internal CAs, # dilmport CA,

0
A% MECABTABEEFMC LBIR,

Import Internal Certificate Authority @

Mame:

l Internal-Lab-MNaelwork-Ca ]

Certificate Data or, choose & file:

----- BEGIM CERTIFICATE----- \

----- END PRIVATE KEY-----

Key or, choose a file:

[ BEGIN CERTIFICATE----- ‘

----- END PRIVATE KEY=----

Encrypted, and the password is: | ssssisss ]

Saice m

RRERERMEHIG S AR5 X EER D

AR EAXHENAEF , HUZAXKE , BERGFHNENFZRE , XRAXER Y



IEE B A R AR RYER SR

CN

BAEEXRN. KERMESE

B2 FHACASERSIRMEFHIER
1) RS R AL (SP)UE B 4 M H Z FEMIEBM AN (CA)EE HUPKCS#12(.p12) 1N IRE,

S

AR MCATMEARRER, H—NBESEAHCAXMZEFImIRFNEE,

HIR 3 FFSPILHERFERIFTD

1)i%&#Devices > Certificates,

Cloud-delivered Firewall Management Center

wfuafn.
ClSco Objects
= Devices B
Monitar
Device Management
£  Insights & Reports >
Template Managemeant
e Events & Logs >
Platfarm Settings
£¥ Insights & Reports B
Certificates
Manage
[l] Policies y + Show more
[ ] 0
4" Objects

Devices

Efn2Devices And Certificates

e

2)% #Add Certificates,



Filar

[ All Cenificates

Hama Dormain Enrclimant Typa Identity Cartificate Explry CA Cortificate Expiry Status

Add Certificates

e

AN DNFTIR B

3)Min1TActive Authenticationtd THIF|FRP REHIRE , AR EH+EIR QI Z T Certificate

Enroliment,

Add New Certificate @

Add a new cerificate to the device using cert enraliment object which is used
to generate CA and identify certificate.

Device*:

| 10 <)

Cenrtificate Enrollment®: /
[ ]+

IRIRFTDH 8 D7 b3k B 3 A (Add New Certificate Enroliment)

AFREFREMEBER |, HMEMRE TR I RPEEPKCS123 4



Add Certificate Enrollment @

Name*

FTD-5P-Cert

Description

CA Information Certificate Parameters Key Revocation
Enrollment Type: [ SCEP . ]
Enrollment URL:* EST
Challenge Passwaord: SCEP

ACME
Confirm Password:

Manual /
Retry Period: PKCS12 File

L
Rutry Count: {Rangs 0-100)
Fingesprint: | Ex: e670542 e355586¢ a758e7... |
Walidatinn llcanar [ ] IDems Flant [ ] Sl Flinnte (pm ] el Sarme
Cancel Save
F
I EMR BRI E

5)% #Browse PKCS12 FileS APKCS#1230 4 , AW AFTERN OS5, Click Save.



v
Add Certificate Enrollment

MName*
[ FTD-5P-Cert ]

Description

[ |

CA Information Certificate Parameters Key Revacation

Envollment Type: [ PKCS12 File v ]

PHCS12 File®*: [ Browse PKCS12 File
Passphrase®: [ verrsesaes " ]

Validation Usage: 3 Psec cClient [ SSLClient [ SSL Server

[:] Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

> Qwerride (0)

Cancel

A

R F S APKCS1232 4

6)BINEMIFAMEEREER , REKTHM.

Add New Certificate @

Add a new certificate to the device using cert enroliment object which is used
to generate CA and identify certificate.

Davice*:
[ FTD w]

Certificate Enroliment®:

[ FTD-SP-Cent v ] +
Centificate Enroliment Details:

Mame: FTD-5P-Cert

Enroliment Type: PKCS512 file

Enroliment URL: A

Cancel

BWINEREMFEAEE



7)S ARBRBITH,

E=FTD -

FTO-5P-Carl Glabal PRCSTE fie £ In progress

SATRE , TUEY /AT EEREILESHIDEFFRREIESPIEFHE L.

Filter m

Al Ceriiticates

Marve Domain Enrollment Type Identity Cerificate Expiry CA Certificate Expiry Status
< SmETD \ -
ETO-50-Cert Ghokad PRCEID fle Dec 18 202R Sap 12, 2006 LA -] &R0

EBFARTHRES

£ 3 M ER:Azurefit &

$ 1 ASAMLT E@8I2EEntra Enterprise N A2

1)1 & 3 S hEnterprise Applications.

Microsoft Azure ) enterprise

All (99+) Services (7) Microsaft Entra ID (3) Filters +4
Azure services

Services (7) See more

+ o =

Ea:, Enterprise applications +

R ol A

2)& &5+ New Application,

Microsoft Azure

Home - Enterprise applications

- Enterprise applications | All applications

@ + Mew application l:_, Refresh

> Owverview /

View, filter, and search applicatbons in your organization that are !

= Download (Export)

w  Manage
The list of applications that are maintained by your arganizatson ¢

i Al applications



prik2 s VN R e el ok IV R =S

3)# FMicrosoft Entra SAML Toolkit , RE R HBHKE,

1 Search resources, 1

= Microsoft Azure

Home . Enferprise applications | AN apphcations

Browse Microsoft Entra App Gallery

= Croute your awn application T Pubiki® 15 the app galery B Get lendipek?

The Micredalt Emrs App Galery i & catadag of thousandi of apgr thas make it @ity to deploy and configure single sign-on (550
securely to thes apps. Browse O creabe your own apphcation here. If you ae wanting to publsh an spplication you have develo)

= gaml g Single Sigrv-an ; All User Acgoum Mansgement : All Cati

) Federsted 550 () Provisioning

o ¥ou're currently tesing a limited view of app riik scores.
Your organization doesn have the requined licerae 1o view sk soores fior all applcatioes in the galiery. Wou're oumenthy sesing a i

Showing 1 of 1 results

Microsoft Entra SAML

$ B2 | _—-—

2

18 % H % B Microsoft Entra SAML Toolkit

4) 3 Microsoft Entra SAML Toolkit Enterprise Applicationi§ EName , Ajg % &Create, (RE
Microsoftf5Z : & [RFiEFK(1#IMicrosoft Entra SAML ToolkitiZ 25 £ FREIE).


https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331

Microsoft Entra SAML Toolkit *

B Got ferdback?

Lega (D Mame *
Ing an g £ [ Captive-Auth-5AML
- prganizatia
Publishes (0 Prervidioning (1)
grated Microsoft Corporation Austomatic provisioning is naot
supported
Single Sign-On Mode (© L
SAML-based Sign-on HRps e micrasall com
ozl fntr § Lot 40

Read our sbip-by-itep Micradal Entra SAML Toolkit integration
tutarisl

Thiz & the sample SAML app which customers can use to tedt the
SAMIL single sign-on integration with Microsoft Entra 1D

) You're currently sesing a limited view of app risk seore.
Your eeganication doesn hawe the nequined loense 10 virw rik scores for all applications in
the gallieny. Yo re curmently seang a heeited wiew. To socess full rick soonng upgrede 1o
Microsolt Enar Suite or Mecrsolt Entra Intermnet Acsess

HSAML Toolkith T2 F 7 Bl & &

5)fEOverviewTT L , 45 %E A F M4A 2 Bl 44 SAML Toolkit Enterprise i T2 F. FEARRFIS | izt
k- (BBFEIMLIIF AR ) Ractive-auth-labBHI K 7 -

A 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

v

RAFMASBLNARR

6) bl MRAEFHE ERERRS PR,

S 2 : BiEEntra IDR FEM



1) GMEEntra ID , RBEMNEMN S 3K iR App registrations, 22T All applicationsid 885 7%
F A Enterprise Application}g EM & #. R EXHMMA,

{ T~ MNew registration % Endpaints # Troubleshoot k_, Refresh __, Daon
D Overview
= Preview features ﬂ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longe
Library (MSAL) and Microsoft Graph. Learmn maore
#+ Diagnose and solve problems
=« Manage
All applications Owned applications Deleted applications Deactiv
aa Lsers
B Groups £ Start typing a display name or application (client) 1D to filter these r..

B7 External Identities
& Roles and administrators
& Administrative units

Delegated admin
partrers

@ Agents

i Enterprise applications

T Devices /
i, App registrations

B ldambithg (asimrmansa

S EI R A EM A PR E A

2) Y & H# 12 FEnterprise App Registration T B Essentials{E .

EEZEE  FEHFRREFEEL  LEREHSBTWER , HWESIRTE LEssentials FHE

« RRAM
. RIfA (B )ID
.« B (/) ID



m Captive-Auth-SAML <

| 52 Search |
B overview
ad Quickstart
# Integration assistant
x Diagnose and sohe problems
“ Manage
B Branding & propertics
T Authentcation (Previes)

F Fantidicatar b rareate

%y Deactivate [i] Delote

£ Endpairts

) Got a second? We would love your feedback on Microsolt identity platform (previo

< Eggentials

Display name

Application (chent) 1D

; Captivg-Auth- SAML

Object 1D

I Directany (tenant) 1D

Supported socaunt types @ My organizaton anky

WEE RAR N ARERFME XIDE

3)%# d7Add a certificate or secretiB §£1%,

= Captive-Auth-SAML =

P Search

B overview

& Quickstant

& Metegration assitant

A Diagrase and sobe problems

~ Manage
= Bramding & propemies
D Authentication Fresiew)

T Certificabes & secrets

NI P R A

l‘S Desctivate

& Delete & Endpoims

. Esentialy

Didpliry A
Apphcaban {chenth 1D
Oibject ID

Directeey (tenant) iD

Supporied sccount types @ My coganization only

4)E #H+ New client secret,

£ Search
B Ovendew
& Ciatart
A" Inbegration santand
# Dlagrese ard soive problemy
L W\m
= francing & properies
5p Austengcation Frevies]
Cenmifaabes & secrets
] Toien confgueation
A AT TR
2 Eupors an AF
B App redes
B CwmETE

L. meled and sd=irisiraton

I B k]

Captive-Auth-SAML | Certificates & secrets #

B Got feedack?

ﬂ G0t a seond ! We wold bove your feedbac on Microsoft entity platioem (peeviousty Azure AD for developes). =

Clignit cradentialy
Risdire<t LIRIS
Application 1D URI
Managed application in |

Starte

W Appbomon regsratan cenAcees sevets and fedbated credennali o e o i The Lk bt

Cartificutes i) Chemt sperats [0)

Fideratind credentials (0]

A ipcrt itring Bhat the spplcation used 10 grove it identity when requeiting a toicen, Alsa can be neferred 10 a5 application paiswond

L M:Iwmlﬂ*—n—'—'—_—_._'—_——-

Darpripticn

xpires

Vihie 0 Secret 10

Py chiet seretd have been creaned boe ths apphaation

SyRRMUBMIDUA , ABREFERAEIH, £F Add.

A b cerificale or secred
1wy, O 30, 0 puble cheng
Akl gn Application |0 URI
Cogtive-fush-SAML

@ Activated

Credentialy srabls confidentisl spploatony b identily Bamisiort bo the sthenticafion wereios whan neceiving fokema ot s web sddmmalkle ks
scharmel. Fee & bighr brvel of astsrance, we neoommend using & ceriicane Gnstesd of & chent secret) i & credentisl



Add a client secret %

Descriplion [ sarml-secret I

Expires Recommended: 180 days (6 months) L

essable o

wd.

RHUEF IR B AR

6) & H B

o
EEER RS HITIHRG MEE,

Captive-Auth-SAML | Certificates & secrets =

£ Search C & Got feedback?
B Overview
s Quickstan

Credentials enable confidential applications to identify themsebees to the authentication service when receiving tokens at a web addressable location {using an HTTPS

scheme), For a higher level of agsurance, we recommend using a certificate (instead of a client secret) as a credential

W Integration assistant

¥ Diagnose and sobve problems

ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.

~ Manage

= Branding & properties
Certificates (0) Client secrets (1)  Federated credentials (00
3 Authentication (Preview) ——

Certificates & secrets
l'll Token configuration = M client secret

<& AP| permissions

Description Expires Value &)
& Expose an AP

samil-seret /1472027
HE App rolis
&5 Owners

EHEFIRMNEE

S R3. N AR EMEEMicrosoft Graph APIFX R,

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

\ .
N



NMNEM S F 2 HiERAPI Permissions , A58 H+ IR

Home . cxsecurity | App registrations - Captive-Auth-SAML

- Captive-Auth-SAML | API permissions  #

[ £ seareh ¢ {0 mefresh A7 Got feedback?
E- O rview L

Configured permissions
s Quickstart "

Applications are authonzed 1o call APls when they are granted permissions by userssdmi
5 Integration assistant all the permissions the apphcation needs. Learm mare about permissions and consent
# Diagnose andwhtpwﬂt::‘H + Add a permission ST Y S M———" T
' Manage - el

AP [ Permissions narme Type Deseription

= Branding & properties o
e Mo permissions added
3 Authentication [Preview)
Certificates & secrets .
To veew and manage consented permisssons for individual apps, a3 well as your tenant’s c
il Token configuration

S AP permissions afff——
it EAPITX R
2)& #HMicrosoft Graph API,

| S—— ]
Request APl permissions

Select an AP

Microsoft APls  APls my organization uses My APls

Commaonly used Microsoft APls
a5 f
Microsoft Graph

|, Take advantage of the tremendous amount of data in Office 265, Enterprise Mobility +
Security, and Windows 10, Access Microsoft Entra 1D, Excel, Intune, Outlooks/Exchange,
Onelrive, OneMote, SharePoint, Planner, and more through a single endpaint.

1% #EMicrosoft Graph API

3)#% FDelegated User.Read X [R , R J5 % HAdd permissions.



Request APl permissions

€ All AP
a Micresoft Graph
https/fgraphmicrosoftcomf Docs o
What type of permissions does your application requine?

Delegated peimiian —
Your application reeds to access the AP as the
) i e,

Applicatson permissions

Your applcation runs a5 & Background fensce of daeman witheut a

signed-in user,

Select permissions

"

F2 User Read

—
7 AgentidUser
F IdentityRigkyLUser

U (1)

. WserRead (1)
Sign in and read user profile

D Lser Read Adl (1)
Read all users’ full profiles

I:l Wser Read Basic all
Read all users’ basic profiles

RFRNAFREUXR

Admin consent required

Yes

L]

4)$Z F Application User.Read AlIRL PR ( AR EIEAE ) -



Request APl permissions

CAll AP
Microsoft Graph

& hatpssigraph microsoftoomy Docs o

What type of permissions does your application require?

Delggated permkaang

Your application reeds bo access the AP a4 the
sagried - wier

Apphcation pemissions
Your application runs & & background service or deemaon without &
sgrved -in user

/

Select permissions

wxparsd all

[= userRead.a

Permisidon

¥ identityRiskyUser

" Uger (1) /
WserRead All ()

- Read ol users’ full profiles

RFNARFREFANER

Admin corsent required

Y5

5)#8 & H % Group.Read AllE & E AR F Group Read X BR. 2 RN ER.

Select permissions
[£ Group. Read.adl
Permatsion
" Growp (1)

- Group Read All 7
Read all groups

Add permissionz

RIFAPI R

enpand all

Adman consent requined

Y

) RINRBNNREE -3, ARTFHEERE.



Configured permissions

Applications are autharized o call APl when they are granted permissians by usars/adming a5 part of the consent process. The list of configured permissions should indude
all the permissions the application neads. Learn mone about permissions snd consent

-+~ Add a permission |~ Gramt admin consent for

AP| / Perrmidssians name Type Description Admin consent requ...  Status
' Migrasedt Gragh (3] wan
Growp. Read All Application  Reasd all groups Yos dk Mol granted for
U Rad Delegated  Sign in and read user profile No e
User Read Al Applhication  Resd all users' full prefiles Vs dh Mot granted for L
RFRNREERE

NERRTEERBSFNRE L,

Configured permissions

Applicatedng ang suthorsed 1o call APl when they ane granted permissions by o adre 05 par of the osnsent process. The 4t of coahigured permissiond thould includs
8l the perenEsiond the Applicatsn needs. Leam mors Shout permissiont and Corkent

+ Add 3 permistion
AP| f Permassions name Type Descrption Admin consent regu...  Stabus

e Migreiaft Graph (%)

o Read Al Applicaticn  Read all grougs Yig & Granted for was

Uiaed Read Delegated  Sign in and read user profile Ma & Gearted for was

Uit Rrad Al Application  Read all users’ full profiles Yes & Gewnted for .
BRYINEERER L

SR 4: BESBHHO(EH)WEZERE

1)# & H# 2 tEvent Hub,

- 3

Al [559+) Services (39) Microsoft Entra 1D (3) Filtars +4

Services (39) Ses more

> .

T Event Hubs
Aenls Fr 1A Ke

BRE4APOEE

2)BIEFHEHS B Z=E,



Mo event hubs namespaces to display

An Bvent Hubs namespace is a managemaent container for svent hubs which provides DNS-integrated ratwork

endpaints and a range of access contral and network ntegration management

BIREHPOLBEER

3) B BEH® & Z=(H,

AE . AJUERStandardENMERES A, EXENEHEIESEER,

25 Azure Event Hub Y |, Ut — & iF{EEvent HbERIZFEBE A RIS EE RN EA .

# tHReview + Create,


https://learn.microsoft.com/en-us/azure/event-hubs/
https://learn.microsoft.com/en-us/azure/event-hubs/

Home . Event Hubs

= Create Namespace

“=' Event Hubs
Basics  Advenced  Metworking  Tags  Review = create
Project Details

Select the subscription to manage deployed resounces and costs. Use resource growps bice folders to onganize and
manage al your resources.

Subsoription * ot
Resoaron gioup * | el I
Creas new
Instance Details

Erter requined bettings for this namedpace, induding & price tier and configuning the number of units icapadity].

Namespace nams * | capthnn-auth-ad-gh « |

egion * [Eastus |
ﬂ The region sebecied supports Avalatility cones. Your ametpsos will have

Ayplpbdity Zones enabied. Legrm more

Pricing tier * | standard ~ |
Browie the available pland and their fegtuses

Thesughpet Units * O | 1 |

Enable Auto-infiate O

BEESEHFLGEZERRE

4)WIERK I , #£TCreates



Home . Event Hubs

= Create Namespace

Evrt Hultes

& vabdation suceeeded

Basics  Advanced  Metworking Tags  Rewiew + create

Evert Huba Wametpace

By Mstiodalt

Basics

NEMEERI0E NEME CApLIG -auth-ad e
Sukgcription

Besource group

Fegion East S

Pricing tier Standard
Theouwghput Uty 1

Availablity Zorts (Tone Redundancy) Erabded

#uto-inflate Maximm Theoughput Units  Disabled

Metworking

Conrsciivity method Public access
Metwork Protocol Prefereroe 1Pwd oy
Security

Minimum TLS version 12

Local Authegnlaaton Erabded

Haxt »

tIBEEHP OB EERE

5YIAZBB TR , AFEE T Go to resource,

Homa
« captive-auth-ad-eh | Overview
v Deployment
[ = search | = [i] Delete T Redeploy 4 Downlcad [ Rofresh
2 Overview i
‘ @ Your deployment is complete
& Inputs
H Deployrrent name - caplre-auth-ad-eh
= Qutputs Subsscriplion
.} annplatn Ftes-w":egn:-un

7 Deployment details

' Mext steps

¥ BEvent Hubfin & ZE A1 &R

SR 5 EEH R ORMRER FIEFEH AR Z T RS



DMEN SHK R FRFIRE>HZ T K,

Overview

[]

Activity log

Access control (1AM)
Tags

Diagnose and solve problems

o I R

Data Explorer
« Resource visualizer
Events

* Settings

I Shared access policies I

SMBEZT R KK

2) R+ AddH 5 AF B Policy name , A& FManageEiEiE., #dHAdd SAS Policy K £ HREKS
#9Create,

Homs . capthe-mad-th Add SAS Palicy
r:nmru\e auth ad-eh | Shared access policies  « o

Grerrvere
- ]
R e ppmasgd (AR

& tan

A HNETEY H =5 R SR B

Create

B =15 7] K%

$P 6 : NEHG B ZHWEHCFHETRZLEH(SAS)ER

NREFHHNHZIH R KM eh SASEKBEE REANERP,



=) Regenerate primary key ‘=) Regenerate secondary key | [i] Delete
Event Hubs access control with Shared Access Signatures Lear more

Claims

' Manage

Primary key

3
ﬁ.

Secondary key

9
=

Prirary connection string

Secondary connection string

TAL Aalica AT 1M

EHEERFTHS

BEEER . EHHiICEPrimaryEEF/FHR,

FRT7  EEHROBRMZRRNIBREH ORI

1)MNamespace3K £ # | #%£$ZEntities > Event Hub, 2+ Event HubSABIZFHIEHEHI,

| &= Search 3 ¢ <+ EventHub () Refresh G
= Overview
J2 Search to filter items by name..
B Activity log
fn Access control (LAM) Mame
@ Tag: Mo Event Hubs yet.
/. Diagnose and solve problems

2 Data Explorer
= Resource visualizer
* Events

»> Settings

~  Entities /
i, Event Hubs

o, Schema Registry



BIZMEIE M 0K

2V RFEHZEBI DB R , ARG HE THReview + create,

Home . Event Hubs . captive-auth-ad-eh | Event Hubs

Create Event Hub

Eweni Hubs

Basics  Capture  Rewview = create

Event Hub Details

Enter required settings far this ewent hub, includeng partion count and message retention

Mame * (0 I! captive-auth-ad-eh-1 I

"

Partition count

Retention

Configure retention settings far this Event Hub, Leam more

Cleanup policy (T Delege -

Retention time (hrs) * 0 1

mafi. 1 howr, max. 168 hours (Tdays)

Review + create < Pravious MNext: Capture >

NEHFPORH S EET

WIER I , ¥ thCreate LA E Event Hub3EHl,



Create Event Hub

ﬁ Valdution suioeeded

Basies  Caplure  Review + create

EW Hubs indtande
by Misrodoft

Bagicy
captive -suth-sd-eh-1
1

Retentson
Dl

H 1

Capliste

o

< Previous |

THE S AU K Al

BEEEE . E#HidFEEvent Hub3:4& #r.

SR eEBHHPOREZHNARBREAFORPIEAEAL

R E—HPEENHEHRKH,



= captive-auth-ad-eh | Event Hubs

Event Hubs Mamespace

= Search | - 4 + Event Hub l:_. Refresh .'S;H" Give feedback
) | £ Search to filter items by name...
B Activity log
Ao Access contrad (LAM) Name Status
@ Tag: captive-auth-ad-eh-1 Active

X Disgnese and sobve problems
. Data Explorer
e REsoutce visualizer
¢ Events
> Settings
~ Entithes
= Ewvent Hubs

T Schema Registry

RSO EE

2)MEHSEHIFEEMASHEEE , REUE-—MHRHEREL.

£

|/ID Search | -+ Consumergroup ()

Onverview

| & Search to filter items by 1

Fe tccess control (IAM)
. Diagnose and solve problems MName
£ Data Explorer £Default
& Explore in Microsoft Fabric
-« Resource visualizer
~ Settings
Shared access policies

&= Configuration

i" Properties

L Locks
~  Entities

= Consumer groups

#  Features

BIEERESA

yNEREADE , REETHUE,



Create consumer group X

Consumer groups

Mame *

captive-auth-ad-eh-cg

FEMIMAEREA

EEEER  E41H#i2%%Event Hub instance Consumert & #.

FI]I : RIFWENE

NEbEt , MR ERSRAPXEE, MRRKBFIEXEME , FZEREENERSR

- FEIMRE2S — NAEM (SRR ERAUENSCVNA  ARENEREHEIA)
« S22, FHIE2
« RREBM
- NA (&F&%)ID
- BEZ(#EFP)ID
- $|2 FH®6
. BEPImEHE
- FEINBRFELS — BEHHL
- 6 , FHTH1
- EH@ A Z=[H
. EEEFHSR
- S]7 , THE3
« EHEHI ( B ) BRF



- $8% , FHE]3
- EHEAEARBR

£ 10 : EEEntra ID Audit Log StreamingZ|Event Hub

1) S EEntra IDIEFEE.

I (} entra id| }{ -

All (99+) Services (48) Microsoft Entra ID (28) Filters +4

Services [48) Sea more

& Microsoft Entra ID

EEH S ZEntra IDMEFEE

2) W 3 2 FR ik B Monitoring > Diagnostic Settings.

) Overview

B Preview features

7% Diagnose and solve problems
» Manage
* Monitoring

3) Sign-in logs

E Audit logs

m Provisioning logs

% Health

¥ Log Analytics

@l Diagnostic settings

iR B i 1%

&

3)i%&$EDiagnostic settings > General , A /5% i+ Add diagnostic setting.



Diagnﬂstic Set‘tings | GE”EFEI F /R g Can you explain how to send diagnostic log:

2 < O Refresh ,ﬁ\_v' Feedback

~ Di ti i \ , . ) .
'agnastic settings Diagneostic settings are used to configure streaming export of platform Ic

o aneral Diagnostic settings

.7, Custom security attributes MName Storage accou

I + Add diagnostic setting

NI iR E

MNRZHEBDEAMENAR , EHPAuditLogsE1EAE LIS , Hik# Stream to an event hub&E %
., SEZHREFIZRNE , TR/EETSave,

Diagnostic setting

El save X Discard Delete 87 Feedback

A diagnostic Pelling specifies a kst of categories of platform logs and/or metrics that you want to collect from a resource,
and one or more destinations that you would stream them to. Normal usage charges for the destination will ocour. Learn
rare aboul the diflerent log categodies snd confents of thode logs

Diagneostic setting name * Il u,u:rwe-poqal-aml'l i . I

Lags Destination details

Categories )
|:| Send to Log Analytics workspace

H S '--.-*‘ﬁ_

I:I Mrchive to a storage account
[ signintogs \

B siream 1o an event hub

D MaoninteractivellserSigninlogs
For potential partner integrations, click to lesm mare about event hub integration

D ServicePrincipalSigninLogs Subseription
gt
[ V

D ManagedidentitySsgninLogs

Event hub namespace *

D Provisioninglogs | captioe-auth-ad-eh w
Evert Bub name (apticnal) @

D ADF5SigninLogs | captrir-auth-ad-ehe1 W J

] risteyissers Event Fub palicy name

| = |

[ useriskEvents
|:| Send to panrsr solution
] metworkaccessTrafficLogs

—

HERAERNEAIEH O



FAMER : BEAzure IFMC/FTDE3) B0 KW IEE &

S| 1 FEAFMCHSE EAzure SAML/Entra ID4H 15,

1)fEFMCH | i&#Integrations > Identity > Realms,

= Integrations = %
Manitor
Dynamic Attributes Connactor
ZF Insights & Reports b
Security Analytics & Logging
%  Events & Logs
Splunk
B8 Insights & Reports 3
Cloud Services
Manage
Y Identity
(1) Palicies »

Identity Sources

= )

1I Objects

F.B Devices 3
& Secure Connections > Users
(_ &  Integrations ) Active Sessions
Lisers
q,"'\ Troubleshooting > User Activity
&5 Administration 5

+ Show more

3 Find in Menu

H R OUEEE

2)¥ HAdd Realm T hI%lIEk , R/FIEFESAML - Azure AD,



Reabms Realm Sequences Praxy Sequence Sync Results

Local

Active Direclony'LDAP

There are no realms defined yet.

WIISAML Azure AD4RIE

) NAzure I P BB MAMIFBELEREFER | ABARMEERE TR HIRFIERFERBEEFTAzure
ADH 1T B 10 1 UE =5 5 F 58 I R 4% ] = Xt Azure AD, #5 Nexto

Add SAML - Azure AD Realm ®

o Realm Details

Mame *

[ azure-entra-saml < l
Description """-..____

[ Active Authenication IdP - ]

"‘--.‘__---

Identity Provider *

Configuration Type

Authenticate passively with Azure AD or USiI"lEI captive portal with Az... = k\
Authenticate with ISE
Download wsers and groups from an identity sowrce like ISE for use in passive
) TR P P T T R T

4 '
Authenticate passively with Azure AD or using captive portal with Azure AD
3 Efther dowmnload users and groups from Azure AD for use in passive

o

authenlication rules or download vsers and groups from Azure AD and use with
capiive portal achive authenlication rules

M P

Bl EAzure ADSUEIRE

4)iEF KRB ENFQDNN RENEARURL, AT BT FRRBIKSEMID:

https://<fgdn-base-url>/<uniqueSuffix>



EESAMLEAIDER (E THNEERFHPAZETIE ) N, FRRERESREPHEA
SSOXMPEM—1, EBURASAzure SAMLELE T, EARURLEEBN BB RELRT

Assertion Consumer Services(ACS)URL£ Bz B A A%,
 fEDevices > Certificates T , EFEFEFMCH 2 51 TERBEDS R IEMH RS IR ARE (SP)IEF

MAXEEE  EETHRSEHBEABEARCEESE , ABATHBESE AAzure,

Add SAML - Azure AD Realm ®
(1) Realm Details Edit
Name azure-entra-saml
Description Active Authenication ldP
Identity Provider Azure AD
Configuration Type Authenticate passively with Azure AD or using captive portal with Azure AD

o SAML Service Provider (SP) Metadata

Base URL * //

[active_auth_fqdn +«—

®v| +

Must resolve to the interface(s) of source security zones used in an identity policy.

Entity ID *

[https:,n’,fftd—inside.example,com;‘samlfsp;‘metadata!activeAuthEntlD ] (]

Unigue, alphanumeric fdentifier for a SAML entity.

Assertion Consumer Services (ACS) URL *

URL at which the service provider receives SAML assertions from Azure AD.

Service Provider Certificate * /
[FTD-SP-Cert < ® v| +

Certificate used for SAML authentication and TL5/5S5L communication with the secure
threat defense device. The certificate must have the value you specify for Base URL that
must match the Commeon Name (CN) or Subject Alternative Name (SAN). The certificate,
which must be in PKCS12 format, must be trusted by clients.

(Download Service Provider Metadata)

Fl B EAURLASERIDH T 2 SAML T IE

5)% HNext#: FIRealmii B #YSequence 3,

S 2 EAzurett N AR A SEEFMCHELE A SAML SPt$idE

)& fEAzure , ARF%EREntra ID > Manage > Enterprise Applications. 183 LA #6122 I Microsoft



Entra SAML Toolkit Enterprise 8 f 12 FF B9 3245,

HH = Microsoft Azure (1} Search resources, services, and docs |

Homa Enterprise applications

i Enterprise applications | All applications

4 Mewappheation () Refwsh ) Download [Expoet) B e nie ZZ Columing B Prsew foatanes
> Oreerview
i View, filter, and search applications in your organization that are et up to use your Microsaft Entra tenant as their Identity Provider.
hd age
The list of applications that are maintained by your organization are in application registrations.
Bi Al applications
g Private Network |2 captive-auth-5AML | Application type == Enterprite Applications
| conmectors
1 applcation found
& User settngs Hame Ty Object 1D Application 1D

B App launchers & Capthve-Auth-SAML *"-.—-———-

F P S i p

# K Microsoft Entra SAML Toolkit R A2 F

AMNMESMREFREFERE>EQER

Home : Enterprise applications | All ap

iz Captive-Auth-SAMI

Enterprise Application

i Overview
[I] Deployment Plan
A Diagnose and solve problems
~ Manage
Il Properties
L3 Crwners
i Roles and administrators
&2 Users and g-‘ouV
3 Single sign-on
2 Provisioning

G Self-senvice
EFEEQEXEE

3) A HSAMLE & F(SSO)ER,



) Captive-Auth-SAML | Single sign-on

Eriprprive Apphcrion

Single Sgn-on (S50) ade pourity Bod OOfBRRnnn whiss woers 1 on 1S appliations in Mool Eatrs 1D by enalsing & wer in
PO CIARZIGN BS EHS N 10 Eviry SppBotion thiy wie with oaly o stcounl One th user kog into an applcation, thit
eradpatial i uied bor ol the cther spplcations they fpd sCceds bo. Leam mere

B Ovwriaw
m Depeoyrrant Plan
K Dagnoas snd pober probisme

“ e Select a single sign-on method  kelp me decide
LI
& Ownen
Désabled {3 SAML Cghy  vinked
& Roley srd sdminerinion Single ign-on i not seabled, The uier Fich and secure sctherdcation io Limk: 1 s apgplication in My Apps
X W b abie b bunch the app from spplcatinns ying the SAML [Renuty anclfior Offior B appisaton Lesnsher,
& Uhers ard groups by Apgs Axprion Markg Languspt) prosscnl
D Gingle sgn-on
B Provisioning

T esrace

SAMLE QB FEIEE

4)%¥ HUpload metadata file , R/G 2 HE B XHREFI LR X HRS , LERMFMCTHH
SAML T EHE 3244

Captive-Auth-SAML | SAML-based Sign-on

ErSergr '.l"'.l'ﬂf" o e
T Orarge single siga-on mode  [H Ten this sppbcation B ot teedai?

B overvew Upload metadata file,

I Depteymen Fan Walues for the Seids below are provided by Captive-futh- SAML You may either enter those wakees maraally, o

3 Disgnean i obo prokiemd upicad & pre-gconfiguned SAML metadata e i proviced By Caplive-Acth-SaML

o RABARE |$-rf'.|1'-r |
B e M
B e

Bf K S TR R O AR ST BRSO

5) EfEEME , B HAdd,

Captive-Auth-SAML | SAML-based Sign-on

Enterprise Application

T Upload metadata fle ) Change single sign-on made IS Test:
Crenriw 3
= Upload metadata file.
([} Depioyment Pian Values for the fields below are provided by Captive-duth-SAML You

& Diagnase and sobve problems uplead a pre-coenfigured SAML metadata file if provided by Captive-#

“ Manage | “samiSPMetaml®

Il Properties

& Qwmers —

ANINSAMLEL B N ARER

6)REHFE REARSAMLE ENMENR , F EM B3 L& HNANFMCIRESPITHIEXMLI 4 F12
EARIRAF ( S54KID ) MACS URLF{E, ER , BRURLKESR , RIFZAIFEEALLEFURL,



Basic SAML Configuration
H save Y Got feedback?

Identifier (Entity ID)* O
The unigue 1D that identifies your application to Micrasoft Entra ID. This value must be unigue across alf applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntlD W A @

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service”™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/acsMtgname=azure-entra-saml .~ | 0 | @

Add reply URL
Patterns: https://samltoolkit.azurewebsites.net/SAML/Consume

Sign on URL *

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated singfe sign-onm.

L

| Enter a sign on URL

Patterns: https://samltoolkit.azurewebsites.net/

€ Please enter a valid URL starting with "httpsy//". If your URL has query parameters, ensure that there is a slash preceding the
question mark (i.e. /7)

€ This field is required

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

| Enter a relay state ]

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url "

EARSAMLELERER

NERLENERURLER , EFIAMME , FETHF RALTNERR Save,



Basic SAML Configuration

= save a7 Got feedback?

Identifier (Entity ID) * ©

The unigue 1D that identifies your application TorMicrosoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://ftd-inside example.com/saml/sp/metadata/activeAuthEntiD v m

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * &

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/facs?tgname=azure-entra-saml 0 . (0]

Add reply URL
Patterns: https://samitoolkit azurewebsites net/SAML/Consume

Sign on URL*

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

*

.https:h’samltoolkit.azurewebsites.net.r‘ «) v
Patterns: https://samltoolkit.azurewebsites.net/

Relay State (Optional) @

The Relay State instructs the application where fo redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used fo send the SAML logout response back to the application.

Enter a logout url ~/

BRURLEE%RE

@ TRZIBISAML Certificates , RG-S HAzure £ R B E TEHIBEBXMLI M , LUM{ES A FCisco
Secure FMC,




'B SAML Certificates

Taken shgming cortificate 2 e
SEATS Agtnie

Thumbprnt

Exgiration

Motificatvan Email

App Federation Metadata Urd n)
Cortificate [Basecd) Dorarnilgad

Certificate [Raw) Derarnilpad

Federation Matadata XML Dewrigad e

War heaison H!"'Ilﬁﬂﬂ‘!-{ﬂﬂ"llﬂﬂl“ ,-? Edit
Regiiined MNa

Actve Q

Exgiiiadd ]

S HEA THRIEXMLI

S, 3 FRAFMCHESE EAzure SAML/Entra IDSUE ( 42 )

1)SMEFMC, f£Sequence 3, SAML Identity Provider(ldP)Metadata ™ , fFMAzure T 25 H
BRETBEXMLX M L& EIFMCEL BB E R AT RN E.

a SAML Identity Provider (1dP] Metadata

Entity ID *

Uinigue, alphanomenic identifior for @ SAML ontity:

Single Sign-0n (SS0) UAL *
':"F:I'ul'._

LARYL do your identity proviger, You must include the scheme (o9, hitpsy]

IdP Certificate *
Select... - +

Choose & ootificane from the st ov updoad 8 now certficate in manua format

A Chck 1o upload or drag and drop a file.
Upload XML <=

Fetiration XML you dewnioaded from AZure AD. If you uplosd This, you dont have 88
oo the other valies in this sechon

LEBRE TTHBEXML

2) bfRfE , REERBRUTARETER,



]
o SAML ldentity Provider (IdP) Metadata

Entity 1D *
h![l.'lS-:.'.'SI s windows. netf

Uirvigue, alpfsnuraeric ioeianifior for & SAML ennt)

Single Sign-0n (350) URL *
https:fflegin.microsoftonling com/

LARL o powr idandily prowicher, Woo must sciude the schame (e.g., htpsai]

IdP Certificate *
Certificate-

Chagse a cartificate fram the Nsf or upload & new cortifheats in manual farmad

" Click to upload or drag and drop a file

Upload XML

Foderarion XML you downkaadiod from Azvne AD, If you upiesd this, you don'T ave o

ERer I CENEY vaVLeS i DRIF Sachion

BEEXRHNSAMLE D EEREFE

S

=ik e 1] 3

MABELINENKELEPWENE :

o NFEAM
- N (&Fi#%)ID
. BEPImED
- B (#F)ID
o Efdi
« EHGBZE R XA
« EHR B Z R X EZEFRFS
« EHEHI ( B ) B
- EHEREAEH



Add SAML - Azure AD Realm

° Azure AD Details

Cliant ID * Cliant Secret *

[ B5160719-965f-4fed-80ec-828607c ] T R T ]

Appication IR [a5e referred o as clent 1D you  Fecrel string that the appWeation uses 1o prove

created in AZuee ADP il ity whan requasting & tokan.

Tenant ID * Event Hubs Host Mame *
afdZbacD-52aa-4291-92db-S25E199¢ J captive-auth-ad-eh.servicebus. windo J

\ \

Microsoft Entry I antity that fypicailly Hostname of the Event Hub Namespace.

ENCHMPIEFEF & Mrganraiion, DiEplayed in Displayed m Everd Hubs » Event Hubs

Arurg Enlra i + Froparties. Namaspaca,

Event Hub Hame * Consumer Group Mame *
caplive-auth-ad-ah captive-auth-ad-eh-cg

Mame of your evanf hub. Displayed in Event A wiew of an antire evint hub. Consumer

Hubs Mame Space + Chearvigw groups enabie conswming applications te each

have @ separate view of the avant stream.

Event Hub Connection String *

i
| Endpoint=sh://captive-auth-ad-eh.sanvicebus. windows. net/; SharedAccessiey: ]

Event Hub Connaclion Sinng: Unigue idemDiler fov ihe sverd il (3is0 referrsd 1o 28 Tapic of
endpoind). it is dispieyed on the Azure AD portal in Everd Hubs -+ [name of your ovent hulby) -
Shared accoss policies - fname of policy).

USER GROUPS L&

) Excluded User Groups
@} Included User Groups

active-auth-lab

Enter cnme or morg graups from wivich io
downioad users for ideniity condrod. Uisers in
thass groups will e svallable for use in sccess

corrod ﬁms.

@ Test connection succeeded

WANRAMEBHHRUMER

MAE , RENHREERE  FAERRENEEBINATLERAzUre,

%
EE NRER , FRARER/EENEAFASEntraBlERIE—H

NHESHWERE—FTATFEEESAMLEFINE TR AP BN, BRIAMERN 14405 5,

o User Session Timeout

SAML Captive Portal Users

[ 1440 Minutes Range 0-35791394




L B AR A 45 7] P At

5)$EEN€X’[?H§§§°

After the timeoul is exceeded, the user’s session ends; if the user continues lo access the network without logging in again, the user is seen by the

management center as Unknown (except for Failed Captive Portal Users).

5 FH Azure AD4RIEI L & Bif i3

6)aSRECKEHNEENHE., RIEABINAGANES , EHERBETSave.

@ User Session Timeout Edit
SAML Captive Portal Users 1440 Minutes
ISE Users 1440 Minutes

TERERERTRA

SRA4:RETHWAF
NWERER>F0>9E TEREANIENTEIZRE , BIATLAMAzure Entra FE& AP,

Mama * Type Bencription Proxy Satun = Vakog

e e— SAML - Azure AD [capthee portal) Acove Authenicaton i hiox Apphcabie o o prersistl . WD) Enabled

MAzure ADTFERF

2RI FEAER TR , BEHYes,

Sync Groups and Users for Realm

Are you Sure you want 1o downloasd usersigroups for realm azure-entra-
samli?

Mo



#iAMAzure ADTEAF

)THEFSRXERINMNAFRFTIANETEHMNE , WNotifications > Tasks FHIAR .

© Azure AD Download

Download users/groups from azure-entra-saml
Total objects downboaded: 1 users, 1groups. e

BT MAzure ADTERAFHBEZZE

5 5 BB 1 EFMCH Bl B KRB

SR BEREBRRK

1)EFMCH |, i£$%Policies > Security Policies > Decryption.

= Policies
Monitor
Security policies
E;_E.' Insights & Reports 3
Access Control
& Events&Logs >
Intrusion
E"E Insights & Reports P
ldentity
Manage I Decryption
L'T/ rallcies I Prefilter

%=  Objects Malware & File

SR e

2)RdiCreate New T #1515k , R/F1%EFDecryption Policy(Rule-Based).



Decryption Policies (e ot (TR ©

Dacryptian Palicy

Decryption Policy (Rule-Based)

There are no decryption policies yet.

B R Y BT Y 2 2 SR

NRETFHNNFHBERREPEBHMEE (MREE ) |, ABEEEHOutbound Connections(User
Protection)i& I Fi&£1T , LASKHERR HI M &[] & 101 EFT FE#Y Decrypt-ResignZh 88 ( £330 5 17 51iE
) o

Craate Decryption Policy

‘ Poticy Dotsils I Blecking P Decrypiien Eachuticni
Lrden mamee, risrgien, Lo Stang] Sorfaere boun g Dpteora] ConTapure aerhnen Mo
proby Byps dnd oarificad Based on TLS wedion and

crifsna vl

B A decrypton poboy s not requied b ARy periem appicaton of URL dacovery, nasead, you can use TLS 13
Server ety Didoiwery o e SCeeds contral gy

Hamas =

T ————— ‘___,_._-—l—-"-.-

Deseription

Decryphice Poboy Tor Active Authericabion

uAbound Connes lmd [ et nbeursd Conneslisnd

a
. ~ : o : - ‘
Irvteanal CA Derwrioad
R Imiemak-Lab-Ne. B = Mo nerwevis/ports assockfed

| internai-Lab-Metwork-CA o

& Creats Haew ~
Cancel Ship

AME =X EERAER THFIRPIEREZBINARNEBCA, #F Nexto

5)REFE B E LT



Create Decryption Policy ®

@ Policy Details ————————— ° Blocking 3 Decryption Exclusions
Enber nam, description, choose (Oplicnal) Configune lociing [Optional) Configues exchusions for
policy type and Cenifoales Eaiad on TLS varsion and S Bound £onneclions.

certificate status

FJ Block inbound and outbound connections based on TLS version

We recommend Blocking the following because they are not secure,

FHVED ® TLEVLD X TLEVLY X

|| Bloek inbound and sutbound connections bazed on server certificate status

We recommeand Blocking the fcllnmng becauwsa thay are not secure.

Invalid Signature X Explred Mot Yot Vakid X

e —

Cancel Skip Back
—_—

B)EARBIF |, ERHREE , (EFFEMPolicy DetailsBR#h, # iCreate Policy e KBl &[5



Create Decryption Policy ®
C Policy Details @ Blocking o Decryption Exclusions
Erder name, description, choose Opticnal) Configure blocking {Opticnal) Configure exciusions for

paolicy type and certificales based on TLS version and outbound connoctions

ctificato sLatis

Decryption Exclusions

[7] Bypass decryption for sensitive URL categories

In many arvircnmants, corain categories of websies are not inspeciad for regulatory, compliancg of privacy reasons. Customize the Est
badiorey 1 By paes inspaction for designated categories
MNote: WAL Liconse is Required

URL Categories: Finance Online Trading = Health and Medicine

Bypass decryption for undecryptable distinguished names

Eypass decryplion based cn Cisco’s Bst of known undacryplable distinguished namas
Motec  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
chuid decryplion 1o fal fer ungupported distinguished namos

& 56 Distinguished namas included ~

Bypass decryplion for undecryptable applications

Cestain applications are not supported for decrypton due 1o a varety of reasons {certilicate pinning, client certificale authentication, and

£0 cn). Thit option bypaiies decryplion based on CHoa's it of known undecryplable applicalicns

Mote.  This optson is selected by default 1o allow tralic which cannot be decrypbed to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

& 50 Applicatsons included

Intelligent Decryption Bypass

|| Bypass decryption for very low-risk connectiens

Byparid decryplion Toe vy low=ridk cliams connecting 16 trugled serverd,
Mg Do ot decorypt tralfic for very lowe-risk clents conmocting to trusted servers, based on the threat confid

Cancel | Skip | Back Create Policy
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SR 2 BEMAB AN

NETFANNEZREARARBNTAIT. SRIABANANFTCERENRE , SlRN3 (5|AFK
EREBENEENTMOESIR ) AN ( SIAREALTERBONARREF ) |, FESHANTTHERES
— E#ZEE"(Decrypt - Resign)##1E, XLEERIAE K “BRIARVE"(Default Action) T RIEFE EH 1718
W, BRINBERT , B H AN A REEZE Do Not Decrypt,

Azure Authentication Service RETREMZ LR ITRE , Rt A EHAGIBETRAMAN, £+ Add
RuleFF %4,



active-auth-decrypt-pelicy

Docrypon Polcy 1o ACtive AUThontcaion

Riles Trustod CA Conificates Ursdecryplabie Actons Aanced Semings

. Hame

Adeministrater Rulos
This category is emgtly

Sandard Rules

3 B pute-Rule-Undecrypt

B Arn- M- Uncecryptatd

7 B At Mgle-nigrmal-Lg

Root Fules
This cabpgaly i amply

Dedault Action

Sourcs

Dast Zones

Sousce Dasy
Hetwarks Hetworks

AIAN & RETRIARN W B R/ /B

VLAN

Tage Usars

Applicatio.,

Tags: undecry any

Categories  H5L

DN ealaction

Do not descirypt

+ Add Categery & Add Rubs | Sapreh Hidgs =

Dot Porte

Action

& Do nat
deerypd

-]

-]

B Do not
decrypt

& Decrypt -
Rasign

DNFHEZREBANSKE DEEF , MNIRME"(Action) THLFI R FIE B R R (Do not decrypt) , F
HRNBEFRKEEHRUTAE, EEHEIR/ B F5XE 0 — SR/ DANEE,

Add Rule

Mame

| Azure-Auth-Service-DND

Action

[ B Do nat decrypt

Zones  Metworks

Available Tones

Q) Search by name

WLAM Tags

Usars

g“\x

Inzart

| above rule

Client Threat  Applications

Porls  Category

Source Zones (1)

V|Ga

Certificate

DN Cert Status

Cipher Suite  Version

Destination Zones (1)

Logaing

Inside_Zone

lﬂutsldc.func

Inside_Zone
Outside_Zone
DMZ_Zone

[y sy A

Add to Source

J)ERMAMNM Z 8 , B EHApplicationsi T+ , # R H K dAzure Authentication Service AR
&8 #HAdd to Rule , AAfF £ HAdd,



Add Rule ®

Name Insert
[ Azure-Auth-Service-DND l £ enabled above Fule - ] [ 3
Action
[ & Do not decrypt w |
Zones Networks VLAN Tags Users Client Threat Applications Poris Category Certificate DM Cert Status  Cipher Suite  Version Logging
Application Filters (= Clear All Filters ®  Available Applications (2] O Selected Applications and Filters (0]
[D.ﬁeaﬂ:htq,rname l [Qa:uma & ] any
~ Risks [Any Selected) B [ auapps matching e fier
D Very Low 809 Azure Are o
D) Low 75 Azure Authentication Service o
) Medium 2239
) High 1823
) Wery High 609
~  Business Relevance (Any Selected)
i At | o
r ] S
Cancel
W INAzure B 13 58 IE AR S5 R F A2 B #0
4)¥E HSave,
active-auth-decrypt-pelicy You have unsaved change
Decryption Policy far Active Authentication
Rules  Trusted CA Certificates  Undecryplable Actions  Advanced Settings
+ AddCategory + AodRule | C. Search Rues ®]|
Source Dest Source Dest VLAN Source
il Zonas Zonds Hatwarka Hatworks Taas kil Applieatio.-  porty PmPorls (Cotgories: i
Standard Rules
a My 1 My py ] ey T an e e A 20
any any any ary any any any any any any t Q R g n
3 @ Azure-Auth-Sorvice- Inside_Tone Outside Ton any any any any Azure Authart any any sy any :::: 20
TR17 2 R SR M

S 3: IRSHRK

1)i%&$ZPolicies > Security Policies > Identity SA 812 & 17 5K & .



Policies X

Monitor
Security policies '
K_E Insights & Reports »
Access Control
# Events & Logs >
Intrusion [
H.;E.' Insights & Reports > [
' ( Identity i
Manage Decryption v
@ Policies Prefilter
B B 1) KR

2)BIEFH B KRS , AAJE A a new policy,

Identity Policy Bomain Status Identity Mapping Filter

Last Modified

Compare Policies m

= 's creabed. Add a new policy *

AN INET &0 R B E

YN MM 0 B &M (NFER ) o Click Save.

New Identity policy @

Mame
[ active-auth-id-policy ]
Description
Identity Policy for Active Auth ]
Cancel
R B D KRG

SR 4 RESHREAN



1)EE R+ H N (Add Rule) s sl

active-auth-id-policy
Idenify Folcy for Actve Auth

itity Wlaggng Filer O

Hru Hurs 1 ek
P Bilive Autteriaation
t Add Categoey t Add Rule Search Bulon
§ Hamg Sowce Toner Dot Torms = Dot VLAN Taga Source Paris Dot Porte e adrs Actean Auth Protecol
Hetwarin Metworks

Aireardgiraner Frules
Standard Ruley

ANINFT & A7 SR B A

QRNFANEGEBF , MAction FHIFI R F ik Active Authentication , FH 45/ SH N PCF F BEI 1T
Active Authenticationf943 & X 3/ M £& .

Wt

Add Rule

Mame Ingert
Active Auth ID Rule ¥ Enabled into Category - Standard Rules w

Action

Active Authentication

Realm: MNoreaim  Authentication Protocol: HTTF Basic Exclude HTTP User-Agents: MNone

Realm & Settings

Zones Metworks VLAN Tags Ports

Source Zones (1) Destination Zenes (1)

Available Zones
o

0, Search by name
P
Add to Source

Inslde_Zone
Outside_Fone

DMZ_Zone

Lancs m

BB X3 S HRIEMNRE

) B HAddZ B , BIEH N 4%EES A ¥ dTRealm and Settingsi£ W<, #IATE 5 E Y 2 B A B B 9 40
HHE R B HRRIESE , RERERM,



Add Rule

Mame Ingert -

[ Active Auth |0 Rule J u Enabled into Category - J [ Standard Rules bl

Action

| Active Authentication - | Realm: azure-entra-samd (5., Authentication Protocel: SAML Exclude HTTP User-Agents: MNone

Zones Metworks VLAN Tags Parts Realm & Seltings

Authentication Realm *

| azure-entra-saml (SAML) v

Use passive identity if available.
Active identity realm is going to be used as a passive identity realm

Authentication Protocosl

FHTTP User Agent Exclusions

Cancel
BB & AN 9 S AR E
A)RnHAEEMN, Click Save.
ﬂcﬂ\fﬂ-uuth-Id-pO“w You have unsaved changes m
Isentity Pakicy for ACtie Auth
Identity Mapping Filter @
MNang - . How it works
Rules Active Authentication
+ Add Categery + Add Ruls O Saarch Mules )
Source Dest
& M Sowrce Zones  Des! Tomes Matworks s VLAN Tags Source Ports Dest Poms Raalm Action Ak Prodesol
Adminisirater Rules
This cakegory ks emply
Standard Rules
1 Acties duth 1D Rule nside_Zone (fo Outside_Zone [F any any any any vy azure-entra-san Active Authentication SAML ¢ 0

Reot Rules

This cabegory is empiy

RESORBANEE

HPR 5 BBV R)EHI R B

1)1%£$2Policies > Security Policies > Access Control , /g REFTD % BEL 2| Access Control
Policy.



— \
- Policies = X |
Maonitor
] Security policies
Z¥  Insights & Reports >
(hccess Control )
& Events&Logs >
Intrusion
F:E Insights & Reports >
Identity v
Manage Decryption
(1) Policies N
TRl R I SR B L

2)TiN 2 B PR R G B Y AR 2 SR G © S A T 1 R4 R SR B

&, Return to Access Control Policy Management

w'lab-net-acp &

L Packets -+ & Prefilter Rules - {:} Decryption |+ @ Security Intelligence —+ {:} Identity + @ Access Control

5 Total 2 rules
[ Q Type to search Decryption Policy @ j

Decryption Policy

source

C] Mame (7} active-auth-decrypt-policy Edit 2
MNetworks Za

C] + Mandatory 2 rules (1- 2) a Enhanced application and URL detection @

O 1 Inside + DMZ (Dt il

AR 2 SR LA T 42

WA B LT RAEER B 13RI BN A T 15 AR5 M, RIFREER,

You have unsaved changes [ Analyze ] [ Cancel
{:} Identity |+ @ Access Control 2 More Assigned to 1 device

P n;n —
Identity Policy @ ~ == 0N | Add Category Add Rule

Identity Policy

Destination
- I| active-auth-id-policy Edit” W ] Applications
Metworks Ports

R 5 40 SRBE RLA T 175 (R #2215



HEAFEARES REEFAREEXDHTENFHRIEEEY

YR BIE 48 E SRR B RV R BT 55

B2 NFHEAN, bR R

Source Destination
Mame Astion Applications
Tamvod Matworks Zones Hatwarks Parts
w~  Mandatory =
1 Inside -+ DMZ [DN5) Allew s Inside_Fone o DMZT_Tone DMS
" o DMZ_Zor
2 DMZI-Inside + Oulside A it i 4 Cutside_Zone

o Ingida_Ton

w Dafault (M

RPHEFEREANSE

SR 6 REEHBININRZEH R RE

HEE , REREBNE T HREIMicrosoftE KM B TR T , SAEMAzure Entratl{T 31 & 435

Uk,

BXBALIEEFNBFENEMET, F25H0 & iF
Azure AD(SAML)4iiE, — EY : FMCiR BB EEE10.xF RIS,

AT

v

EALBS IHDBARERSEE Ik,

GUI

BIUFFMCHE AP 2ERES -

« & Integrations > Users > Active Sessions,

B Microsoft

"c'u';'éln'. - (-?:I.[.)P?:EEI_IX.?rei fllur.eg\n:illlmh-:anagement Center o s o0 ©
@D Switch to legacy Ul
baribar 2 ke ory ~.. [(LaginTime | Last Seen
RERESNUNE R Login Tims RsalmiUsemame Last Seen + Authentication Tyne Current IP Sossion Duration Realm Usernams
T EventskLogs [ 2026-10-07 21002 pte-pc 2026-10-07 021002 Active Authertication 1min 40 s e
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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication

. 1%£$EIntegrations > Users > User Activity,

elivered Firewall Management Center
Users | User Activity

(@ Showing all 2 activitles 4

¥ Insights & Reporis O
L) Time +

Q search & 00O @
WD) swich to legacy 18
Lawt Y hour =
Event Blery Disgavory. Authentication Type 1P Addegis Start Port

& EvenisdLogs HE-10-07 0210102

]
[0 028-10-07 02:10:00

FMCH F &z

Wser Login azure-enbra-saeni Microsoft Azure Anctive Athentication

User Login TUTE-OnbT- e Microsof Azure Active Authlication

EAzure £ |, BfnFIMicrosoft EntraB IS :

- WRALNA , BR/EGERNEA.

Microsoft Entra admin center

ﬂ‘ Home

i
% Favorites

f
> EntralD
@ Overview
R Users

{
2 Groups
&5 Devices
3 Agents

I Enterprise apps

| B App registrations
é)‘g Roles & admins
& Delegated admin partners
&  Tenant governance

Azure EntraB 2 mr/Ovid b 51 B Sin

- EEEF>BFRHE,

() Search resources, services

Home > Enterprise applications

=== Enterprise applications | All applicatic

&«

Overview
© Overview

#< Diagnose and solve problems

Manage

is2 All applications

&> Private Network connectors
Z* User settings
BH  App launchers

m' Custom authentication extension

Security

= Conditional Access

@ Consent and permissions
4

Application policies

-+ New application OR

View, filter, and search applica

The list of applications that ar

| O |captive- |

Name T, Obj

&  Captive-Auth... efd:



Home - Enterprise applications | All applications - Captive-Auth-SAML
) Captive-Auth-SAML | Sign-in logs
Enterprise Application

& 1 Download ~ 5} Export data Settings /2 Troubleshoot () Refresh 52 Manage view a7 Got feedback?
#. Diagnose and solve problems

=) Want to switch back to the legacy signin logs experience? Click here to leave the preview.

Manage - ~ -~
Y Add filter / Show dates as: UTC ) | Date range: 10/7/2026 - 10}'?;(2026\;' Application contains
A s
! Properties . : . a
8 Owners User sign-ins (interactive) User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins

» Roles and administrators

Bs

Date | Request ID User principal name Application Status

£ Users and groups

3 single sign-on 2026-10-07T06:10:02Z captive-portal-user@...  Captive-Auth-SAML Success

3 Provisioning 2026-10-07T06:10:01Z captive-portal-user@... Captive-Auth-SAML Success

© Self-service 2026-10-07T06:10:012 captive-portal-user@... Captive-Auth-SAML Success
Custom security attributes 2026-10-07T06:10:00Z captive-portal-user@... Captive-Auth-SANL Success

Security 2026-10-07T06:09:59Z captive-portal-user@... Captive-Auth-SAML Success

®& Conditional Access 2026-10-07T06:09:58Z captive-portal-user@... Captive-Auth-SANL Interrupted
2026-10-07 & g il - b ve- -

f. Permissions 2026-10-07T06:09:52Z captive-portal-user@... Captive-Auth-SAML Success
2026-10-07T06:09:512 captive-portal-user@... Captive-Auth-SAML Interrupted

@ Token encryption

2026-10-07T06:09:29Z

captive-portal-user@...

Captive-Auth-SAML

Interrupted

Activity

3) Sign-in logs

4l Usage & insights

Azurett B REFEFES AE

CLI

« EFTD CLI% |, £ a[LAEE SESAMLINE &ML~ a X EITER

<tfroot>

>

debug nmenu captive-portal 6

SAML passed requests captive-portal 14

SAML failed requests captive-portal 0

SAML passed responses captive-portal 4

SAML failed responses captive-portal 0

Total captive-portal bee-client messages processed 4
Total captive-portal bee-client messages successful 4
Total captive-portal bee-client messages failed 0
Total bee-client reconnects 0



HUEHEER

58 HI P 4517 7 i s

- system support captive-portal-debugis 5 AT i FFTD, it ERWMAEARER , HicFKHH
X BREBIEE , UABY TSI E P RE,

<{froot>
>

system support captive-portal -debug

Enable firewall-debug too? [n]:

y

Enable identity-debug too? [n]:

y

Please specify an IP protocol:

tcp

Please specify a client IP address:

192. 168. 20. 200

Please specify a client port:

Please specify a server IP address:

Please specify a server port:

Enable dag-debug too? (WARNING: current packet debug configs and logs will be overwritten) [n]:
Monitoring captive_portal and firewall and identity debug messages

Basel i ne output pending user Captive Portal authentication

iéé.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 match rule order 1, id 1 action Captive por
192.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 didn't find active binding, initiating capt
192.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 captive portal authentication started

192.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 defer trust until captive portal redirect i

192.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 Current state = S_INIT, Event = EVT_CP_RULE

Captive Portal probe intercepted and redirected to SAML | dP (generate_204)



192.
192.
192.
192.
192.

192.

168.

168.

168.

168.

168.

168.

20.

20.

20.

20.

20.

20.

200

200

200

200

200

200

53659

53659

53659

53659

53659

53659

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 AppID session with service_id: 676, url: htt

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_PENDING_USER, Event = EVT_

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 app event changes: service, client, host, ur

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 using ipv4 address 192.168.20.1 for redirect

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 encrypted redirect url: https://ftd-inside.e

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_REDIRECTING, Event = EVT_F
identity binding created

SAM. aut henti cation conpl etes,

192.

192.

192.

192.

192.

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

->

->

->

->

->

198.

198.

198.

198.

198.

51.

51.

51.

51.

51.

100.2 80 6 AS=0 ID=2 GR=1-1 looked for user_id with realm_id 2 auth_type

100.280 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

100.2 80 6 AS=0 ID=2 GR=1-1 IdentityFlowSetupEventHandler Retrieved iden

100.2 80 6 AS=0 ID=2 GR=1-1 New firewall session

100.2 80 6 AS=0 ID=2 GR=1-1 allow action

Aut henti cat ed bi nding persists across subsequent, unrelated destinations (no further redirects)

192.
192.
192.
192.

192.

168.20.200 54024 ->

168.20.200 54025 ->

168.20.200 54026 ->

168.20.200 54027 ->

168.20.200 19935 ->

R & 140 e fik

198.51.100.2 80 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames
198.51.100.1 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam
198.51.100.2 80 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 username
198.51.100.3 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.4 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

- EREFTDLEHEEIAF SMRSBIERRE , i57EFTD CLI L= 1Tsystem support firewall-
engine-dump-user-identity-data@ < :

> system support firewall-engine-dump-user-identity-data

Successfully commanded snort.

>



. TEexpertlEXWCLIF |, FHAFTDIRBN A EIE R EIEE RN , £
Ingfw/var/sf/luser_enforcement/user_identity.dumpH &E & ¥ XN AR

<ffroot>

>
expert

admin@ftd:~$

sudo su

Password:
root@ftd:/home/admin#
root@ftd:/home/admin#

I's -lah /ngfw var/sf/user_enforcenent/user_identity.dunp

-rw------- 1 root root 5.6K Oct 7 07:51 /ngfw/var/sf/user_enforcement/user_identity.dump
root@ftd:/home/admin#
root@ftd:/home/admin#

I ess / ngfw var/sf/user_enforcenment/user _identity.dunp

::ffff:192.168.20.200:0 realm 2 type 8, username azure-entra-saml\captive-portal-user@onmicrosoft.examp
1:ffff:192.168.20.200: SXP initialized 0 sgt O
ABP values: None
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RIE : ZHBATH ORI , /R 8RB R A FUR E iR
TRNEREFEFRINEETD , AFHEBRRIETZEE.

FRRFA R  BWIAN R ERPEECA, WA ERAVRAIFEIARNEBCAILS EZEFEER
5 IR A B BRSS 2R

B YEFiRESRSRAMERFNEIFE |, 2N EARURLERE “Server Not Found” , [E At
iR R EARURLRZE St ,

AIAERY R :DNS A iA M s DNSHL B 48 1%

BARAFR  BINFEFREE T A THENAILKNHEBDNSRES . BIARSSFEEMETEIFQDNY
AR , H B RS 30158 H @R,

HXxEER

- SIERTEFESHRRIUE (BEMNEITF ) BMicrosoft Azure AD(SAML)SUE, — FMCiR BB iE
$5E10.x

« Azure Event Hub3Z#4

« BFARZHEFIAY - Cisco Systems
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