ELZEPAE EREAZUre ISP VWANIE 3
H %

5 1 BB . Azure VWAN VPN S LB
1: 6#Azure VWAN VPN ZIZFTDY
S’ 2 . FiliEAzure APIPA
% 3 . FiiEAzure VWAN Site VPNZ

S5 . TEHVPNIESFE

%2 ME : BLEFTDUASEI BlAzure VWANKI IRISPIEE

Z 1:7 B HYVPNEL &

F 5 . ffLIPsec VPN
S’ 6 . BUFVPN#RTH
7 . BLEECMP
SR 8. FEBGP
FBRO : FlBEcBGPZEER

F)
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* Microsoft Azure & #AWAN(VWAN)
+ Cisco Secure Firewall Management Center (FMC)
+ Cisco Secure Firewall Threat Defense (FTD)

BRI LA HRAIETEAzUre N EHELE

« Microsoft Azure VWANSE 4
* Microsoft Azure vWAN Hub

ERREHF
AXEPHERETUTREGFE IR

« BRILZLFTDMRZ~10.0
« BR&LLFMCHRZ10.0
» Microsoft Azure vWAN

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHANERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

BRER

Lo XHEFTDER N E M Internet RF BB (ISP)MAE O |, MEOBRUTUTREDERE
F|Azure VWAN , It EB/NISPEEREEB S UAFIA . Azure VWANJ BN SEEEZRIZEH N Psechz &
( —E|Azure Hub Instance0 , —ElInstance1 ) , AttBENMSPIEZEOLKIEFHMNBE, EFHE
ISPEEEE £ | XS BIUSIPsechREEFTD L& 1k,

AzureEHIEER/EABEX TETURIAAFTEEN TR , REFTDEIFTEMNPsechg BN EMN
LHRF(ECMP)EERMIX—K, FABENLEIFEIPTU(APIPA) ML , FEEANBRENENREE
LB EBTRTHBARSERS (ASN)WIAZBL R M XD (eBGP)SBEX R, X5 ABGPZ
ZIhEE , NENAzure Hub Site LinkE X IRE SN TREE,

)
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B iEZH B A (DIA)SER ( Azure + FTDHIE S E/ TR )

Azure
VWAN
Active/Active

69, Zb‘Zzz
IbJEJ-%d

Azure Gateway Destinations
{configure as VPN Tunnel Destination|
Instancel - 198.51.100.50
Instance! - 198.51.100.60

BGP
AS 65515

Cnest=0
9 “3 HSP :a 25421 21/30

eBGP- — T

XVWAN-B-ISP2
P . (custom APIPA IPs)
=inside InstanceO - 169.254.21.22
VPN: CKVWAN-SiteB-15P-2-Inst-1
Tunneld "ISP2-Inst-1" -~ 169.254.22.21/30
servers B — 4 _eApp — e e —
Branch Site
Lg,
Teg b 10&? kg
(L;,-I.k 825422 f‘” Choose addresses within Azure allocated APIPA Range 169.254.21.0 - 169.254.22.254
Gp oy 0%3

FTD requires subnet mask on VTI for longest prefix matching/routing.
rl?s s) Azure only requires accounting of this address without subnet mask

E#Interneti A\ iEEA
[

% 1 M ER : Azure VWAN VPNI5 2 B
S8 1 : 8lEAzure VWAN VPN R ( IZFBFTDIR%E )

1)EAzurei @ ZFER P RVWAN |, SEHELIWANLUH AT A #IAzure VWAN Hub, TR , SME
EE>RO , AR KT EBAzure VWANH L,

I 1 wWan x .
All (99+) Services (3) Resources (1) Filters +4

vity
Resources (1)

See all

#% CX-vWAN Wirtual WAN

EL BMENERER



Microsoft Azure

Home . Cx-vWAN

% CX-VWAN |Hubs

" Wirtual WanN
|j—‘ Search | 4w + NewHub () Refresh
% Overview
|j-‘ Search for hubs by n... Clear all filters
B Activity log

%o Add filter
'QR Access control (LAM) 0

¢ Tags Hub Hub status

¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

[ ] a
«» Resource visualizer
~ Settings

&= Configuration

i Properties

£ Locks

~  Connectivity

‘@ Hubs

EFRTA M ENWANSEL 25

2)8 #Connectivity > VPN(Site to site) , A/5# 5+ Create new VPN site



Microsoft Azure

Home . CX-vWAN | Hubs . CX-vWAN-Hub

E‘ CX-vWAN-Hub | VPN (Site to site) =

() Search resources, services, and docs

Virtual HUB

2 Search 2 4 Download VPN Config |-}| PacketCapture [i] Delete gateway ( ) Reset gateway [ Monitor Gateway -
= Overview <~ Essentials
w Connectivity Gateway configuration

El' VPN (Site to site) NAT Rules

A ExpressRoute VPN Sites  Metrics

A’ User VPN (Paint to site) o
» Routing K Search this page | Clear all filters
> Security Hub association : Connected > T Add filter

VPN Sites (D

> Third party providers

> Monitor

Check active fillers when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.

+ Create new VPN site & Connect VPN sites ﬁg Disconnect

Page: |1

Site name Tl Location

Mo results

B R BV BE AWAN A R

AR BERBPINFRINENZARA T RAARE,

VEMLEFERHPAMAME. THRE , £dNext:Links >E 51 B3,

VPN sites () Refresh

TL Cloud



Home : CX-vWAN | Hubs » CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subscription

Resource group * N

Instance details

Region * v
Name * Dual-ISP-Site
Device vendor * Ciscor

Private address space

ﬂ You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

.

Next : Links >

EHVPNIL REERE

AR AFIENSERER, $EEBGPH it FEERASNE A ZIRREBGP S 3E B AR ith i LA 72 3 R B3k
RBEE LR BERRN D Xim LHBGP ASHR&., #iEBGPH#iit 2 B i B ELESFAE bl Z° (8]
FRIERIEE R F M itk (/32), AzureFiZ F M LR NIENBGPRBEIAN/328EH. FEFTDRIEEL
WBHPRETHRNKREZED , ARKREIN N [LERNERBGPHtE, 428K IPibit/TL£REESE
(FQDN)Z R[5 X th RV REN AR EIRE BARIPHE | X2 IFEIPZE £ (IPsec)/Internet# 47
R A2(IKEV2)EEFILFEN. TREETT—F . FHE+IE>,

S

AE  MREFERATEEM169.254.21.081169.254.22. 255 th it fE A R @ bk , BHREEF
BEAzureX 1Y | 1EEBGP APIPAh 3L,



https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Create VPN site

Basics Links  Review +

Link Details (O
Link name Link speed Link provider name Link IP address / FQDN Link BGP address Link ASN
1SP-1-Link 1000 ISP1 169.254.21.100 65532 L
I15P-2-Link 1000 15P2 169.254.22.100 65532 e

o You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

[ Previous H Next : Review + create > "'//

B B U SRR S I

S5YRINMEERETHIE , #£iiCreate,




Home : Hybrid connectivity | Virtual WANs : CX-vWAN | Hubs > CX-vWAN-Hub | VPN (Site to site)

Create VPN site

@ validation passed

BdsIls LINKS REVIEW + Credile

The hub will be created under the same subscription and resource group as the vWAN.

Basics

Region East US
MName Dual-ISP-Site
Device vendor Cisco

Private address space

Links

Link name ISP-1-Link
Link provider name ISP1

Link speed 1000

Link IP address / FQDM

Link ASN 65532

Link BGP address 169.254.21.100
Link name ISP-2-Link
Link provider name ISP2

Link speed 1000

Link IP address / FQDN

Link ASN 65532

Link BGP address 169.254.22.100

0 You can also work with a Virtual WAM partner to create multiple sites simultaneously. Learn more.



EEFMCIEFHVPNIE X

6)VPNIE RV ERFSERE , SAEVWAN HubBL &,

Home
» VpnSiteDeployment | Overview
v Deployment
|/’-‘ Search | FR [i] Delete (- *t" Redeploy + Download () Refresh

2 Overview

@ Your deployment is complete

Zl Inputs

Deployment name : VpnSiteDeployment
= Outputs Subscription
= Template Resource group

> Deployment details

" Mext steps

Go to resource

REHL M v QER B E

I 1 vWan = .
All (99+) Services (3) Resources (1) Filters +4

vity
Resources (1) See all
ﬂl CX-wWAN Wirtual WAN
B M ERER

S 2 - FlEAzure APIPAMN <53k

AzureFEEX1169.254.0.0/16 IPv4its ik Z2 [ W AY B 31 R0 B IPF L (APIPA) #th 3t # AT SN BL B

1)3&33 Connectivity > Hubsit ARG 1t



Microsoft Azure

Home . Cx-vWAN

% CX-VWAN |Hubs

" Wirtual WanN
|j—‘ Search | 4w + NewHub () Refresh
% Overview
|j-‘ Search for hubs by n... Clear all filters
B Activity log

%o Add filter
'QR Access control (LAM) 0

¢ Tags Hub Hub status

¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

. Resource visualizer
~ Settings
&= Configuration
il Properties
£ Locks

~  Connectivity

‘@ Hubs

S ERLA\WANSE L BRIE
2)H X S ElConnectivity > VPN(Site to site) , A5 R fiGateway Configuration; §1%,

- CX-vWAN-Hub | VPN (Site to site)

Virtual HUB

|. £ Search X« J Download VPN Config || Packet Capture [i] Delete gateway () Rese
2. Overview /~ Essentials
v Connectivity Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure)

ﬁ' VPN (Site to site) NAT Rules : O NAT Rule(s) (Edit)

A\, ExpressRoute VPN Sites  Metrics

&+ User VPN (Point to site)
v Routing ‘ £ Search this page Clear all filters

[¥] Connection Policies Hub association : Connected < +? Add filter

B haeas VPN Sites (D

Access Gateway ConfigurationiB 5k



M ERE R ARBVPNFK, FEVPNRXEHFIOFVPNRREFMT , WAFHNE—K B E XBGP
Pttt | XA bk 78 YB3 IPsech2 B HIBGPAREX RN BN RFINSE BIP, MRERELFHIR
FERAPIPASRHE |, N ATHRITIIRE, EMRICAN SR FERS | WAERTMAFTDIFR
Azure3:BIHIBGPARBIP, MNRIEEMEAAPIPAT I |, Azure T &R ERFTDEIMBGP , Hilt
FTD&Z R EAAzure E 51 \F21E L E 7 eBGPARE-

BER2MNEE2NBRIPEE ; BNISPHEEE —%&E[MInstance0MInstance18IfzE ; Eit A
IPsecB3i& , HEAAzureMIFmNFTD ISPIEO 2 B EBEBGPAREX Ro

&I AMRME—H , EAETH , DEAEBNREEN/B0FMNAREZNMNRE —NEN IR
HFTD EERIESAMBRER, EiE/E , £ HEdit.

S

EE  NREFEHATBEM169.254.21.021169.254.22 2550 it YE R B E 3t |, BFHHRES
B EAzUre X HY : 1£IZEBGP APIPAM 1t



https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Edit VPN Gateway X

A Site to site (VPN gateway) enables you to connect VPN sites to a hub,

AS Number (O
65515
fout
Gateway scale units * (1)
lewi

1 scale unit - 500 Mbps x 2 W

Routing preference (0

®) Microsoft network Internet

VPN Gateway Instance 0

Public IP Address (0

Private IP Address () 10.2.0.4

Default BGP IP Address () 10.2.0.12

Custom BGP IP Address (0

169.254.21.22 [il] ==

169.254.21.2 [il] ==-

Peer Address -

VPN Gateway Instance 1

Public IP Address @
Private IP Address (1) 10.2.05

Default BGP IP Address (O 10.2.0.13

Custom BGP P Address (1
1692542222 i we

169.254.22.2 @[ “ae

Peer Address %

ﬂ Updating a hub can take 30 minutes or more. Learn maore,

4REEVPNM > B £ L BGP IPith it

%



AR EWAzureFIEHIEY , EF AR TREFEEI 0D HHEKETE,

S8 3 : fi&Azure VWAN Site VPNS 3k

1)#EAzure VWAN Hubf & 5 # Connectivity > VPN(Site to site) RE L , B HXLUERRHUbXEL : B
EETEAEEFWRTHVPNIE R,

Microsoft Azure

F'\ Search resources, services, and docs ((

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
|;-‘ Search &« - Download VPN Config L Packet Capture li] Delete gateway () Reset gateway 4 menitor Gateway -
= Overview -~ Essentials
~  Connectivity Gateway configuration
E§: VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
& User VPN (Point to site)
> Routing 4 Search this page Clear all filters
> Security Hub association : Connected *7 Add filter
» Third party providers VPN Sites D
> Manitor 0

Check active filters when searching for a VBN site. VPN connectivity status might take a few minutes to refresh.

BREL IR KRB E T IER

ndo

2EFHRITFENVPNIERF LN ERE , Rle REEEVPNIE R,



i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
J Search X« L Download VPN Config || Packet Capture ]Tj] Delete gateway O Reset gateway @
‘# Overview /~ Essentials
~ Connectivity Gateway configuration @ 1 scale unit - 500 Mbps x 2 (View/Configure)
B¢ VPN (Site to site) NAT Rules . 0 NAT Rule(s) (Edit)
A\, ExpressRoute VPN Sites  Metrics
&' User VPN (Point to site)
v Routing 2 Search this page Restore previous filters
(I¥] Connection Policies 5 Add filter
] Route Maps VPN Sites ©
Routing Intent and Routing
Policies
Check active filters when searching for a VPN site. VPN connectivity status might take a few mi
() BGP Peers
@ Route Tables
ED Effective Routes —+ Create new VPN site & Connect VPN sites ;s«q Disconnect VPN sites O Refresh
v Security Page: |1 V

& Azure Firewall and Firewall Site name Tl  Location

Manager
&' Dual-ISP-Site

~v Third party providers

HEEVPNIE SR 1E

J)ELEFFFEM ML ZR4A(PSK), HBE R ErCustom VI E T B BEFT E Y IPsecE ., ERESRYF
, XEIPSecSHMMEFMC/FTDE BILE., ERfF , FREER.

S

JEE . FTD/FMCHrZ6.7MlBR T Diffie-Hellman(DH)4H24 % %,



Connect sites X
Virtual HUB

Security settings

Pre-shared key (PSK) (O I ssessnsssssanies

Protocol (ke JEED)

IPsec © N custom )

o When using custom IPSec/IKE policies, please ensure that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment
and rekey.

SA Lifetime in seconds * (D 27000
IKE Phase 1 (D Encryption * Integrity/PRF * DH Group *
GCMAES256 v SHA384 ~~ ‘ DHGroup14 ~v
IKE Phase 2(ipsec) (O IPsec Encryption * IPsec Integrity * PFS Group *
GCMAES256 v GCMAES256 ~ NONE
Propagate Default Route (O Enable :'
Use policy based traffic selector (O Enable ;'
Configure traffic selector? Yes m
Connection Mode () { Initiator Only ~ Responder Only"t}
These sites will be connected to the [CX-vWAN-Hub] hub.
Site name Tl  Region ™
& Dual-IsP-Site eastus
//

BB ZRHAMIPsecSH

4)HIAVPNYE SBE 2 K IR



Notifications X

More events in the activity log - Dismiss all v/

@ Successfully created VPN connection X

Successfully created VPN connection ‘Connection-Dual-ISP-Site'.

a few seconds ago

FIAVPNY 2B EIRAS
SR 4 VPN S8R0 L B A AESE B E X BGP APIPA

NRIFVPN (WEREER ) T, ABNEEFERSIERERY  XEETUELHERS , F2
YRR HREBVPNERES PO TR R AT,

=+ Create new VPN site & N 50 Disconned t VPN sites O Refresh
Page: |1
Site name T.  Location T4 Cloud provider T4 Connection Provisioning status T,  Connectivity status L
B & Dual-isp-site eastus @ Succeeded 4 Nof 5 ;
@ _ & Edit VPN connection to

this hub

i Delete VPN connection to
this hub

+ Download VPN site
configuration file

WOUE TR B 20 H 4R BB VP NE 32

2)% H LAELELink Connection 1(1ISP1) , A5 BX i A& AR Pre-Shared Key(PSK) , AR 2 &
Custom BGP IP Address35 i1 B EnableFf < , FAREHF R AFTDAE R KIBGP IPHR K #Y N EFRZIE B #R
IPtb ik 57 BB RY/30 T B I R E Motk

XL, ISP1 VTI Tunnel1E|Azure InstanceORY th ik 53 Bt 9 169.254.21.1/30 , &L FFTDHE =4
ISP1 VTI Tunnel2 3 £6115 8 T IP 169.254.22.1/30,

BT —%":Link Connection 2> A ISP 24858853,

S
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Edit VPN connection

Basics Link connection 1

Link name: I5P-1-Link

Link connection

Connection status: NotConnected
Pre-shared key (PSK)
Connection Mode (D

Border gateway protocol (O

Custom BGP IP Addresses (1)

Link connection 2

@I oisable )

BEEREEEEE R RS

@ Initiator Only  Responder Only '_::

( pisable (LD

,\ Disable 4-”’//

Custom BGP IP Address

Instance 0 (O | 169.254.21.2 v
Instance 1 (D | 169.254.222 v
Use Azure Private IP Address (@ ves @D

Protocol (Kev2  IKEvt

Use policy based traffic selector (1)
IPsec @
SA Lifetime in seconds * (©

IKE Phase 1 (D)

IKE Phase 2(ipsec) (O

DPD timeout in seconds * ()

To change the protocol, please delete the connection first and then
create a new connection.

enable QI
( etault_ (LD

| 27000

Encryption * Integrity/PRF * DH Group *

| GCMAES256 | | SHA384 /| DHGroupl4 v |
IPsec Encryption * IPsec Integrity * PFS Group *

| GCMAES256 v

GCMAES256 | | NONE

:45

Review + create l

Previous ] I Mext : Link connection 2 >




it ELink Connection One B E X BGPi& &

)EES LiRF R , #MALink Connection 2(ISP2 link) THERASH. =RE , _EtlE,



Edit VPN connection

Basics Link connection 1 Link connection 2

Link name: ISP-2-Link

Link connection : Disable

Connection status: NotConnected

Pre-shared key (PSK) @

Connection Mode (0 : Initiator Only  Responder Only
Border gateway protocol (O . Disable m
Custom BGP IP Addresses (D [ pisable (I

Custom BGP IP Address

Instance 0 | 160.254.21.22 v
Instance 1 O | 169.254.22.22 v
Use Azure Private IP Address (O Yes No
Protocol IKEv2 IKEV1

To change the protocol, please delete the connection first and then
create a new connection.

Use policy based traffic selector (0 ~ Enable .

IPsec @ Default (@R

SA Lifetime in seconds * (O 27000

IKE Phase 1 (O Encryption * Integrity/PRF * DH Group *
GCMAES256 SHA384 /| DHGroup14 v |

IKE Phase 2(ipsec) @ IPsec Encryption * IPsec Integrity * PFS Group *
GCMAES256 GCMAES256 v | MONE

DPD timeout in seconds * (0 45

B B8R E M N B E UBGPIRE



4)Azure UIF RV B E REMES T,

oo JEN - TR

Notifications

More events in the activity log —

=== Updating VPN connection
)N View

Updating VPN connection 'Connection-|

Azure B FTES T HRIE 41

HB 5 THVPNISEE X

1)EAzureFHIE—VPN (KRB R ) TH , EREREVPNERSAEMNHNERSER , Rk
BT VPN RS E A IETL

+ Creste new VPN site & Cos VPN sit a7 Diseannect WP sstes () Rekrash
Page: | 1
Site name Tl Location T4 Cloud provider L Connection Provisioning status T4 Connectivity status
B 5 ouakise-sie Gastus @ Succendad

A Mot conmieh
L & Edit VPN connection to
this hub

[i] Delete VPN connection to
this hub

4 Download VPN site
canfiguration file

TEH VPN S B E SR

2)& #Click here to downloadiB %1%,



ﬁ Download Site-to-Site VP... X

Dual-15P-Site

®) Createnew [ ) Use existing

ﬂ The file is ready to download

Click here to download 4+———

T#H VPN = Bl & X

%2 M ER : BELEFTDEAEI 2| Azure VWANBI IXISPIE

A DM TEHNVPNEE

NHHFETHNEEXH , 3 HI LA JavaScript Object Notation(JSON)#i . %t &R X
EANFEMNIRZ—, LEERNFTDEEEM T HEANIKE,

S
EE N THBER  BTXTTRA B MER S5 A,

AR TRXHFFISP-Link-1 JSSONX RIRFHE . (L5505 H o Y 4 B S &R RISP-2-
Link3 R & 2 ERNEE.

"configurationVersion": {

"LastUpdatedTime": "2026-09-25T20:20:26.76584537",
"Version": "15221e61-4e2c-42f5-b9%9e4-96d674f5a9%a3"
3,

"vpnSiteConfiguration": {
"Name": "Dual-ISP-Site",
"IPAddress": "FTD_ISP1_WAN_IP",
"BgpSetting": {
"Asn": 65532,
"BgpPeeringAddress": '"169.254.21.100",
"PeerWeight": 32768



},
"LinkName": "ISP-1-Link"
s
"vpnSiteConnections": [
{
"gatewayConfiguration": {
"IpAddresses": {
"Instance0": "InstOIP",
"Instancel"”: "InstlIP"
3,
"BgpSetting": {
"Asn": 65515,
"CustomBgpPeeringAddresses": {

"Instance0": [
"169.254.21.22",
"169.254.21.2"

1,

"Instancel": [
"169.254.22.22",
"169.254.22.2"

]

3,
}
3,

"connectionConfiguration": {

"IsBgpEnabled": true,

"PSK": "PSK",

"IPsecParameters": {
"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",
"IkeIntegrity": "SHA384",
"PfsGroup": "None",

"DhGroup": "DHGroupl4",
"SALifeTimeInSeconds": 27000

ERXESRE , FRELBHENSE,
SR 2 BEERBGPEMIFRIREEEN

FTD BGP#E THIBGPEE BB ( ZEFTIDNEELLRIEE ) FENXRAzurelh REEREE
X R EEREBGP Pt ik By E R

1) ElDevices > Device Management.



ala.  Cloud-delivered Firewall Management Center
CIS€O [Devices | Device Management

== Devices
Monitor
: Device Management « | Upgrade
3;_'.5.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
H.;E.' Insights & Reports &
i FlexConfig
Manage Certificates
Gj Policies »
. . — Show less
a8 Objects

Fgm Devices

S Z|FirepowerEE A OLWIRZEE

S

Ny

QRTEBREN EAXNISPEREN S /M RVPNIRZHIFTD,

[ Vi o (LR WL WU I =

® CXvWAN-FTD-2
N/A - ROUTED

HEERATEREBENFTD
3)¥ HHAdd Interfaces TR & |, AR5 ¥ FHLoopback Interface,

CXvWAN-FTD-2

Cisco Secure Firewall Threat Defense for AWS

Device Interfaces  Inline Sets Routing DHCP  VTEP

FE  AXREARNNBKIFEEF O (cdFMC);ER , NEFMCHEZRERFFE,

10.0.0

Cancel

Virtual Tunnels [ 1}, Search by name

] [ Syne Interface ] [ Add Interfaces + ]

Sub Interface
Redundant Interface
Bridge Group Interface

Virtual Tunnel Interface

Interface Logical Name  Type Security Zones MAC Address (Active/St... IP Address Path Mon... Vir
Management0/0 management Physical Disabled Glg
Ethernet0/0 15P1 Physical Disabled Gid
Ethernet0/1 1sP2 Physical Disabled Gl

Loopback Interface

VNI Interface




R Z A NEEEO

4) AIREE O Name , B{RIEPEnabled Zi%4E , H i ALoopback ID. MIRFE , F#HA
Description. T/ , B EHIPvAIETIF,

Add Loopback Interface ®
General IPvd IPvG

Mame:

[ bgplLo-15P1 1

Enabled

Loopback ID: *

E )

{1-1024)
Description

bgpLo-15P1 Lo10

fil & PR EE O E 2 MIPv4 it ik

5 ARE PR 2 BT H R N Azure HRYISP 13 s 85 R B B AV SE IR BGP Pk, ItHIPAE
ISP1 EFTDFAzure=flz B BB AR EXR LHBGPEH IR,

S

EE BT BA5| 2 sl fEvpnSiteConfiguration.BgpSetting.BgpPeeringAddress for ISP1T
THHVPNELZEJSONFE X HE



Add Loopback Interface @

General IPv4 IPvE

IP Type:
[L.Iﬁ& Static IP w ]

IP Address:
[ 169.254.21100/32 ]

o9 MO2IEEI VIS5 255 255.0 or 1921681124

Cancel

A TREIPv4it it 3 s 30K

6)TE UL 75 7 ISP2 BGPHEIE EE & T Fe-e,

Loopbackl0 bgplLo-ISP1 Loopb... 169.254.21.100/32(Static); Disabled Global

Loopback20 bgpLo-ISPZ  Loopb... 169.254,22.100/32(Static);  Disabled  Global ¢
BEE - IMEZNHREED

NREEE.

You have unsaved changes m m

REEXR
HUR 3 EEE 1M B/ 2B BRERBE XS R

1)EEFMCHFTD VPN#A M LB B CE B IKEV2/IPsecEL & , &S Mt EIManage > Objects , £t
XEDRPEIVPN , AEBT FEE., BEEREXEPHIKEV2 Policy K tiAdd IKEvV2 Policy>k &
BIKEV25E 1B ER R B o



Paolicy List
Port
> Prefix List
Route Map
3 Security Intelligence
Sinkhole
SLA Monitor
Time Range
Time Zone
Tunnel Zone
URL
Variable
Variable Set
WLAN Tag
v VPN
Certificate Map
Custom Attribute
Group Policy

IKEV1 IPSec
Proposal

IKEV1 Palicy

IKEv2 IPsec
Praposal

IKEw2 Policy

Secure Client
Customization

Secure Client File

IKEv2 Policy

_'_'_ﬂ_,_,_.—ﬁ—”""' Add IKEVZ Policy Q, Filter

Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and distribute IPsec encryption keys, and automatically establish IPsec security

associations (5As). IKEvZ proposal, you can select multiple algorithms and modulus groups in one policy

Hame

AES-GCM-MULL-3HA

AES-GCM-NULL-SHA-LATEST

AES-SHA-SHA

AES-SHA-SHA-LATEST

DES-SHA-SHA

DES-5HA-SHA-LATEST

Uribrella-AES-GCM-256

B HTHY IKEV2 R BE X R

Qe
a
Qs
a8
Qo
a8
Qi

Displaying1=7 of 7rows |{ { Page| 1 of 1%

24 AFTIKEV2ERBERY B F1 | iR Priority M/ Lifetime, BRAXTEM, MR, HEEVEK
(PRF)FIDHA B EF ImREECH ., ERESAzureli BICEMNE XA TE , AR THAA

S

AEE AU ETENEESX S (LT
vpnSiteConnections[0].connectionConfiguration.|PsecParameters ) 5| X & E

New IKEvZ Policy

Mama:*
—

Arure_IKEv2

Description:

Priority:* [1-85535]
Lifatime: seconds (120-2147483847]
Ly

2800

Available Algorithms

Imegrity Algorithms
Encryption Algarithms
PRF Algorithms

Detfie-Helman Group

MDS
SHA

SHAS12

SMAIR4
MULL

Selocted Algorithms

SHAZSE

oo (D



B IKEV2 K B

J)yEREES , RET*RTF.

Edit IKEv2 Policy @
Harma:*
[ Azure |KEVZ ]
Description:
| l
Pririty:* [1-E5535)
E )
Lifetime: seconds (120-214748:0647]
[ 3600 ]
Fvallabde Growps Selected Groups
Inkegrity Algorithms 1 ] [ﬂj 14 ]
Encryption Algarithms. 2
PRF Algorithms L

Ditfie-Hellman Group

“

4)¥EIKEV2 IPsec Proposal 73 & ffig B ER2/IPsecS ¥t , RIG# HAdd IKEV2 IPsec Proposals

RIFIKEV2 K BE

—
IKEv2 IPsec Proposal [ IREVE IPsoc Propesal
Podicy List -
Port PR fCUnily BESOCIILIGN Alpotaitian with IRAKIMP, M paord SO0 10 Ul B pArticuled propedal [o protiect & parkculss dats Bow, in IKEvE IPHec Propodsl object, yo
Hixsh Algorittems ane aliowed, During IKEvZ negotistions, e peors Salct I modl Seeeopialy optises Thsl esch supest
¥ Prgfie Lig
Routs Mg
Hame
¥ Securily inbelligence .
Sinikhole AES-GCM
SLA Manitor AES-SHA
Tiersd Range
- BES_ SHA-1
Tiersd T
Umibrella-AES-OCM-256
Tl Zone
UAL
Warlabie
Waliably St
WVLAN Tag
w VPN

Cenficate Map
Cushoem Anbute
Group Policy

IKEW P54
Eropasal

THENT Pokcy

Proposal

| IKEv IPaee

B IKEV2 IPseciEiX

5)@n & IKEV2 IPsec Proposal H #RERMNRERFE—H. TH/E , £EHSave,



Edit IKEv2 IPsec Proposal ®

Name:*
[ Azure_IPsec ]
Description:
| |
Available Algorithms Selected Algorithms
[ ESP Hash | . | [ Add | [ Aes-cem-256 o
ESP Encryption AES-256

AES-GCM-192

AES-192

AES-GCM

AES

3DES

DES

W RIKEV2 IPsecEIW H S ihSave
T4 EE%JETL‘}F}%E%D(VTI)

1)&fnZlDevices > Device Management,




aluali.  Cloud-delivered Firewall Management Center

CISCO  [Deyices | Device Management

== Devices =X
Monitor
: Device Management + | Upgrade
Ef;_E.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
Hj_E.' Insights & Reports &
i FlexConfig
Manage Certificates
@ Policies »
. . — Show less
a8 Objects

!".m Devices

S Z|FirepowerEE A OLWIRZEE

QREEREN EBAMNISPEEMN 7 XHH/ME RVPNIRZKIFTD,

[ Vi o VAW 1 S

EEATERENENFTD

® CXvWAN-FTD-2
N/A - ROUTED

10.0.0

3)¥ HHAdd Interfaces TR & | ARF1EFE Virtual Tunnel Interface(VTI),

Device Interfaces Inline Sets Routing DHCP VTEP
Virtual Tunnels [ 21 Search by name ] [ Sync Interface ] [ Add Interfaces ~ ]
Slll:; Interface
Interface Logical Name Type Security Zon... MAC Address [Active/St... IP Address Path Moni... Vi Redundant Interface
Management0/0 management  Physical Disabled 1 Bridge Group Interface
Ethemet0/0 i5P1 Physical Dissbled Gl ‘ Wizl Tunne! incarhace

PIRENEERED

4 ABREE R . BRIEPEnabledEEHE , 1 AName ( IIRFE |, iEFiw ADescription ) , Hik
EA[ER Security Zone, AEEWMWE@ISPHIRED , LEVTITEREVTI!, R ZVTIHAZFEE
|PseciE L BiE MM P, SEREEHOK.

‘Q R SERRETEXEAFTDHTAZUre XWANEZN B EVPNEENEZIE S,



Add Virtual Tunnel Interface ©)

Tunnel Type

@ Static O Dynamic

Name:*

[ ISP1-Inst-0 ]

Enabled
Description:

For "CXvWAN:-SiteB-ISP-1-Inst-
| 0" VPN topology

Security Zone:

Azure-Spoke-Zone w

Priority:

0 1 {0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates
for the VTI.

Tunnel ID:*
1 (0 - 10413)

Tunnel Source:*

Ethernet0/0 (ISP1) w [ Dynamic v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O Ipve

IP Address:*

(@ Configure IP l 169.254.21.1/30 J [ )

BIZERRBERNRE



5)EXRISP1RISP2#E O L ELE3MNK VT,

Interface Logical Name Type Security Zones MAC Address (Activel/Standby) 1P Address Path Monitering  Virtual Router

@ Management0/0 management Physical Disakled Global a<

[@ ethernetojo I5P1 Physical Disabled Global &
Turninell ISP1=Imst-0 i} Azure-Spoke-Zone 169.254.21.1/30(S1atie); Disabled Global &0
Tunnel 15P1-Ingt-1 vt Azure-Spoke-Zone 160.254.22 1/30(Statle); Disabled Global &0

[ ethernaton 15P2 Physical Disabled Global &
Tunnel3 I5P2-Inst-0 ¥l Azure-Spoke-Fone 160.254.21.21/30(Static); Disabled Global &0
Tunneld I5P2-Inst-1 ¥l Azure-Spoke-Zone 168.254.22, 21/ 30(5atic); Disabled Global &0

Loopbackld bgpLle-15P1 Loopback 168.254.21.100/ 32 [S1atic); Disabled Giobal &0

E Loopback20 bgplo-15p2 Loopback 169.254.22.100/32(Static); Disabled Global - |

BoB H A E AR ERE O

R E HSave MR EE Ko

You have unsaved changes BEEVE Cancel

REEX

$B] 5 : @B IPsec VPNFRFH

1) S EE>R 2 ERE> U R E ¥ RVPNASD-WAN,




alalie  Cloud-delivered Firewall Management Center
CI5€0 Devices | Secure Firewall Interfaces

= Secure Connectio.. = x

Manitor
Site-to-Site VPN & SD-WAN
4% Insights & Reports >
Remote Access VPN
3 Events & Logs »
Dynamic Access Policy
;H Insights & Reports >
Manage
() Policies >
%= Objects
| 'ia Devices *
]

&  Secure Connections

EIR UL S B B VPN SD-WANIE 2

2)58 H ¥ a5 H H E B ¥ 3VPN Topology configurationiB 1% | & HAddR 4.

Last Updated: 05:20 PM MAT Exemptions Add

O Select... / ') | Refresh

>

Mo WPM topologies are configured. Create a VPN Topology.

A INETHIVPNFA NG B

3) B EAzureSEHIOMY ISP 145 RE L Y 58 —/NB2i& %l A Topology name., # diRoute-Based VPN ik
B4, ARG e THEPeer to Peer VPN#RFNER, TG , B FCreate,



Create VPN Topology ®
Topology name *
[ CXVWAN-SiteB-ISP-1-Inst-0
VPN Type
New - 7~ N
(©) SD-WAN Topology (®) Route-Based VPN (O Policy-Based VPN
o N ! A SASE topology cannot
e be selected because
Select VPN Topology Secure Access and
Select VPN Topology Select VPN Topology @ U'nt:.rr_a.l a al.'e not
configurec
@ O @ Hub and Spoke @ Prerequisites
@ Peer to Peer
Prerequisites @:"\
s\ ~ J

ElEE TR HAVPNIR IR

4B 5% , %EENode AR % , H1EDevice TSR TR TMAZure£ IEVPNBRERIFTD, ZE@SMIR

EFRBMAABVIVE , N TS P38

AR

[ == R AYON

BB REOFMEMHVTI, MNode B Device3E &

i, E&BAzureimE N VPNIRHNEL B F R ExtranetT R HREANT ABEERFEH , HARBA

E LM Endpoint IP Address, SR , B HIKERIFXEE 1M REBERE,

S

EE . AT B fEvpnSiteConnections[0].gatewayConfiguration.IpAddresses.Instance0 ]
vpnSiteConnections[0].gatewayConfiguration.IlpAddresses.Instance 189 T £ fit & X 4 5|
HInstance Endpoint IP Address{&



Edit VPN Topology ®

Topology Name:*

[ CXvWAN-SiteB-ISP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version* (] IKEv1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ CXvWAN-FTD-2 v J [ Extranet v J
Virtual Tunnel Interface:* Device Name*:
[ ISP1-Inst-0 (IP: 169.254.211)  ~ ] -+ [ Azure-ISP1-Link-Inst0 }
Tunnel Source IP is Dynamic (DHCPJEdit VTI Endpoint IP Address*:
Tunnel Source IP Address:* @ [ }
[ |=

D Send Local Identity to Peers
+ Add Backup VTI (optional)

Additional n

Cancel Save

TE ST RARITT RBHR MR

S)ESMEE PRI FIIKEV2 Settings , AL THAERIFTRERETIRIAE B RIKEV2 Policy.
R, NERRIEEB TR RIERMAZTFHBEAIEI , Hi AL EAzure P BELEHPSK,
TG , B hIPsecit T+ LB & B2/ EXIPsech2 @S ¥

“~
EE  CUNETRNEES R (LT

vpnSiteConnections[0].connectionConfiguration.IPsecParameters.PSK ) 5| A = %48



Edit VPN Topology ®

Topology Name:*

[ CXVWAN-SiteB-ISP-1-Inst-0 ]

Metwork Topology:

Point to Point

IKE Version:* [ IKEv1 |V
Endpoints IKE

IPsec Advanced

IKEv2 Settings

e

Pre-shared Manual Key v ’4’/’/4

Authentication Type:

Policies:* {AzureKEVZ
Confirm Key:* [

D Enforce hex-based pre-shared key only

REEIKEV21Z B B 1718 %47

6) REIKEV2 IPsec Proposal Transform Set35H4EERIR , HER 2ol BN IPsec KBS,
R E i Lifetime DurationfE APt ELAzure VWAN VPNR B, BIAEEBEE/E , 2 &Save,

~
SR AT SUE T RME B B Lifetime(E 5|

vpnSiteConnections[0].connectionConfiguration.IPsecParameters.SALifeTimelnSeconds



Edit VPN Topology

Topology Name:*

[ CXvWAN-SiteB-1SP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals 4 IKEvZ IPsec Proposals* /5 ¢

tunnel_aes256_sha Azure_|Psec

"

(] Enable Security Association (SA) Strength Enforcement

D Enable Perfect Forward Secrecy

Modulus Group: ~

Lifetime Duration*: 27000

| —

Seconds (Range 120-2147483647)

Lifetime Size: [ Unlimited ] Kbytes (Range 10-2147483647)

BB IPsec iV 4 @ B B i 4 At 1)

NEELSWMEFN LERFIER , QZEISP1KHI1, 1ISP23LHI0OMISP23E 618y HfttAzurefRIE,

> CXvWAN-SiteB-15P-1-Inst=-0 Route Based (VTI) Point=to-Point Deployment Pending
¥ CXvWAN-SiteB-15P-1-Ingi-1 Route Based (VTI) Point-to-Point Deployment Pending
»  CXvWAN-SiteB-1SP-2-Inst-0 Route Based (VTI) Point-to-Point Deployment Pending
¥ CXvWAN-SitaB-1SP-2-Inst-1 Route Based (VTI) Point-to-Point

0- Tunnets

BIEE v R QVPNRFH

S8’ 6 : WIFVPNFR*H

A system support diagnostic-cli , # Aen , ARG K ienter ( REECLI )

N EIKES 1B B FREERE

Cancel

T % %

%



“show crypto isakmp sa | i UP|READY"

2)K EIPsecHE 2R BRI EB M,

show crypto ipsec sa | i int|current_peer|pkts

S

EE . ¥EEFHIPsecR e KK (SA)f H Mpkts decapsFpkts decryptit BEFEE%IE | {8
pkts encapsHpkts encryptRiEEat , bHEPFAHSHIXMHE R, Azure EEZRBY
FOTRAIPZE R FERBGPAREX R , MR LB ELImEAAPIPA BGP4wiE , MAzure
LB E. FHEENAPIPAR |, EZE|AzureM iR & BRI B 3IBGPHE,

REFE2ERNEB M,

show arp

HREIPEE A,

show route

5)#EISP1MISP2# O L HATHIR,

capture ispl interface ISP1 match udp any any eq 500
capture ispl interface ISP1 match udp any any eq 4500
capture ispl interface ISP1 match esp any any

show cap

show cap ispl

show cap isp2

6)Azurel®if — S EIVWAN Hub > Connectivity, > VPN Sites > I 2 B #I ¥ =



Links

[ ] Link name T4 Link provider name T4 |Connectivity status ™ Hub name

D ISP-1-Link ISP1 Instance0: Connected, Instance1: Connected CX-vWAN-Hub

[_] ISP-2-Link 15P2 Instance0: Connected, Instance1: Connected CX-vWAN-Hub
AzureE IR E IO T

SB] 7 BBEECMP

1)& M EIManage > Devices > Device Management , R /8 R iFTDo

alali.  Cloud-delivered Firewall Management Center
CISCO Devices | Device Management

= Devices
Monitor
: Device Management i
&% Insights & Reports b
Template Management
& Events & Logs b
Platform Settings
3.;_5' Insights & Reports .
i FlexConfig
Manage Certificates
[‘D Policies »
. . — Show less
2 Objects
l";m Devices
S E|FirepowerEE A LWIRZER
INJm Ivia/ oy S
® CXVWAN-FTD-2

®EEATERESNENFTD

2)B HRoutinglE W~ , AFIEEECMP,

Upgrade

Threat Defense Upgrade

Chassis Upgrade

10.0.0



Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

[ Global v ] VRF Name:
Global
Virtual Router Properties o
Description:
ECMP
BFD
QSPF Select Interface:
OSPFv3 Q Search
EMSHREEBIRE
3)& HAdd,

Equal-Cost Multipath Routing (ECMP)

)

Tretier afe 1o ECMP 2on records Add

ANECMPXE®@E , REANANVIIED , ARREANEERENARFMEEOS  AEEEH
Eo



Add ECMP ®

Name
[ VTI-ECMP ]
Available Interfaces Selected Interfaces
ISP1 ISP2-Inst-0 o
ISP2 ISP2-Inst-1 O
ISP1-Inst-0 O
/—7 -. ISP1-Inst-1 O
NENZSREXIEERED
5)ERREE Lo

You have unsaved changes BEEVE Cancel

REEHR

S 8B EBGP




1)7E£Routing > General Settings > BGP /3 AFTD L ¥WBGP# 8, &+ Enable BGPEIL4E , Hi
AZBIEE1NERE1dFEENASHES. FMEIRouting > BGP > IPv4,



Device Interfaces

Inline Sets Routing DHCP VTEP

Manage Virtual Routers

[ Global

<

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

IPv6

Static Route

v Multicast Routing
IGMP
PIM

Multicast Routes

Multicast Boundary

Filter

General SV
BGP

Enable BGP: (@ +—

AS Number#*
[ 65532 ]

(1-4294967295 or 1.0-65535.65535)

Override BGP general settings router-
Router Id

[ Automatic v ]

IP Address*

General
Scanning Interval
Number of AS numbers in AS_PATH at
Log Neighbor Changes
Use TCP path MTU discovery
Reset session upon failover
Enforce the first AS is peer's AS for EB
Use dot notation for AS number
Aggregate Timer

BGP community new format (AA:NN)

Best Path Selection
Default local preference
Allow comparing MED from different ni

Compare Router ID for identical EBGP



f£General Settings T /8 i R M S 2

2)A{RIEFBGP#H ZMEnable IPv4EIEE , A5 5 tNeighboriAfEAzure H ELiEBGP4B &

Enable IPv4; @ AS Number 65532

General Neighbor Add Aggregate Address

Manage Virtual Routers

[ Global v ]

B FIPv4il B W < il 72

3)# i+ Add.

/+Add

Remote Private AS Number Description

AN DT 8932 5 R AR

4)%1 AISP1 Instance0 BGPXEEE. , ZEXRBVWANEL B ITEBGP AS , RAEFHHBAN
Neighbor Remote AS , ZIRFE , & AJ LR INDescription, # @ Advanced,

A
AEE  BRIEEBGP Update Source A 5| BRI ElAzure P B EAVISP1EERRAIFTD EVTIHE

AMIRE,



Add Neighbor

IP Address*

[ 169.254.21.2

|

Remote AS*

[ 65515

]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover

(rr )

Update Source:

[ bgpLo-ISP1 —

]

Filtering Routes Routes Timers

BB RRX DN EER

Enabled address
(] As override

D Shutdown administratively

Description

[ )

Advanced Migration

5)7ZEFTD_LHIBGP Neighborfi E#JAdvancedE £ 7 |, A LUFTime To Live(TTL) Bk MeBGPER
N 1RE RN EEH ., Azure BGPALE R KRB RREEREZETAzureEMRME , HEE
A EELL 1MW ERiAeBGP TTLAFMN KA # %, Click OK.

R s

B ik = AN

)



Filtering Routes Routes Timers Advanced Migration

D Enable Authentication
Enable Encryption
0 w

Password

Confirm Password

(] send Community attribute to this neighbor
(] Use itself as next hop for this neighbor
D Disable Connection Verification

@ Allow connections with neighbor that is not directly connected
(O) Limited number of TTL hops to neighbor

TTL Hops

e )

(1-255)

(] use TCP path MTU discovery

TCP Transport Mode

[ Default v ]
Weight

Lo l
(0-65535)

BGP Version

[ Default v ]

BRI AR PR EFIRE

6)EE FHE|3-5, NISP1EHIM1EE Tunnel2,

NEEFLHRI-5MIR,

S

LAFe B ISP2 Instancel/Instance1 BGPXZE L.,

EE  BRIEERES| S RAzure P ELE R ISP2eE BB MFTD L VTIEZE O MR EI M XY FFBGP

Update Source,



Add Neighbor

|P Address*

[ 169.254.21.22

Remote AS#*

[ 65515

)

(1-4294967295 or 1.0-65535.65535)

BFD Fallover

[ none

]

Update Source:

[ bgpLo-ISP2 4

]

Filtering Routes Routes

D Enable Authentication
Enable Encryption
0

Password

Confirm Password

Timers

Enabled address «———

(] As override

(] shutdown administratively

Description

[

Advanced

D Send Community attribute to this neighbor

(] Use itself as next hop for this neighbor

[:] Disable Connection Verification

Migration

@ Allow connections with neighbor that is not directly connected

() Limited number of TTL hops to neighbor

TTL Hops

[10

J

(1-255)

D Use TCP path MTU discovery

TCP Transport Mode

M.

ISP23245]1 BGP4B BB

Cancel m



Add Neighbor ®

IP Address* Enabled address /

| 169.254.22.22 | () AS Override

Remote AS#* D Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= J

Update Source:

[bgpL0~ISP2 — . ]

Filtering Routes Routes Timers Advanced Migration

[:] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

[:] Send Community attribute to this neighbor
[[] useitself as next hop for this neighbor

() pisable Connection Verification

@ Allow connections with neighbor that is not directly connected
O Limited number of TTL hops to neighbor

TTL Hops
|10
(1-255)

[:] Use TCP path MTU discovery

TCP Transport Mode
r- . . 1

Cancel

[

ISP 232452 BGP4R BELE

Address Remote AS Number Address Family Remate Private AS Humber Description

168.254.21.2 B5515 Enabled &0
169.254.22.2 65515 Enabled &0
160.254.21.22 65515 Enabled &0

160.254.22.22 5515 Enabled &0



ZRBGPHEEREE

SERE , BSave,

You have unsaved changes m

REFEEHR

MINERT , BGPEBBERFNEE —IMRERRE , BIEECMPEBEEAzure I FI B VTIZ A ERF 1T
THE, Y785 ABCGPEHRE , MERNZEMNEABGPEZRE,

$BI: BiEeBGPZRE

1)& M ERouting > BGP > IPv4 , 2 #Generaliti+ , RJ5 % fForward Packets Over Multiple
Paths35 ¢ £ BT,



Manage Virtual Routers

= 92

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

Enable IPv4: [  AS Number 65532

General Neighbor Add Aggregate Address Filtering Networks Redistribution

v BGP

IPv4

IPv6
Static Route
v Multicast Routing
IGMP
PIM
Multicast Routes

Multicast Boundary
Filter

General Settings
BGP

EZBRBLERBEGRE

Setting &

Learned Route Map

Administrative Route Distances I74
External 20
Internal 200
Local 200

Routes and Synchronization 74
Generate default routes No
Summarize subnet routes into network level routes No
Advertise inactive routes Yes
Synchronize between BGP and IGP systems No
Redistribute IBGP into IGP No

(Use filtering to limit the number of prefixes that are redistributed)

Forward Packets Over Multiple Paths \_\“\—- &

Number of Paths 1

IBGP number of paths 1

2)¥¥Number of PathsF BRI BRIAMBEM1E N4, B THOK,

Rot



Edit Forward packets Over Multiple Paths @

Number of Paths

E

IBGP Number of Paths

K

FUSREXRBIEGSRE

3)HaRSave H BB E X,

IO UE/ SR HERR

HEBETKE , FWIAFTD BGPHEE R BRRE LEPW Mzure R HIE U BEMBEXR , A HKAD
REL, EOBHTIT , FAMGEERSIREEESRS,

S 2 system support diagnostic-dliF TD CLIE | 215E2K EREB 7 ik,

1)&BF G , BGPE B ’H# A THERBH WA R,

<tfroot>
>

syst em support di agnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

frd#

frd#

frd#

show bgp sunmary

BGP router identifier 169.254.22.100, local AS number 65532
BGP table version is 29, main routing table version 29

2 network entries using 400 bytes of memory

8 path entries using 640 bytes of memory



2 multipath network entries and 8 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1272 total bytes of memory

BGP activity 4/2 prefixes, 16/8 paths, scan interval 60 secs

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.21.2 4 65515 20 17 29 0 0 00:13:14 2

169.254.22.2 4 65515 20 20 29 0 0 00:13:22 2

169.254.21.22 4 65515 19 21 29 0 0 00:13:19 2

169.254.22.22 4 65515 20 19 29 0 0 00:13:17 2

ftd#

)R EMAzure IR H R E R RN ZHERH.

<{froot>
frd#

show bgp

BGP table version is 29, local router ID is 169.254.22.100

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1
*m 172.27.0.0 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1
IRERHRIETR,
<#root>
ftd#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route



SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 172.31.3.33 to network 0.0.0.0

B 10.2.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53
[20/0] via 169.254.21.22, 00:20:53
[20/0] via 169.254.21.2, 00:20:53
B 172.27.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53
[20/0] via 169.254.21.22, 00:20:53
[20/0] via 169.254.21.2, 00:20:53

4K EBGPEMIERER,

<#root>
frd#
show conn all | include TCP| 179

TCP ISP2-Inst-0 169.254.21.22:179 bgpLo-ISP2 169.254.22.100:1603, idle 0:00:10, bytes 1517, flags UIO
TCP ISP2-Inst-1 169.254.22.22:179 bgpLo-ISP2 169.254.22.100:41883, idle 0:00:01, bytes 1486, flags UI
TCP ISP1-Inst-1 169.254.22.2:179 bgpLo-ISP1 169.254.21.100:3804, idle 0:00:53, bytes 1467, flags UIO
TCP ISP1-Inst-0 169.254.21.2:179 bgpLo-ISP1 169.254.21.100:61287, idle 0:00:04, bytes 1331, flags UIO
TCP bgpLo-ISP1 169.254.22.2:179 NP Identity Ifc 169.254.21.100:3804, idle 0:00:53, bytes 751, flags U
TCP bgpLo-ISP2 169.254.21.22:179 NP Identity Ifc 169.254.22.100:1603, idle 0:00:10, bytes 844, flags
TCP bgpLo-ISP2 169.254.22.22:179 NP Identity Ifc 169.254.22.100:41883, idle 0:00:01, bytes 751, flags
TCP bgpLo-ISP1 169.254.21.2:179 NP Identity Ifc 169.254.21.100:61287, idle 0:00:04, bytes 639, flags
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