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- BEPEXIEREBIE(FTD)10.0.x, 7.6.4
. REPHRIEEEHL(FMC)10.0.x

R ECIE

1. FMCEEAEXRAAZ HIP#1E10.62.113.125#10.62.113.126 , &I & Hnameif outside1 By ¥ iE
OEthernet1/1 & 5 A A £ (HA)MFTD:

alial.  Firewall Management Center o D ® )
oploy ? admin
€ISE0  Devices / Secure Firewall Interfaces vy Q@D @
4200.hat m
Cisco Secure Firewall 4215 Threat Defense
Summary  High Availability —Device Interfaces  Inline Sets  Routing DHCP  VTEP
Irsights & —_—
Reparts ] i
interfaces | Virtual Tunnels Search by name [ Syne Interface ] | Add Interfaces ]
- h )
Events & Logs
Interface Logical Name Type Security Zones MAC Address (Active/Standby) P Address Path Monitori_.  Wirtual Router
@ Management1fl management Physical Disabiled Glabal
Peicies
@ Management1/2 venting Physical Disabled Glotal
.
Objects @ ethernenn outsidel Physical 1062112125/24(Statkc); Disabled Global

FTD CLISHIE :

<tfroot>

>

show net wor k managenent -dat a-i nterface

Physical Interface Name of the Interface
Et hernet 1/ 1 out si del
>

show net wor k

[ System Information ]

Hostname : CSF4215-3
DNS from router : enabled
Management port : 8305

IPv4 Default route



Gateway : data-interfaces

====== System Information - Data Interfaces ]======
DNS Servers : 192.0.2.100

I nterfaces . Ethernetl/1

Et hernet 1/ 1

]
State : Enabled
Link : Up
Nane : outsidel
MTU : 1500
MAC Address : 40:F4:9F:3D:5A:0E
---------------------- [ IPVA Jommmmmmmmmiai et
Configuration : Manual
Addr ess :10.62.113. 125
Net mask 1 255.255.255.0
Gat eway :10.62.113.1

2.sftunneFEEEFTD HAR THFMCZ B2 :

<ffroot>



sftunnel - status-brief

PEER: f nt. exanpl e. org

SFTunnel Status:-

Channel A: Connected

Channel B: Connected

Peer channel Channel-A 1is valid type (CONTROL), using 'tap_nlp', connected to '198.51.100.23"'
Peer channel Channel-B 1is valid type (EVENT), using 'tap_nlp', connected to '198.51.100.23" vi
Registration: Completed.

IPv4 Connection to peer 'fmc.example.org' Start Time: Fri Jul 17 08:22:31 2026 UTC

Heartbeat Send Time: Fri Jul 17 08:52:42 2026 UTC
Heartbeat Received Time: Fri Jul 17 08:53:03 2026 UTC
Last disconnect time : Fri Jul 17 08:22:16 2026 UTC

Last disconnect reason : Process shutdown due to stop request from PM

3. FIDMBDNSHEMTKEEEIFMC, EERE T REH A (FQDN)HTEE :

<ffroot>

>

show nmanagers

Type : Manager

Host : fnt. exanple.org

Di spl ay nane : fnt. exanple.org

Version : 10.0.1 (Build 1)

Identifier . 6d86efc4-c095-11f0-9244-48f1a7894b18
Registration : Completed

Management type : Configuration and analytics



show net wor k

[ System Information ]

Hostname : KSEC-FPR-4215-3
Domai ns . exanple.org
DNS Servers : 192.0.2.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : data-interfaces

DNSHr 88 A BT outside 1 O 58]

4. sftunnellEE@BSLinas| B &Y :

<ttroot>

>

show conn all port 8305

26 in use, 32 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.113.125(169.254.1.3):8305 outsidel 198.51.100.23:45647, idle 0:00:03, bytes 212¢

TCP nlp_int_tap 10.62.113.125(169.254.1.3):37141 outsidel 198.51.100.23:8305, idle 0:00:04, bytes 148¢



e

Bir 2 EE 285 B M Y B Moutside 1% 2 B #routside2#E 0, £ A ME Aoutside2 IPH#b 32 IR
10.62.114.51/24F110.62.114.52/24 ,

FEE , FIDRA7.7.0RESRAXZFAREERLRHEED , ATRENHES N EERHH
BEA, KT7.7.000 AT ZEFL N6,

Hit , 2R ESRITETRNEE.

BE  BOEEASEREPMFMCIEH/MIBRFTD,

1. BWEREH & 1BRFTD:

- X FFirepower 4100/9300 , & A] LAEFSSHIE#E R , RS Fconnect module x
consolefn HIEERIARBFTDIEF A , HPx2AE/Z2£ERID,

- MRFirepower 4100/93007E Z R FI(MNER TIZITFTD , M AT AEASSHEZFINFE , RS
ff A connect module x telnetf SIEER| A FTDIE &I A , EPx2EE/Z£ERID, AREE
Hconnect ftd <ftd_id> ap SiEZEZIFTDEH,

o WFLAFMERXHNZ 2B REE3100/4200 , & LAEFHSSHIEEFIVIAE , REHEHconnect ftd
<identifier> ap FIEZEIFTDEF A,

. BR B R R B,

 REZNEWHITFTDMFMCEZ 7, MRRFTD HA , BRHOMAIRZ,

EEBREOEN, P, REXEMEMBBOEXRE (WREAR ).

EREBMEOZAIPHIL,

 MBFTDEHBEMRARN77O0RESHEA , BEENEOLEAEESRFR , HEREERERE
BIH R ML



ecure Finewal

4200.hat

Cisco Secure Firewall 4215 Theat Dafensd

oepy Q@) @

¥  High Device Infine Sets  Routing DHCP  VTEP
L
\'inulhmrleli @ Search by name | [ synentertace | [ adaintertaces ~ |
£
Events & Logs
Interface: Logical Name Type Security Zones MAC Address (Active/Standby] 1P Address Path Monitori... Virtual Router
m & managementi/i managernent Physical Disabied Global Q<
Policies
[ Msnagemantt/2 eventing Physical Digatied Global Q
oy
- . @ Ethemenf1 outsidel Physical 10621 3126/24(Static); Disabled Global &
N @ Ethemenyz outside? Physical 10.62:114.51/24(Static); Disabled Global &
Duvices -
@ ethemett/3 Physical Disatied &
. - " "
— @ememena  Edit Physical Interface Disabied a
Connections
[ ethemetiys Disablad &
* General Pva IPvE Path Monitoring Hardware Configuration Manager ACCass Advanced
Intageations @ Ethemettie Disabled &
[Enable management access
[ Ethemen7 Available Networks Aliowed Management Networks Disabled &
N = Search any
Troablashisethey [ ethernett/a Disabled &
100446100
e 10.199,60.96 | Add |
Administration 10.62184.23
1273861
= Page| 1 of 1 =
Q Cancel m
Find in Meru

FER , BT 7.7.009FTDIRAF XU REE SRR BTEED,
SSBUATHRHER -

Z i Bl B 5 =1 Managerij 8] O

access

Error - Device Configuration

& High availability device cannot have more than 1 interface enabled for FMC

X FART7.7.00FTDIRA , FRARBI LS R7 SRS,

7EBERBEHIUEFTD CLISHEMIRE, EARBIF , BFNoutside2fYEthernet1/24Z 0 BV IP s 11t
2 815910.62.114.51F110.62.114.52:

<tfroot>

>



show i p

System IP Addresses:

Interface Name IP address Subnet mask Method
Ethernetl/1 outsidel 10.62.113.125 255.255.255.0 manual <- source interf
Et hernet 1/ 2 out si de2 10. 62.114.51 255. 255. 255. 0 manua

<- target interface
Ethernetl/4 fover 10.9.0.21 255.255.255.0 unset

outside2#Z0 B 7 tnZEsftunnel B & A :

<ffroot>

>

show runni ng-confi g sftunne

sftunnel interface outside2

<- target interface

sftunnel interface outsidel

<- source interface
sftunnel port 8305
sftunnel route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346

RAME U FERNAT)RPRE T HMAN |, BERoutside1 B ARIFN

<tfroot>

>

show nat detail

Manual NAT Policies Implicit (Section 0)

1 (nTp_int_tap) to (outsidel) source static nlp_server__sftunnel_0.0.0.0_intf5 interface destination s
translate_hits = 1448, untranslate_hits = 1448
Source - Origin: 169.254.1.3/32, Translated: 10.62.113.125/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0



Service - Protocol: tcp Real: 8305 Mapped: 8305

2 (nlp_int_tap) to (outside2) source static nlp_server__sftunnel _0.0.0.0_intf6 interface destination st

translate_hits = 0, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
3 (nlp_int_tap) to (outsidel) source static nlp_server__sftunnel_::_intf5 interface ipv6 destination s
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

(nlp_int_tap) to (outside2) source static nlp_server__sftunnel _::_intf6 interface ipv6 destination stat

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
5 (nlp_int_tap) to (outsidel) source dynamic nlp_client_0_intf5 interface
transTlate_hits = 653, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.113.125/24

(nlp_int_tap) to (outside2) source dynanmic nlp_client_O_intf6 interface

translate_hits = 0, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
7 (nlp_int_tap) to (outsidel) source dynamic nlp_client_O_ipv6_intf5 interface ipv6
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

(nlp_int_tap) to (outside2) source dynanmic nlp_client_O_ipv6_intf6 interface ipv6

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

8RESIAMERSMIZEOKE

<#froot>

>

show nonitor-interface



This host: Primary - Active

Interface management (203.0.113.130): Normal (Monitored)
Interface outsidel (10.62.113.125): Normal (Monitored)
Interface outside2 (10.62.114.51): Normal (Monitored)

O her host: Secondary - Standby Ready

Interface management (203.0.113.131): Normal (Monitored)
Interface outsidel (10.62.113.126): Normal (Monitored)
Interface outside2 (10.62.114.52): Normal (Monitored)

9. MR ITXKIE L outside2iZ OEEFTD , FHAEAF LRI FEAIRENSSH AccessZ T

10.#THENER , LAFEN B R O EESE A RS535(DNS)MFMC:

« MRFMCHFTDZ B EEEEE R EM(DNS) , BTHARFTDAILUEE B /MEZEQ XA FimE
DNSARS B T —Bko TEAR 5 BE R IE LI A FDNSHEAT .

- WBRFTD A LAES B #8420 X A FEEAFMCH T — Bk

- BREBFEONARBRED A BRI TCPIKA8305MFMCHMFTDZ BIHI M [6ERE, H;M
AR EEE,

EXfERT , EEFIP 10.62. 1141 BEBFEO EHEBRIARMK, HInternetiZHI5H 21X

(ICMP) T B35 T — BhIP#b 4t -

<ffroot>

>

ping 10.62.114.1

Please use 'CTRL+C' to cancel/abort...

Sending 5, 100-byte |ICVMP Echos to 10.62.114.1, tineout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

MRICMPIEA BB RS T — Bk #EEME L | EHRAT — BN BT ik 2 5I(MAC)#: 11t fE show
arpin THREP IR H BB :

<ffroot>

>

show arp

fover 10.9.0.22 4c01.f7e9.e111 13275
outsidel 10.62.113.1 c02c.1782.2chf 1
outsidel 10.62.113.126 4c01.f7e9.el0e 5453

out side2 10.62.114.1 c02c.1782.2cbf 0

outside2 10.62.114.52 4c01.f7e9.el10f 5453

11 ARBEFTDRAITU TSR

o A 7.7.0 RESHA:EFMC L , 2ABENRE D (outside )W EEEZH R , BEKH , B8
ZIDNSH RS BRI E ( MR EADNSIHFRIFMC ) #i& B #5820 (outside2) BIFMC, Hlan | &
B ERSKAREEBFED LHNERIARK,

« {E£F7.7.0090RA : EFMCL , ZAR#E D (outside1) LW EESRHE , BABHRED
(outside2) L EEERIAM , AEIKH , TIEZIDNSIRES B[ H ( LR EADNSKIAHE
FMC ) & B #5#2 0 (outside2) EHIFMC, flin , BEERERSKEREEBEHFEO LN
ARIS%,

12. 5P B KM,

13.1EFTD CLISH:

<tfroot>

>

show route 0.0.0.0



Routing entry for 0.0.0.0 0.0.0.0, supernet

Known via "static", distance 1, metric 0, candidate default path

Routing Descriptor Blocks:

* 10.62.114.1, via outside2

<- default route over outside2
Route metric 1is 0, traffic share count is 1

show runni ng-config sftunne

sftunnel interface outside2

<- sftunnel is enabled only over outside2
sftunnel port 8305

show nat detail

Manual NAT Policies Implicit (Section 0)

1 (nlp_int_tap) to (outside2) source static nlp_server__sftunnel _0.0.0.0_intf6 interface

translate_hits = 3, untranslate_hits = 3

Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

destination st

2 (nTp_int_tap) to (outside2) source static nlp_server__sftunnel_::_intf6 interface ipv6 destination s

translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

3 (nlp_int_tap) to (outside2) source dynamic nlp_client_O_intf6 interface

translate_hits = 407, untranslate_hits = 0

Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
4 (nlp_int_tap) to (outside2) source dynamic nlp_client_O_ipv6_intf6 interface ipv6

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

show conn all port 8305



31 in use, 42 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.114.51(169. 254. 1. 3): 56853 outsi de2 198.51.100. 23: 8305, idl e 0:00:06, bytes 3300¢

<- connectivity over outside2

TCP nlp_int_tap 10.62.114.51(169. 254. 1. 3): 32905 outside2 198.51.100.23:8305, idle 0:00: 00, bytes 1595¢

<- connectivity over outside2

14. IR FEEF f“show network” CLISHAEr % H FHIDNSERSS 25 |, BB EFAIDNSARSS 25 ¢

<#froot>

>

configure network dns servers 192.0.2.184

15.£FMC L |, SSFTDEEIP# It TR Noutside2 IPHit , ARERBREAHEFRERAERE, X
HARMH A RZRES IR -



Management o

Immmmmm [ 106211451 | I

Seeondary Address:
o

16. 0B PTEFTD LM sftunneliE$#E :

<ftroot>

>

sftunnel -status-brief

PEER:198.51.100.23
SFTunnel Status:-

Channel A: Connected

Channel B: Connected

Peer channel Channel-A is valid type (CONTROL), using 'tap_nlp', connected to '198.51.100.23'
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '198.51.100.23' vi.
Registration: Completed.

IPv4 Connection to peer '198.51.100.23' Start Time: Thu Jul 16 16:37:14 2026 UTC

Heartbeat Send Time: Thu Jul 16 16:38:13 2026 UTC
Heartbeat Received Time: Thu Jul 16 16:39:13 2026 UTC
Last disconnect time : Thu Jul 16 16:37:11 2026 UTC

Last disconnect reason : Both control and event channel connections with peer went down



show conn all port 8305

32 in use, 42 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.114.51(169.254.1.3):8305 outsi de2 198.51.100.23: 36383, idle 0:00:00, bytes 2357
<- new connection over different source port
TCP nlp_int_tap 10.62.114.51(169.254.1.3):8305 outsi de2 198.51.100.23:50963, idle 0:00:01, bytes 1231

<- new connection over different source port

17 MREFEEFRFARETHIDNSIRS S , EHTHNNEEE R BERE.

BEEEHREERR

ERANUT R TRATIRIE

1. show network — & REBEONEE,

2. sftunnel-status-brief — & Rsftunne FEZIR S

3. show run sftunnel — & 7RBh A 3% 5| Z(Lina) P By sftunnelfit &
4. show conn all port 8305 — & RiEI Lina5| Z#sftunneliE$#,

EHREREENE  FSRE T EMPNEREEEERERS .


https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#troubleshooting-the-management-connection

3. EEEEMIEHEER


https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/get-started-device-registration.html#ID-2242-0000054e
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/get-started-device-registration.html#ID-2242-0000054e
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#change-between-device-management-and-data-interfaces
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#change-between-device-management-and-data-interfaces
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#change-between-device-management-and-data-interfaces
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#troubleshooting-the-management-connection

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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