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AXEPHERETUTREFEHIRA

o ZEPFXIBEMBE(FTD)7.Xx. 10X, HEEPFAIFRZEER(FOM)H R LM AIEEE O
(FMC)EH,
« RIFASA 9.18 R E 5 A,
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=

F Anlp_int_tap#169.254.1.1 IP#b it I AFHFE RO R —MAFED , ATRHES NLinafVBIEF
H5|IZEERRERFERL(0S) 2 RIREE,

CRATAUTRSRE—REE

« SNMP - SNMPSFHFEFEN EMPHBEREREDEZT.

« JBXICisco SSHIM IR ITASAHK TSSHIA Al — SSHFF REF/EN MM HEERERSYE
1T,

- BEHBEEOXNFTDHTSSHIGE — SSHEASTHFREFEN LM B RBRERERSETET.

« FTIDEHVRFRBANZE BRI — BN £RHHAFVRFHANEHIERE OREXN AT S 0RIER
SERHIAE,

« MBAEHEEOQLFHTFTDERE , MOUESEREOFRIEERS , flisftunnel, DNSH#
M. WA, AEBEHKIE. NTP:ihVE%»&EEHEﬁEEE A BE VAT B 4%,

Lina3& ik

RIFEF A , f£Linas|ZF |, nameif nlp_int_tap# 2 Bt 48 Internal-DataX/Y#E 0O , ¥ BEAIEFEAHN ST
wmEPER,

BURRREB TR A&
« BITFTDA R 2 FHNE6170:

<tfroot>

CSF6170-1#

show interface ip brief

Interface IP-Address 0K? Method Status Protocol



Internal -Datal/ 1l 169.254.1.1 YES unset up up

CSF6170-1#

show controller

Internal -Datal/ 1l

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 10

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

CSF6170-1#
show i nterface detail | begin nlp_int_tap
<-- Output except Internal-Data slot and port ID is similar in other devices

Interface Internal-Datal/l "nlp_int_tap", is up, line protocol is up

Hardware is en_vtun rev00

, BW Unknown Speed-Capability, DLY 1000 usec
(FulT-duplex), (1000 Mbps)
Input flow control 1is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
12409 packets input, 837229 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 pause input, 0 resume 1input
0 L2 decode drops, 0 demux drops
12371 packets output, 816494 bytes, 0 underruns



0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets
0 Tate collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/Tow): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp_int_tap":

VR R R

5

12409 packets input, 663503 bytes

12371 packets output, 643300 bytes

43 packets dropped

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

Control Point Interface States:

CSF6170-

capture

Interface number is 7
Interface config status is active
Interface state is active

1#

nlp interface ?

<-- Same as 1in other devices

cplane Capture packets on controlplane interface
data-plane Capture packets on dataplane interface

nlp_int_tap Capture packets on nlp_int_tap interface

Available interfaces to listen:

eventing Name of interface Managementl/2
inside Name of interface Ethernetl/1
management Name of interface Managementl/1

CSF6170-1#

show asp table interfaces

<-- Same as 1in other devices

Soft-np interface 'nlp_int_tap' is up
context single_vf, nicnum 10, mtu 1500

vlan <None>, Not shared, seclvl 100
12409 packets input, 12371 packets output
flags 0x0

CSF6170-1#

show asp table routing

<-- Same as in other devices



route table timestamp: 37

in 169.254.1.0 255. 255. 255. 248 nl p_int _tap

in £d00:0:0:1::1  ffff:ffff:ffff.FFfFf. FEFfFFEFfFFEFfFFff nlp_int_tap

in £d00:0:0:1:: ffff:ffff:ffff:ffff:: nlp_int_tap
out 255.255.255.255 255.255.255.255 nlp_int_tap
out

169.254.1. 1 255. 255. 255. 255 nl p_int _tap
out 169.254.1.0 255.255.255.248 nlp_int_tap
out 224.0.0.0 240.0.0.0 nTp_int_tap

out fd00:0:0:1::1 ffff.ffff:ffff:ffff - fEFF . FEFFFEFF-FFFFf nlp_int_tap

out fd00:0:0:1:: ffff.ffff:ffff:ffff:: nlp_int_tap
out fe80:: ffcO:: nlp_int_tap
out ff00:: ff00:: nlp_int_tap

« 1Z1TASAKIFirepower 4145:

<#froot>

asa#

show interface ip brief

Interface IP-Address OK?
I nt er nal - Dat a0/ 2 169.254.1.1 YES
asa#

show control |l er

Method Status

unset up

Protocol

up



I nt ernal - Dat a0/ 2:

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 4102

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

« EH\FTD:

<#froot>

firewall#

show interface ip brief

Interface IP-Address 0OK? Method Status Protocol
I nternal - Data0O/ 1 169.254.1.1 YES unset up up
firewall#

show control |l er

I nternal - Dat a0/ 1:

ASA | PS/ VM | nternal Managenent Data Interface en_vtun rev00, port id 12

Major Configuration Parameters

Devi ce Nane : en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp



« EHAASA:

<{froot>

asav#

show interface ip brief

I nternal - Dat a0/ 0 169.254.1.1 YES unset up up

firewall#

show control |l er

I nt ernal - Dat a0/ 0

ASA | PS/ VM I nternal Managenment Data Interface en_vtun rev00, port id 4

Major Configuration Parameters

Devi ce Nane : en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

KER

« Bif nip_int_tapE P BEATRF A LW FAEATHEED.
- 1B#Eshow asp table routing I , 7% Anlp_int_tap BInternal-Datai® 0 2 Bt IPv4ith i



169.254.1.1/29 M IPv6it3tfd00:0:0:1::1/64,
« 1B#Eshow controlleria S i |, t3E O 2/dev/net/tun/tap_nlpH A] B Linux Tun/TapiEQ ( 45
lEDEEER) o

BRIERGIUE

/devinet/tun/tap_nlp2Linux 7 B850 , EFLTIPH#sE -

* |IPV4:169.254 .1 .2/29(&@?&'&% J:)*ﬂ 169.254 .1 .3/29(E5E1q:iﬁ§'t)o
« IPV6:E IR & EHIFd00:0:1::2/64 F T8 4418 & £ KIfd00:0:0:1::3/64,

REELFEAHFTDIRE PRI

« E®LFTD:

<tfroot>

admin@firewall:~$

ip addr show dev tap_nlp

14:

tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default gqlen 1000
Tink/ether 06:dd:c8:b9:e9:cc brd ff:ff:ff:ff:ff:ff

inet 169.254.1.2/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00:0:0:1::2/64 scope gl obal

valid_1ft forever preferred_1ft forever
inet6 fe80::4dd:c8ff:feb9:e9cc/64 scope 1ink
valid_1ft forever preferred_1ft forever

» Secure Firewall 6170:

<#froot>



admin@CSF6170-1:~$%

ip addr show dev tap_nlp

tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether b2:5b:a0:bf:f6:69 brd ff:ff:ff:ff:ff:ff

inet 169.254.1.3/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00:0:0:1::3/64 scope gl oba

valid_1ft forever preferred_1ft forever
inet6 fe80::b05b:a0ff:febf:f669/64 scope Tink
valid_1ft forever preferred_1ft forever

ATRHEEREFLinafViERE | BERSLTERBAMAN |, LLEAtap_nlpiE O MWIRIPH it KR EIES:

<#froot>

admin@firewall:~$

ip rule show

0: from all lookup Tocal

32765: from 169.254.1.2 | ookup 1

<-- For packets sourced from 169.254.1.2 (or .3 in case of hardware devices), the routing table 1 is us
32766: from all Tookup main
32767: from all lookup default

admin@firewall:~$

ip -6 rule show

0: from all lookup Tocal

32765: fromfd00:0:0:1::2 lookup 1



<-- For packets sourced from xxxx::2 (or xxxx:3 in case of hardware devices), the routing table 1 is us
32766: from all Tookup main

admin@firewall:~$

ip route showtable 1

default via 169.254.1.1 dev tap_nlp

<-- Next hop for the default route in table 1 is 169.254.1.1 (Lina)

admin@firewall:~$

ip -6 route showtable 1

default via fd00:0:0:1::1 dev tap_nlp

metric 1024 pref medium <-- Next hop for the default route in table 1 is fd00:0:0:1::1 (Lina)

FER

« IPV4FIIPVGEEHANIME , FERHBARIPHRITEREE Fnlp_tapiZ O it W BESWEBAER.
- BERIWIPVANIPVOIRATEERIAE |, ZEEHM T — Bkt 1k /8 FLina nlp_int_tap#E 0.,

BB IRBENEIRS

AEBDRRTAHTERRBER THRELRENHRL

ZERARREENTE,
F%ﬁﬁ%u H,

N EE EFOME | FE - BEEANEEOENMAL IEN SR, NEH. EEARES
BN BERE | Eti%%?EM?FFMC BWETD | B ORI EE,

HEEOEEEE

AN EMAEFTDLRIERFESRENHRR] , ARUUATHFAREEE



1. FTDEEFMCE& &,
2. TEBEIHIEEORTERE, XEKRSEEEOATRHEBERSEMNISINE 2B IERE :

<#froot>

>

show networ k managenent - dat a-i nterface

Physical Interface Name of the Interface <-- empty output indicates disabled feature

3.EDBMETUTYREZ—

« ASAZFTD_EHRISNMP,

« B Cisco SSHIMULITASAR {TSSHIF A, FEASAMRAO. 23R EJMRAAH , BRISSHHEKE
BRABTEEZA,

- BEBIEEO@EISSHIARIFTD,

- BIFDMEEMFTD EMEIEEOHITHTTPSIA R,

4. TERHRIME ERIESHIR.

WMREET Edshggz— , WEBEEFHFANATAN . NATALN X Zhavwm O/ .

UTRFHRAINATHANG "ol E , ATEIHEZOFITFTD SSHiFH

<#root>

firewall#

show nat detail

Manual NAT Policies Implicit (Section 0)

1 (nlp_int_tap) to (inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static O
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0



Service - Protocol: tcp Real: ssh Mapped: ssh

2 (nTp_int_tap) to (inside) source static nlp_server__ssh_::_intf3 interface ipv6 destination static O
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Origin: ::/0, Translated: ::/0

Service - Protocol: tcp Real: ssh Mapped: ssh

3 (nlp_int_tap) to (inside) source dynamic nlp_client_0_0.0.0.0_6proto22_intf3 interface destination s

translate_hits = 0, untranslate_hits =0

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Oigin: tcp destination eq ssh , Translated: tcp destination eq ssh

4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_::_6proto22_intf3 interface ipv6 destinat
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Origin: ::/0, Translated: ::/0

Service - Oigin: tcp destination eq ssh , Translated: tcp destination eq ssh



N BB WEBICisco SSHHER BIISSHIERTIASA | BATE D226 74122,

TERERHESEENHERR

OS (LINUX)

6

10

: PA P 8
Dat: nlp_int_tap: tap_nlp:
ime;:,_,__@ @ 169.254.1.1/20 169.254.1.[2-3/29 $ - SNMP

fd00:0:0:1::1/64 fd00:0:0:1::[2-3]/64 4

2

a1

WIESR (EATHERIIANEE ) -

1. IR — iwH22 EMIP 192.0.2.2FIP 192.0.2.1FSSHA OTCP SYN##EE., IP
192.0.2. ’IEW*BT%EIE’Jﬂi’,iJJ: :

<tfroot>

firewall#

show run ssh
ssh 0.0.0.0 0.0.0.0 inside
ssh ::/0 inside

firewall#

show i p

System IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0

i nsi de

192.0.2.1

255.255.255.0 manual
Current IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0



i nsi de 192.0.2.1

255.255.255.0 manual

firewall#

show capture

capture capi type raw-data trace interface inside [Capturing - 218 bytes]
match tcp any any

capture nlp type raw-data trace interface nlp_int_tap [Capturing - 218 bytes]
match tcp any any

firewall#

show capture capi

1 packets captured
1:

19:52:27. 776830 192.0.2.2.22420 > 192.0.2.1. 22

: S 240217016:240217016(0) win 8192

2 R IR IR IS R EEAINATAN | ZHANE B FRIPM192.0.2. 1563 7 1P 169.254.1.2 | HiF8iE st
B EInlp_int_tap O #0 :

<ffroot>

firewall#

show capture capi trace packet-nunber 1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 22936 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETlapsed time: 22936 ns
Config:

Implicit Rule



Additional Information:
MAC Access list

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

ETapsed time: 11224 ns
Config:

nat (nlp_int_tap,inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static 0_0.O.

<-- matching NAT rule
Additional Information:

NAT divert to egress interface nlp_int_tap(vrfid:0)

<-- Egress interface is nlp_int_tap

Untranslate 192.0.2.1/22 to 169.254.1.2/22

<-- Destination address was translated to 169.254.1.2

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

ETapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 169.254.1.2 using egress ifc nlp_int_tap(vrfid:O0)

<-- next hop is the nlp_int_tap with IP 169.254.1.2

Phase: 16

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 2440 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 169.254.1.2 on interface nlp_int_tap

Adjacency :Active

MAC address 06dd. c8b9.e9cc hits 1 reference 1

<-- next hop MAC address

Phase: 17
Type: CAPTURE
Subtype:



Result: ALLOW

ETapsed time: 8296 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 191292 ns

3R — BERIPRN169.254.1.2 port 2209 BUE E Mnlp_int_tapiEO&XEH X

<#froot>

firewall#

show capture nlp

1 packets captured
1: 19:52:27.776998

192.0.2.2.22420 > 169.254.1.2.22

: S 1456431278:1456431278(0) win 8192

4 3R A — 1E0S tap_nlpE 0 LUK EI B 891PF 169.254.1. 28 M 220 MiE S

<tfroot>

admin@firewall:~$

sudo tcpdunp -n -i tap_nlp tcp

Password:



HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27. 796029 | P 192.0.2.2.22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, length O

5. SSHEASTIEFERO22 LT , BMKSYNBUIESH I EBHITAIE

<tfroot>

admin@firewall:~$

sudo netstat -pan | grep :22

Password:

tcp 0 0 0.0.0.0:22 0.0.0.0:* LI STEN 6026/ sshd: /usr/sbi
tcp6 0 0 :::22 inx LI STEN 6026/ sshd: /usr/sbi
6.SSHAE K SYN ACKEIEE,

73R — RIPN169.254.1.2u% O22F B ¥RIP 7 192.0.2.2H9SYN ACK?&E@Mtap_nlpﬁ AkixH
%

<tfroot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp tcp

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27.796029 IP 192.0.2.2.22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, Tength 0

19:52:27.796112 I P 169.254.1.2.22 > 192.0.2.2.22420: Flags [S.], seq 2122129677, ack 1456431279, win 64:



8.33K . — fELina nlp_int_tapiE 0 LW RRIP ] 169.254.1.2%% 02241 B #5IP#b 1k 5 192.0.2.289
SYN ACK#iE S :

<#froot>

firewall#

show capture nlp

2 packets captured

1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

2: 19:52:27.777776 169.254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279

9.LLSYN ACKBEBENIB/CEEMEZN —E 04 E | Lina5| ERIEIIEZN A R BINATH N
BIETHIRMIP 169.254.1. 2% B A EZPIP 192.0.2.1 , HEFNIPEEHOEOD, MRBICisco
SSHi##R BT SSHIEZFIASA |, TRiw OFFM41225% R [E22:

<#froot>

firewall#

show capture nlp trace packet-nunber 2

2 packets captured

1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

2: 19:52:27.777776 169.254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279
Phase: 1
Type: CAPTURE
Subtype:

Result: ALLOW

Elapsed time: 2196 ns
Config:

Additional Information:
MAC Access list



Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 2196 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 2928 ns
Config:

Additional Information:

Found flow with id 239305, using existing flow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

ETapsed time: 10736 ns

Config:

Additional Information:

Found next-hop 192.0.2.2 using egress ifc inside(vrfid:0)

Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 1952 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 192.0.2.2 on interface

Adj acency : Active

MAC addr ess 0000. 0000. 1234 hits O reference 1

Phase: 6
Type: CAPTURE

i nsi de



Subtype:

Result: ALLOW

ETapsed time: 10736 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 30744 ns

10.HRR — BFESHEFTASEOZEE A

<#froot>

firewall#

show capture capi

2 packets captured

1: 19:52:27.776830 192.0.2.2.22420 > 192.0.2.1.22: S 240217016:240217016(0) win 8192
2: 19:52:27. 777807 192.0.2.1.22 > 192.0.2.2.22420: S 2835714564: 2835714564(0) ack 240217017 wir
ERAREENERE

MREFMCEEWNFTDLEEABIEEONERE  NIXEERLBFILE

1. ECLISH L , ERIAM >k Rdata-interface, EERFERRIAMKEStap_nlp , T—BkiEM@Lina
IP 169.254.1.1:



<ffroot>

>

show networ k managenent - dat a-i nterface

Physical Interface Name of the Interface

Et hernet 1/ 2 i nsi de

show net wor k

[ System Information ]

Hostname : FPR1150-2
DNS from router : enabled
Management port : 8305

| Pv4 Default route

Gat eway : data-interfaces

[ managementO ]

Admin State : enabled

Admin Speed : lgbps

Operation Speed : lgbps

Link T oup

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 4C:E1:75:DD:89:00
—————————————————————— [ IPV4 J------—— -
Configuration : Manual

Address : 192.0.2.29

Netmask 1 255.255.255.0
—————————————————————— [ IPV6 J------=--——-mm -
Configuration : Disabled

[ Proxy Information ]
State : Disabled
Authentication : Disabled

======[ System Information - Data Interfaces ]======



DNS Servers

I nterfaces : Ethernetl/2

[ Ethernetl/2 ]

State : Enabl ed

Li nk o Up

Nane : inside

MIU : 1500

MAC Addr ess : 4C El: 75: DD: 89: 25
---------------------- [ IPVA Jommmmmmmmmiai et
Configuration : Manual

Addr ess : 198.51. 100. 254

Net mask : 255.255.255.0



Gat eway : 198.51.100.1

Configuration : Disabled

admin@firewall:~$

ip route show default

default via 169.254.1.1 dev tap_nlp

2. %lLinaL , BREIHERZORERINEH — XRMNFMCHENAFERE

<{froot>

firewall#

show rout e

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside
C 198.51.100.0 255.255.255.0 is directly connected, inside
L 198. 51. 100. 254 255. 255.255.255 is directly connected, inside

3. fELina L , HIPvAFIPveittk & L2k 7 A T sftunneli 083058 F e FANATH N, EN |, R
TATMNRERSGIINBMENERE , SEEKREEO LN RER S tap_nipZE OB IPV4R]
IPv6 it 11t Bt iE B A PAT,

<ffroot>

firewall#



show nat detail

Manual NAT Policies Implicit (Section 0)
1 (nTp_int_tap) to (inside) source static nlp_server__sftunnel_0.0.0.0_intf3 interface destination sta
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

2 (nlp_int_tap) to (inside) source static nlp_server__sftunnel_::_intf3 interface ipv6 destination sta
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Transl ated:

Destination - Origin: ::/0, Translated: ::/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

3 (nlp_int_tap) to (inside) source dynamic nlp_client_0_intf3 interface
translate_hits = 64, untranslate_hits = 0

Source - Origin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

<-- Dynamic IPv4 PAT on inside interface

4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_intf3 interface ipv6
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Transl ated:

<-- Dynamic IPv6 PAT on inside interface

TRERSESEENHERR



0S (LINUX)

0.0.0.0/0 via 169.254.1.1
1

3 2
nlp_int_tap: tap_nlp:
LINA/ASA @ 169.254.1.1/29 169.254.1.[2-3]/29

interface .y fd00:0:0:1::1/64 fd00:0:0:1::[2-3]/64 NTP  LDAP  HTIPS

@ DNS RADIUS HTTP Other 05

traffic

RELTRIERG R , RIESHBRERATNTPRE. AHNZEERATEMHRERZERNRE (2
BEFTE)

1. NTPEPim4 R A TS ENTPARS 25 IP# it I ERIE S -

<#root>

admin@firewall:~$

sudo ntpq -pn

Password:
remote refid st t when poll reach delay offset jitter

*¥192.0.2.222 192.0.2.111 2u 31 64 377 27.540 +0.104 0.105

127.127.1.1 .LOCL. 10 1 1093 64 0 0.000 +0.000 0.000

MNRERZEHNAERE , T—HEStap_nipiEQ , FHAMEBMNEDIP 169.254.1.3#E R Rttt -

<tfroot>

admin@firewall:~$

ip route get 192.0.2.222

192.0.2.222 via 169.254.1.1 dev tap_nlp src 169.254.1.3 uid 101

cache



2. RS — BIEEMtap_nlpEO RIEH &

<{froot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 IP

169.254.1.3.123 > 192.0.2.222.123

: NTPv4, Client, length 48

3. IR — BIEEE)iELina nlp_tap_interface## 0 :

<tfroot>

firewall#

show capture

capture nlp type rawdata trace interface nlp_int_tap

[Capturing - 10600 bytes]

mat ch udp any any eq ntp

firewall#

show capture nlp

96 packets captured
3: 22:39:59.726112

169.254.1.3.123 > 192.0.2.222.123

udp 48



4. BIBERAER , LnaFASFRAAHOED , AN SEEZRIPH i M169.254.1.3E K
REBIEEOIPH ARSI ASPATHRN

<#froot>

firewall#

show capture nlp trace packet-nunber 3

96 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 4608 ns
Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 4608 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Elapsed time: 24576 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:0)

Phase: 6

Type: NAT

Subtype:

Result: ALLOW
Elapsed time: 853 ns
Config:

nat (nlp_int_tap,inside) source dynanmic nlp_client_0O_intf3 interface



Additional Information:

Dynani c translate 169.254.1.3/123 to 198.51. 100. 254/ 58840

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 8192 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 3072 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 198.51.100.1 on interface inside

Adjacency :Active

MAC address c02c. 1782. 2cbf hits 5 reference 3

Phase: 15

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 11264 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)



output-status: up
output-line-status: up
Action: allow

Time Taken: 173567 ns

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside
C 198.51.100.0 255.255.255.0 is directly connected, inside
L 198.51.100.254 255.255.255.255 1is directly connected, inside

5. RR — BIHAEARERES

<#froot>

firewall#

show capture capi

112 packets captured

1: 22:39:59.726387 198. 51. 100. 254. 58840 > 192.0.2.222.123: udp 48

6. HIRK — NTPRSFSBF/RAENEZRES

<{froot>

firewall#

show capt ure capi



112 packets captured
1: 22:39:59.726387 198.51.100.254.58840 > 192.0.2.222.123

2: 22:39:59. 756796 192.0.2.222.123 > 198. 51. 100. 254. 58840

7. LinaFNBERNCBUEEN —Ho4E , FNARMBNAT,
169.254.1.3 , OO R nlp_int_tap:

<tfroot>

firewall#

show capture capi trace packet-nunber 2

120 packets captured

2: 22:39:59. 756796 192.0.2.222.123 > 198. 51. 100. 254. 58840

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 6144 ns
Config:

Additional Information:

Found flow with id 1226, using existing fl ow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 11264 ns

Config:

Additional Information:

Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:O0)

Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
ResuTlt: ALLOW

Elapsed time: 3072 ns

Config:

: udp 48

udp 48

BEFEWES , BIRa®ERN

udp 48



Additional Information:

Found adj acency entry for Next-hop 169.254.1.3 on interface nlp_int_tap

Adjacency :Active

MAC address 9641.fdd8. 1038 hits 4159 reference 4

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 17920 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 47104 nsw

8. IR — NEHIEEMnlp_int_tapEO & H -

<{froot>

firewall#

show capture nlp

132 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

4: 22:39:59. 756903 192.0.2.222.123 > 169.254.1.3.123: udp 48



9. BIRR — ERBIETEAOS tap_nlp#EEO :

<{froot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 IP 169.254.1.3.123 > 192.0.2.222.123: NTPv4, Client, length 48

22:39:59.759683 | P 192.0.2.222.123 > 169.254. 1. 3. 123: NTPv4, Server, length 48

10. N EBIERSHENTPE P it A ML E,

S

OS /dev/net/tun/tap_nlp3E O fELina® BAnlp_int_tapA L, EOKN BN RELinaflIREREZER
fiEE, HEOURMENNATANBHSGEZIERE , TERAF T,



https://www.cisco.com/c/zh_cn/support/security/defense-center/products-installation-and-configuration-guides-list.html
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