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1. A EESEAHREH232.4.4. 489 mroute:

<#froot>

device#

show nroute 232.4.4.4

No nroute entries found.

2. show mfib countds % HH $7232.0.0.0/848 38 B #9“Other drops”it Zk 25180 :

<#root>

device#

show nfi b count

IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Tota



/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree:
Forwarding: 0/0/0/0,

O her: 2551

/0/

2551 <----

device#

show nfib count

IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total

/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree:
Forwarding: 0/0/0/0,



O her: 2864

/0/
2864

<-——-—-

EBBIESTEMEL LR ASP)FEBIEPuntiZBRR & (punt-rate-imit) EFREMFEEHR. =
DITBERFEEM

<tfroot>

device#

cap capi trace interface inside match udp any host 232.4.4.4

device#

show cap capi trace

2: 19:36:08.509205

192.168.1.2.12345 > 232.4.4.4.12345

udp 0
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Elapsed time: 13056 ns
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 13056 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW



ETapsed time: 2560 ns

Config:

Additional Information:

Found flow with id 4876, using existing flow

Result:
input-interface: inside
input-status: up
input-line-status: up
Action: drop

Time Taken: 28672 ns

Drop-reason: (punt-rate-linmit) Punt rate linmt exceeded, Drop-location: frame snp_sp_nctast: 4898 flow (N

device#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 142

FP L2 rule drop (12_acl) 6
Last clearing: 19:38:00 UTC Apr 29 2026 by admin
Flow drop:
Last clearing: 19:38:00 UTC Apr 29 2026 by admin

device#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 780

FP L2 rule drop (12_acl) 37

ANGEOBRTEEMH OAERES

<#root>



device#

capture capo type rawdata interface outside match udp any host 232.4.4.4

device#

show cap capo

0 packet captured

0 packet shown
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A3 A(RP)#1E10.4.4.4, FRAESPIM RP#uFELE

RP EHPIMEL &

<#root>
device#

show run interface | oopback0

interface Loopback0

description LOO

ip address 10.4.4.4 255.255.255.255
ip pim sparse-mode

device(config)#

ip pimbidir-enable

device(config)#

i p pimbsr-candi date Loopback0 0 1

device(config)#

HEEHLLR

ip pimrp-candi date LoopbackO interval 10 priority 1 bidir

NEEREL , AL  RPERN SEESEKESR et

pvi: 8

F)?)\iaECﬁH&ZIWGM’J;téBHAi 3110, HtpsKiEF &
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EEA S
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. BREFRANBEENZ£RE
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ERAREL  ABEHCER , mASE— KA F(FHR)MRPEEPIM BIDIRIIBEHIPIMER 15

x%
<tfroot>
device#

show run nul ticast-routing

mul ticast-routing

device#

show pi m nei ghbor



N
'

N
s
#

Neighbor Address

192.168.2.1

B

192.168.3.1

B

Interface

inside

outside

Uptime

1d12h

1d12h

Expires DR pri Bidir

00:01:40 1

00:01:35 1

It , 46224.0.0.0/45RPi#:31£10.4.4.4 2 A 7FE2 N RPEIH I BRST

<tfroot>

device#

show run pim

pimrp-address 10.4.4.4 bidir

device#

show pi m gr oup- map

Group Range

224.
224.
224.
232.

[=NeNeNe)
OO R

224.

224.0.

©
o

.39/32%
.40/32%
.0/24%
.0/8*

. 0/ 4*

.0/ 4

.0/4

Proto

DM

L-Local
SSM

BD

BD

SM

Client

static
static
static
config

BSR

config

static

Groups RP address

(=N N eNe)

o

cooo
cocoo
ocooo
ocooo

10.4.4. 4

10.4.4. 4

0.0.0.0

RPF:

RPF:

Info

out si de, 192.168.3.1 <--

out si de, 192.168.3. 1

RPF:

EppAE L REFEHAPIMBSR , {EPIM RP1#1#E10.44 ARFHEBN, X

,0.0.0.0

=, H

* means the na



EHSRECH , FRRES RERED

B FE & (BIDIR-PIM)FEEFEHAPIM SSMA B REZ BIF#RE , AL LA sES HIBIE
BEH,

MRMEAEE ZBIDIR-PIM |, i§Z B TIEM :

« IXEEAEPIM SSM4,

- MRABPEAPIM SSMA , FHEREF XEEFFPIM SSM3E &l A #Y A 7548 45 7 FESSMA #th 1k &b 38
o BXRIFAEE , BZHAREHD

- EZRERFEID CSCwt9960,

IEYPN

#31t232.4.4 A8 T EBM RS HEIMALH (IANAVR BRVR S ELB(SSM)EABE. FHAEBEIHPIM
SSM{R8232.0.0.0/858F :

<ttroot>

device#

show pi m gr oup- map

Group Range Proto Client Groups RP address Info

224.0.1.39/32* DM static O 0.0.0.0

224.0.1.40/32* DM static O 0.0.0.0

224.0.0.0/24%* L-Local static 1 0.0.0.0

232.0.0.0/ 8* SSM config 0 0.0.0.0

224.0.0.0/4%* BD BSR 0 10.4.4.4 RPF: outside,192.168.3.1
224.0.0.0/4 BD config 0 10.4.4.4 RPF: outside,192.168.3.1
224.0.0.0/4 SM static O 0.0.0.0 RPF: ,0.0.0.0

BHXPIM SSMHER :


https://tools.cisco.com/bugsearch/bug/CSCwt99960

- EHERETROKMHAEAS , G)IH.

« FEEETRPHPIM-SMIMU M HEMER R, RAUEFR , FEARP(*, G)BH.

- BWHBEEAERMAERDPIEIR(IGMPVI)INALRER | HEHRILIE" , BIRSGEEY
HEIMNBEREUHEEHES , RERINEE R UHRRUR A S E A B it I BES.

BXBIDIR-PIMHNER :

- THEERARFRNZEWRERHNE L ZH,
- ERAEARBINENER LETHRER2IEER KSR (DF)IERH RN @,

- ZEDFHFBT , ARBBEMNERERBELERP , NTTRBEHLEMERIERSE  MAZTERS
ERE.

* BIDIR-PIMF A &KEHRER(SPT)M(S , G)%E.

« BIDIR-PIMNZFAEFERA (Y, G)FBEHEREN, iFEHBANSKE BHANFE FmroutekH,

B EERPIM SSMABIDIR-PIMBE R , AR IPIM SSMABIDIR-PIMEB EF M8,

EXMERT , AEEEENEABIDIR-PIM , MARKARE TIANAFIRS X3EHPIM SSMREHISEE
. BTAEEMFEABIDIR-PIM , HLttPIM SSMATERI(S , G)BHEMAIEZE LR TH. ATRIEH
AR ENAH/EOEOTTAH, RO H O/ HEOSASBUEBELAEEEMFIB)RHEES
E#H., TALMERshow mfibEishow mfib countfi S RIFEF :

<tfroot>

device#

show nfib count

IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total
/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:



Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree:
Forwarding: 0/0/0/0, Other:

333797

/0/

333797

By Nt B R S (CP)REME H/H OO, XEXENAEAG  TEATEEN
| FEINAE , AL, BEBiHR., HEREREE, LEAXEMHABZEONBES, A%
HBIPHE LS,

NTBEBEFILIEK , BFIEEERERF IS Fla0 , BhAESRGMNBIEFE(DP)&IAF 2
ANBEINER, B ERRNBFEBSF/EEFR , FETEIpunt rate limit(punt-rate-limit) ASPEFH
JRE., AJfEshow asp event dp-cp puntky ¥ i I IEZ % 35 R =R | begin EVENT-TYPE®G T :

<#froot>

device#

show asp event dp-cp punt | begi n EVENT- TYPE

EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE
punt 1264746 0 1264746 0 1264746 44
<-- 15-second punt rate

mul ti cast 1250020 0 1250020 0 1250020 44

pim 14726 0 14726 0 14726 0

Bz, #1tR , ATHHEEBIDIR-PIM)MEZEEFAPIM SSMA BN REZBFRE , BhAEL



ARESHAEZAR.

[ B B

EAT S, “RHRRERCCSRI BMIRMAER , ‘P AIE RIEEITASASKFTDRY BRIEH K,

1.Q:BF A IER R B3 NPIM SSM{%&232.0.0.0/8?

A:Yes. ECSREFRHBFRE , THRERENEE, EHMHERL , PIMSSMEEFREEARE !

<tfroot>

device(config)#

ip pimssm?

default Use 232/8 group range for SSM

range ACL for group range to be used for SSM

2.Q:MFIB“Other drops”"it Bz R BHFE TP X 3% ?

A: %, ERAERBMNCiscolf MR EFERMUM TR,

BQHEHTBERE (HINEABREHAE ) REEREFAIEXFH232.4 440 BT ?

A XEURTEEHES N E#b1t232.4.4.4, SPHARERE , RIAMBERT |, BEIBFIFTHAPIM SSMR
238E232.0.0.0/8, BER , (1R EAE APIM SSMABIDIR-PIM , 3 B & 88 ABIDIR-PIME &I
RPEHIZW T ABiditr SHRPEIA VRS | HIZWAXTIPIM SSMEENABHEZ , NIBEaE



#WEZH , MFIB“Other’iT #8818 10 :

<{froot>

device#

show run | i pim

ip pimbidir-enable

no ip pim autorp

ip pimssmdefault

device#

show i p pi mrp mapping

Auto-RP is not enabled
PIM Group-to-RP Mappings

Group(s) 224.0.0.0/4
RP 10.4.4.4 (?), v2,

bidir <-- mapping has the bidir flag

Info source: 10.4.4.4 (?), via bootstrap, priority 1, holdtime 150
Uptime: 17:32:39, expires: 00:02:05

device#

show i p nfib count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total / RPF failed

/0ther drops(OIF-null, rate-Timit etc)
Default
9 routes, 6 (*,G)s, 3 (*,G/m)s
Group: 224.0.0.0/4
RP-tree,
SW Forwarding: 1/0/28/0, Other: 41037/41037/0
HW Forwarding: 3428217/0/64/0, Other: 0/0/0



Group: 232.0.0.0/8

RP-tree,

SW Forwardi ng: 0/0/0/0, Oher: 97/97

/0 <-—--
HW Forwarding: 0/0/0/0, Other: 0/0/0

device#

show i p nfib count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total / RPF failed

/O0ther drops(OIF-null, rate-Timit etc)
Default
9 routes, 6 (*,G)s, 3 (*,G/m)s
Group: 224.0.0.0/4
RP-tree,
SW Forwarding: 1/0/28/0, Other: 41037/41037/0
HW Forwarding: 3428217/0/64/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree,

SW Forwarding: 0/0/0/0,
G her: 106/ 106

/0 <-—--
HW Forwarding: 0/0/0/0, Other: 0/0/0

4.Q: anr1 58 il By A s RF Sk B PIM SSMIE B Y 4E 4B IESSMEA b 1k JE 1TAL 3 2

A : BRRPEE£232.0.0.0/8 ( EXMEIER ) EEANANRPEANMRE , HEEMHAE LHNBE



HF L ERPHAL,

ET1.RPEMEE :

<ffroot>

device(config)#

access-list 1 permt host 232.4.4.4

device(config)#

ip pimrp-candi date LoopbackO group 1 interval 10 priority 1 bidir

<-- group refers to the access-Tist

Bh X SIS -

<tfroot>

device#

show pim group-map 232.4.4.4

Group Range Proto Client Groups RP address Info
232. 4. 4. 4/ 32* BD
BSR 0 10.4.4.4 RPF: outside,192.168.3.1 <-- Proto is BD, not SSM

IET2. B KEEEE

<{froot>

device(config)#

access-list ntast standard permt 232.4.4.4 255.255. 255. 254

device(config)#

pi mrp-address 10.4.4.4 ntast bidir



device(config)#

show pim group-map 232.4.4.4

Group Range Proto Client Groups RP address Info

232.4.4.4/31*

BD

config 0 10.4.4.4 RPF: outside,192.168.3.1 <-- Proto is BD, not SSM

BEE | FRHNRTEEAEEN255.255.255.255 £ 5% B .

5.Q:INRBFXIEFRKBPIM SSMEE A ENIESSMA MU LB | £ XEMFLER ?

A Bi84232.4.4 MERIESSMi AL ( ESHEEL )

<tfroot>

device#

show pim group-map 232.4.4.4

Group Range Proto Client Groups RP address Info
232. 4. 4. 4/ 32* BD
BSR 0 10.4.4.4 RPF: outside,192.168.3.1

MR ERMRAZ Cisco Bug ID CSCwt9960F M8 , MR (*, G)mroute , H HAEREZRERFI
, B R0 8EE. BENBESHEER , FEHE T punt rate limit(punt-rate-limit) ASPEF
RRA :

<#root>


https://tools.cisco.com/bugsearch/bug/CSCwt99960

device#

show nroute 232.4.4.4

No nroute entries found.

device#

show nfib 232.4.4.4 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group

Forwar di ng Counts

Pkt Count/

Pkts per second

/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null,
Group: 232.4.4.4
RP-tree:
Forwarding: 23317/

50

/28/10, Other: 0/0/0

device#

show nfib 232.4.4.4 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group

Forwar di ng Counts:

Pkt Count/

Pkts per second

/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null,
Group: 232.4.4.4

RP-tree:

rate-Timit etc)

rate-Timit etc)



Forwarding

49

/28/10, Other

device#

capture cap

device#

show capture capi

Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:

BREFHAER

EESAEN

1 23540/

: 0/0/0

trace | i

(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)

Punt
Punt
Punt
Punt
Punt
Punt
Punt
Punt

Dr op-r eason

rate
rate
rate
rate
rate
rate
rate
rate

Timit
Timit
Timit
Timit
Timit
Timit
Timit
Timit

exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,

, 55 #Cisco Bug ID CSCwt9960,

o RESTEABER

» Cisco Bug ID CSCwt99960

interface inside trace match udp any host 232.4.4.4

Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:

frame
frame
frame
frame
frame
frame
frame
frame

snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:
14898

snp_sp_mcast

snp_sp_mcast:
14898

snp_sp_mcast

snp_sp_mcast:
snp_sp_mcast:

4898
4898
4898

4898

4898
4898

flow
flow
flow
flow
flow
flow
flow
flow

(N
(N
(N
(N
(N
(N
(N
(N


https://tools.cisco.com/bugsearch/bug/CSCwt99960
https://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml#multicast-addresses-10
https://tools.cisco.com/bugsearch/bug/CSCwt99960
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