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BRB5 X1 :

cap br_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap br_vti interface vti-hq packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap br_asp match ip host x.x.x.99 any

cap br_asp match ip host 172.20.1.21 host 172.16.2.11

cap br_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.99 any

BEEE , XX X998 N KBRIPH#EHL,

HQP5 K i :

cap hg_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap hg_vti interface vti-br packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap hg_asp match ip host x.x.x.121 any

cap hg_asp match ip host 172.20.1.21 host 172.16.2.11

cap hg_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.121 any
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cap hgfxos switch interface outside direction both packet-length 2048 match ip x.x.177.121

cap hgfxos switch interface in_data_uplinkl direction both packet-length 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink2 direction both packet-length 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink3 direction both packet-length 2048 match ip x.x.x.121
no cap hgfxos switch stop.
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1. HQBF X B IR R £ B R (ASP) ER R KR ~EF 2 B R A Rfragment-reassembly-
failed:

<tfroot>

>
show capture hqg_asp

Target: OTHER

Hardware: CSF-1230

Cisco Adaptive Security Appliance Software Version 99.23(37)127

ASLR enabled, text region aaaae5d50000-aaaae902d504

172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment-reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment-reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.56952 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment-reassenbl y-failed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA

2. HQPBh A 3& By show fragmentds < 4 H R A VTIHE O B Timeout 1T ZR 2518 4N

<ffroot>

>



show fragnent

Interface: vti-br
Configuration: Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 0O
Drops: Size overflow: O,

Ti neout: 1217

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP Ten: O,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0O
Cluster reinsert collision: 0

RIF S 2 (https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-
command-ref-S/show-f-to-show-ipu-commands.htmli#wp4144096608), Timeout 2“3 B A 25 BRI
B EEANHFER I (The maximum number of seconds to wait for a entire fraged packet to
reached)s BRIAEN 5 8. XEKE , MREBEND BREESTHRARIEAE | WEIN S BRISHE
7, ABSTBREHXNK,

3.RFEL—R , HO KRB AW E G BT REARMN TR D B,

BRP5 X 1

1. BRIEFEFHIR | AP HR2NT RN D EﬁnBRBﬁAiiﬂiLgﬂ:RADluslrtﬂPsE’J%ﬁhu‘t
br_ |nS|de§ﬁ3Tu_a'\2AlD YR, DRI R1514NFETR4L75NFET, EBRVTl#fﬁuiﬁé‘%qﬂﬂzé
EINHEMNEEL  XEHESENZEZHE R™BES

177.29.1.21 172.16.2.11 Pva 1514 | exfzeb (61963) 64 Fragmented IP prot ool (protosute 17, offed, I0+f20b) [Reassembled in &3]
172.28.1.21 172.16.2.11 RADIUS 6552 1812 ars axfzob (61963) 64 iduzss

172, 21,21 172.16.2.11 IPva 1514 | oxfac (61964) 64 tocol (proto-ule 17, off=d, I0-f2ic) [Reassesbled in #11)
177.29.1.21 172.16.2.11 RADILS 56952 1812 a7s axfzec (61964) 64 255, Duplicate Request

172, 30.1.21 172:16.2.11 1Pva 1514 | exfzed (G1965) 64 1osf2ad) [Reassembled in £13]
172, 21,21 172.16.2.11 RADTUS 6552 1812 ars axfand (61965) 64

172, 28.1.21 172.16.2.11 Pva 1504 | exfzee (61966) 64 In-f0e) [Reassembled in #15]
172.28.1.21 172:16.2:11 RADIUS 6552 1812 ars axfzee (61966) 64 o G idwz55, Duplicate Request

172, 16.2.11 1Pva 1514 axfaef (61967) 6 tocel (protosudd 17, off=d, IO

H

faof) [Reassembled in #17]

172.16.2.11 RADIUS 56952 1812 475 oxfzef (61967) 64 255, Duplicate Request
172.16.2.11 P4 1504 | exfane (e19es) 64 tocel (protosute 17, off=d, I0-f218) [Reassembled in #19]
172.16.2.11 RADIUS 56552 1812 475 oxfi0 (61968) 64 AL 255, Duplicate Request
172.16.2.11 Pvd 1514 axfzul (61969) il tocel (proto-uce 17, off=p, Ip-f211) [Reassemsbled &n #21]
172.16.2.11 RADIUS 56952 1812 475 oxfz1l (61963) 64 id=255, Duplicate Request
172, 28.1.21 172.16.2.11 1Fva 1514 | exfaa: (61979) o4 protocel (protosuld 17, offed, I0=f212) [Reassembled in #23]
172.20.1.21 172.16.2.11 RADTUS 56952 16512 475 oxfaiz (61974) 64 Acc ide255, Duplicate Request
S—
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2. ASPEF##3kbr_aspf TBR X EM A EFRADIUSTHE , EFRLEREFNHES. Bt
, NTFAIBRE , 2EF226FTTHHIES , RE N unexpected-packet:


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html#wp4144096608
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html#wp4144096608

<tfroot>

firepower#

show capture br_asp

Target: OTHER

Hardware: FPR-1010

Cisco Adaptive Security Appliance Software Version 9.20(2)121
ASLR enabled, text region 560817d6b000-56081dlae26d

103 packets captured

1: 10:13:22.160239 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
2: 10:13:23.160727 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
3: 10:13:24.161200 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
192.168.28.254 99 ESP 4588 4580 226 Bx7254 (29268) B 6275 ESP (SPI=0x1592a843)
192.168.28.254 .99 ESP 4580 4500 226 @x7e97 (32487) B4 6278 ESP (SPI=0x1592a843)
192.168.20.254 .99 ESP 4500 4500 226 axefce (4038) 2} 6281 ¢ ESP (SPI=0x1592a843)
192.168.28.254 .99 ESP A58 4509 226 @x%3511 (13585) B4 6284 ESP (SPI=0x1592a843)
192.168.28.254 99 ESP 4508 4509 226 Bx5868 (22632) [} 6287 ESP (SPI=8x1592a843)
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XX , show capture br_aspin & #%i 2 7184 bytes of payload length , MENMHEENEKE
7226 bytes,

3. AT RIE226F W EAZMWESPHIE TR EEAPHMRADIUSIRS R 2B ZHMAREMEX , R
#PRH = A fE AR EHQAMBRE K RV AR T & RIS EL B E#br_insidefiR. REXKIREM
br_vtiffiIkRE R1514F T M475F T DB , BN 2 A1 :

—
Sounce Destination Protocal Sport Dpant. Length PD PTTL  nfo

172.29.1.21 172.16.2.11 IPvd 1514 exe6ad (59037) 63 Fragmented IP protocol (proto=UDP 17, off=B, ID=e69d) [Reassembled in #9
172.29.1.21 172.16.2.11 RADIUS 56052 1812 a7s Bxe6ad (59937) 63 Access-Request id=218

172.20.1.21 172.16.2.11 IPva 1514 ouehde (500218) 63 Fragmented IP protocol (proto=UDP 17, off=0, ID=e&oe) [Reassembled in #1
172.20.1.21 172.16.2.11 RADIUS 56052 1812 475 oxeade (59038) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 axebaf (55039) 63 Fragmented IP protocol (proto=ubP 17, off=0, ID=e69f) [Reassembled in #1
172.2@.1.21 172.16.2.11 RADIUS 56052 1812 475 exe6df (50039) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 [Py 1514 @xedad (59040) 63 Frogmented IP protocol (proto=ude 17, off=0, ID=c6ad) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56952 1812 a75 exe6ad (59040) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514] @xe6al (59841) 63 Fragmented IP protocol (proto=UoP 17, offs=0, ID=e6al) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56052 1812 475 oe6al (59041) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPva 1514 oxetal (59042) 63 Fragmented IP protocol (proto=udP 17, offe=8, ID=e6al) [Reassembled in #1
172.20.1.21 172.16.2.11 RADIUS 56952 1812 ars exesaz (59041) 63 Access-Request id=218, Duplicate Request

172.2@.1.21 172.16.2.11 IPva 1514 @xe6ai (50043) 63 Fragmented IP protocol (protos=UDP 17, offe8, ID=e6a3) [Reassembled in #2
172.20.1.21 172.16.2.11 RADIUS 56052 1812 a75 Oxe6al (59043) 62 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPva 1514 exe6ad (59044) 63 Fragmented IP protocol (protos=uDP 17, off=8, ID=e6ad) [Reassembled in w2
172.20.1.21 172.16.2.11 RADIUS 569532 1812 475 Bxesad (59944) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPva 1514 aMe6as (50045) 63 Fragmented IP protocol (proto=UDP 17, off=0, ID=e6aS) [Reassembled in 22
172.20.1.21 172.16.2.11 RADIUS 56052 1812 a7 Oxetab (59045) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 @xetab (59046) 63 Fragmented IP protocol (protosUDP 17, off=B, ID=eba6) [Reassembled in #2
172.2@.1.21 172.16.2.11 RADIUS 56052 1812 475 Bxetab (59946) 63 Access-Request ide218, Duplicate Request

172.30.1.21 172.16.2.11 IPva 1514 oxeGaT (50047) 63 Frageented IP protocol (proto=unP 17, off=8, ID=¢6a7) [Reassembled in #2
172 28 1 91 172 16 2 13 RANTHIS 5Ra53 1m12 azs fwara? (50A47\ A% grcacc-Ranmact ide?18  nunlicate Ranuect
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Source = Dest ination Protocol Sport Dpaort Length FPD PTTL JESP Sequence Wirong Sequence Number Info.

192.168.20.254 99 ESP 4508 4580 1506 8x2d7e (11646) G4 6448 ESP (SPI=@x1592a843)
192.168.20.254 .99 ESP 4528 4588 562 axeb2c (2860@) 64 6458 & ESP (SPI=0x1592a843)
192.168.28.254 .99 ESP 4588 4588 1586 ax6ca® (27817) 64 6451 ESP (SPI=@x1592a843)
192.168.28.254 .99 ESP 4528 4588 562 axS1cf (20943) 64 5453 ESP (SPI=@x1592a843)
192.168.28.254 .99 ESP 4528 A58 1586 @x7d6a (32096) 64 6454 ESP (SPI=@x1592a843)
192.168.28.254 .09 ESP 4528 A588 562 @xa2de (17118) 64| 6456 ESP (SPI=@x1592a843)
192.168.20.254 .99 ESP a5ee 4580 1506 | exas53 (17747) 64 6457 ESP (SPI=@x1592a843)
192.168.20,254 .09 ESP 4500 4580 562 @x7380 (20577) 64 6459 ESP (SPI=@x1502a843)
192.168.20.254 .09 ESP 4500 4500 1506 | exsefo (20729) &4 6460 ESP (SPI=@x1502a843)
192.168.20,254 .99 ESP 4500 4560 562 ax169f (5791) 64 6462 ESP (SPI=0x1502a843)
192.168.20.254 .09 ESP 4500 4500 178 ox32de (13016) 64 6463 ESP (SPI=0x1502a843)
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<tfroot>

>

show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRFGateway of Tast resort is 192.168.20.1 to network 0.0.0.0

B X. X.X. 96 255.255. 255. 224 [20/0] via 10.255.0.1, 13:57:43

<--BR firewall Tearns /27 route via BGP over VTI

<#froot>

show bgp sunmary

BGP router identifier 192.168.179.10, Tocal AS number 65001

BGP table version 1is 25, main routing table version 25

23 network entries using 4600 bytes of memory

24 path entries using 1920 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

BGP using 6960 total bytes of memory

BGP activity 23/0 prefixes, 24/0 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
10.255.0.1 4 65000 762 761 25 0 0 13:59: 01 18

>

show i p

%unne11 vti-hq 10.255.0.2 255.255.255.252 CONFIG <--
10.255.0.1

is the peer VTI IP

<tfroot>



>

show i p

Tunnell vti-hqg 10.255.0.2 255.255.255.252 CONFIG <--

10.255.0.1

is the peer VTI IP 1in the same subnet

1514F THVESPHIEEMINEEO R H, BR , ¥ TKEN226FTHIP , B ABELSRIFMITE
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MASAER ZELR 2 REE , AT LALEF266FZTHHRES ?
ASAR; K SEECERATAM I THQAEREE A F M a5 XA S

ASA5508

router bgp 65000
redistribute connected route-map BGP_RM
route-map BGP_RM permit 10

match ip address bgp-connected-routes
access-1list bgp-connected-routes standard deny x.x.x.96 255.255.255.224 <-- deny = do not redistribute

CSF1230

router bgp 65000

redistribute connected route-map BGP_RM
route-map BGP_RM permit 40 <-- No match, means redistribute all connected routes
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