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o ISE connection status:
Primary host: Failure

Additional Logs

Primary host: [INFO): PXGrid v2 is enabled [ERROR]:
HttpsStringRequest on_read for host 10.31.126.189:8910
failed. error: 336151574: sslv3 alert certificate unknown
(S5L routines, ssl3_read_bytes) [ERROR]: Performing
request to
10.31.126.189:8910/pxgrid/control/AccountActivate
failed: Request falled with a timeout. [ERROR]: Failed to
contact pxGrid node at '10.31,126.189" Request failed
with a timeout.
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<ttroot>

HttpsStringRequest on_read for host 10.31.126.189:8910 failed. error: 336151574:

sslv3 alert certificate unknown

(SSL routines, ssl3_read_bytes)

Mar 27 23:17:17 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:HttpsEndpoint

[ ERROR] Performng request to 10.31.126.189: 8910/ pxgri d/ control/AccountActivate failed: Request failed v

Mar 27 23:17:17 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:ise_connector.PXGrid2ThreadedService
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1004
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est-CA

69ceb4f5.15b4f367 Ox7ff5522fc700 TLS certificate verification:

157b4993
verify
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Ox7ff553fff700
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ed certificate purpose

69ceb4f5.15b57df8 Ox7ff5522fc700 TLS trace:

certificate

69ceb4f5.15b5b557 Ox7ff5522fc700 TLS trace:
69ceb4f5.15b66c36 Ox7ff5522fc700 TLS:
:tls_process_client_certificate:certificate

ate purpose).
69ceb4f5.15b70391 Ox7ff5522fc700 connection read(15): TLS accept failure error=
-1 1d=1004, closing
69cebd4f5.15b747ae Ox7ff5522fc700 connection_close: conn=1004 sd=15

LDAPS Server

BiR, TXENIEPARMTLSERE : SSLIBHREA : Han : FXIFMIER

trace: SSL_accept:TLSv1.3 write server cer
TLS
TLS
TLS

trace:
trace:
trace:

SSL_accept:
SSL_accept:
SSL_accept:

SSLv3/TLS write finished
TLSv1l.3 early data
error in TLSv1.3 early d

connection_get(15): got connid=1004
connection_read(15): checking for input on id=

TLS trace: SSL_accept:TLSv1l.3 early data
TLS certificate verification: depth: 0, err: 2
issuer: JCN=T

Error, unsupport

SSL3 alert write:fatal:unsupported

SSL_accept:error in error
accept: error:1417C086:SSL routines
verify failed (unsupported certific

can't
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AnyConnect VPN

Ready to connect.

| 10.86.95.154

Cisco Secure Client

6 Certificate Validation Failure

Ciscoz 2 B iDARTSE : DARTHRESE A AnyConnectVPN Xt B LA T B EHIACiscoR £ & F iR
R 2 i 5 B WIFEKUE M 54 T FTD/ASARIRAVPNE T iF 4 & 193 iiF {8 A 4 iF 45 (B1E
DARTHE 482 H 3 E|AnyConnectVPN.txtX 4 , &S M EICiscok £ & F > AnyConnect VPN >H&
> AnyConnectVPN.txt.).

<#root>

Date : 04/07/2026
Time : 03:35:22
Type : Error
Source : csc_vpnapi

Description : Function: CVerifyExtKeyUsage: : conpar eEKUs



File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\VerifyEx
Line: 330

EKU not found in certificate: 1.3.6.1.5.5.7.3.2

Date : 04/07/2026
Time : 03:35:22
Type : Information
Source : csc_vpnapi

Description : Function: CCertStore::GetCertificates

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\CertStor
Line: 225

Ignoring client certificate because it does not contain the required EKU extension

Certificate details:
Store: [Omitted Output]
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<#froot>
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15:
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59:
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CN=ASAv3.cisco.com,0U=IT,0=Cisco,C=US,unstructuredName=ASAv3.cisco.com.
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%ASA-3-751006:
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%ASA-4-752012:
%ASA-3-752015:
%ASA-5-752003:
%ASA-5-750001:

Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

IKEv2 was unsuccessful at setting up a tunnel. Map Tag = CMAP. M
Tunnel Manager has failed to establish an L2L SA. A1l configured

Tunnel Manager dispatching a KEY_ACQUIRE message to IKEv2. Map Ta
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“ 1 f » ThisPC » Download o8 Certificate i |

o Cuick sccess ol ASAV3.cor Genersl Detads  Certification Path
Cpl ASAVZ-NO-E
o Ol

| f} Certificate Information
B This PC
B Deskin Windovs does not have enough infermation te verify
P this certificate,
= Decuments
& Downloads
J"l Muszic
= Pictures
ae
B videos Issued be:  ASAv3-chhernal, deco.com
‘i Local Disk (C:)
o Metwork Tssued by assjog-WINFQALEAFT250-CA
valid from 4/9/3025 to 4/5/3027

Install Certificate. .,
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g Certificate

General Detals Certification Path

Show: | <All>
Field
T!‘l.l'ermn
| sarial rumber
) signature algorithe
| |signature hash algarithm
|7 tosuer
| | watid from

| vakid w0
[ s et

Value G
L k]

26000001baBcdFebeafr ...
shalSGR5A

shalss

Baajg WINFQAUEAZIZSOL. ..
Thursday, Apeil 9, 2026 3:26:...

Friday, Apd 9, 2027 3:26:19 PM
AL A Tarhherna? cern onen T

W
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ih Certificate
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|| Thaambprint O 89 0F @4 6c B¢ a5 9985 5¢ ...
W
Edit Froperbes... Copy to File...

[ ]

5%  WIIEKUEM , BB TE M RS H/S 0B &1

ERNER P EFEENEKUE.

[
153

FHRIEFERE



o# Certificate .4

General Detals  Certification Path

Show: | <All> w

Field Value A
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13§l Enhanced Key Uisage Server Authentication (1.3.6....
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|| Thumbgrint Db 89 Of 84 6 Se 25 59 85 5c ...

Authentication (1.3.6.1.5.5.7.3.1)
t Authentication {1.3.6. 1.5.5.7.3.2)

Edit Propertes... [ Copy to File...
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oh Certificate x
General Detalls  Certification Path

Show: |=all> W
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CRL Distribution Points [1]CRL Distribution Point: Distr...
Authority Information Access  [1]Autherity Info Access: Acc...
liy|Certificate Template Name ~ WebServer
i}l Enhanced Key Lisage Server Authentication (1.3.6....
| JKey Usage Digital Signature, Key Encipher...
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[ huembgeine fa 5 56 0465 74 25 2969 88 ...

ISenrer Authentication (1.3.6.1.5.5.7.3.1) I

W
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o Certificate bt

General Detals  Cartification Path

Shove: | <al> w

Freld Vale -
{51 |Certificate Template Inform... Template=1.3.6.1.4.1.311.21..,
ij_ G Erver Al Enenhiabon ¥ ——
(3| Appication Pobdes [1]applcabon Certificate Polic...
121|SMIME Capabiities [1]SMIME Capabiity: Object I...
Iy, ey Usage Digital Sagnature, Key Endpher...

| Thumbgprint algorithm shal

Thumbgrint Ob 3 0fE46c e a5 99B5 X ..,

W

cerver Authenbzation (1.3.56.1.5.5.7.3.1)
lient Authenbication {1.3.6.1.5.5.7.3.2)

Copy to File...
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£ A OpenSSLEE kK BPKCS#12, PEM#.ceriE BHEKUE %
R T SBRBIERE p12(PKCS#12). .pem(PEM)H.ceril FHEKUE 1 :
SEARIBEREMIIH , AB L. p12(PKCS#12). .pem(PEM)ER.ceri§ I H S H,

3t F.p12(PKCS#12)iE$ , &1 FopenssIM.p12(PKCS#12) ST FRREGES | .p12(PKCS#12)304F
ARE SR, IEBFCAILER,

FERAUTHSFERM.p12(PKCS#12) AR ENE].pem(PEM) X4 ( X BFLAATCALE )

openss1 pkcsl2 -in yourfile.pl2 -nokeys -clcerts -out cert.pem

« yourfile.p12: B 7 SEFRII X E 6
o BWAREEER A p12XHHNEE,
- cert.pem: 2L .pem(PEM)ENIZEVIES ( T2FAEATCALE ) -



S22 FEHAT —MopensslinH Z RIEBIFMESENMEKUE .

a)Xt F.pem3X# , EAnext opensslin & EREBFAESMEKUE 1 -

openss1 x509 -in cert.pem -text -noout

« cert.pem: BN KERAI B

b)Xt F.cer3fF , £ FAnext opensslip # & RIEPiFMESFEKUEH -

openss1 x509 -in yourfile.cer -text -noout
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S|3RE , EH H P EHRX509v3Extended Key Usage#f s , AT AEL B I AL FTLS Web
Server Authentication”f1“TLS Web Client Authentication”f9% B , XL ZBIERIIBPEREDN
EKUE,

X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication

HREKUBMOID ( FHRIFIAF )

X509v3 Extended Key Usage:
1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2

R%28 5% RIFEKU OID:1.3.6.1.5.5.7.3.1
. BPiEESHBIFEKU OID:1.3.6.1.5.5.7.3.2

R 1 : b pem(PEM)IE$ R 4> Client Authentication EKUE M , 3 BH{X‘23&Server Authentication
EKUE %,



<ffroot>

MyHost$ openss1 x509 -in cert.pem -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
26:00:00:01:b7:e7:90:48:d6:19:41:d3:54:00:01:00:00:01:b7
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA
Validity
Not Before: Mar 27 00:31:40 2026 GMT
Not After : Mar 26 00:31:40 2028 GMT
Subject: C=MX, ST=MX, L=MX, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
PubTlic Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:cf:a8:a0:ff:dd:34:73:7d:46:86:85:05:b6:0c:
5€:32:8c:67:67:88:52:03:58:63:¢c6:89:d8:fc:55:
c5:58:ba:eb:45:88:b2:21:9e:c5:d8:67:57:39:0f:
91:a5:41:61:fa:94:bl:ad:9%9e:71:26:87:b6:30:ae:
a7:f6:89:b1:6d:61:ce:fa:47:7f:2a:d8:e8:4d:26:
4f:a7:d3:eb:5a:69:16:46:71:c7:55:cf:87:b4:10:
96:f2:10:6b:c0:a7:3d:3c:49:9d:ee:77:8c:b5:95:
9b:69:81:e0:2d:a0:6e:5c:78:73:22:5a:38:d0:74:
38:b2:ba:e0:ab:c5:44:eb:el:3c:52:86:b8:2a:4e:
37:44:9c:34:d8:d8:6c:ae:3e:df:12:57:0e:28:52:
57:dc:6d:62:ea:b6:ec:19:4e:90:8f:3f:2c:23:1b:
e2:39:f0:ba:07:08:9a:0b:97:96:05:2e:69:fe:9%a:
b2:b2:74:9a:ba:06:25:bc:38:1c:94:87:8e:2a:dc:
2f:0b:a6:31:6c:bf:11:96:2a:71:b3:87:e5:f5:ch:
88:f1:73:cf:88:d7:30:78:24:77:7c:b7:2c:7c:83:
6d:69:5b:bd:d4:21:b9:ee:19:c4:02:be:7b:44:a2:
55:d6:b2:95:11:46:bf:db:3e:4f:9a:8c:d4:ad:8d:
82:f5

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

OD:8E:DA:07:6D:49:EA:51:D2:C7:EF:50:CE:CE:2B:8E:7C:DF:A6:8D

X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment

X509v3 Extended Key Usage

o "EKU SECTION"



TLS Web Server Authentication

<———— "Server Authentication EKU Attribute Included"

Signature Algorithm: sha256WithRSAEncryption
2f:27:cd:95:7d:5c:40:fa:29:64:df:75:7d:7a:87:9b:b0:94:
0e:6b:07:4d:d2:7e:83:da:03:08:f3:50:0d:5b:05:8c:1f:54:
46:fe:53:f3:e2:d4:0a:ba:37:4f:cd:a4:49:04:74:79:09:23:
d6:06:af:69:d2:7b:f5:bc:ec:fe:ce:e4:¢c9:07:31:d7:85:45:
55:78:d3:42:45:f9:ce:cd:bf:43:53:b4:8e:4c:af:64:4b:ab6:
dc:47:d0:16:4e:73:62:fd:c8:5e:37:74:cb:68:48:29:7d:f9:
41:b3:d1:46:56:24:83:23:5c:bd:b0:e3:7c:f9:8a:af:da:09:
d0:c2:7d:4a:e6:24:0f:e6:fc:6e:0d:65:8c:96:8c:af:21:b2:
7f:4b:bb:1c:17:33:b1:db:00:f3:12:e3:53:39:d0:e7:6a:48:
4c:c6:4f:29:6f:74:ff:2d:a7:e5:ea:e8:89:fe:a4:2b:cd:e3:
61:6a:9e:11:52:15:57:f2:b8:e8:fa:78:31:20:49:d9:50:19:
70:3f:1le:aa:9c:1a:bb:0b:59:66:1e:85:bd:76:e7:73:6f:ec:
86:30:b0:dd:86:3c:b3:a0:7b:fb:b7:74:5d:38:88:82:3d:a3:
2d:8c:a5:e4:db:37:eb:be:7f:62:bc:87:7c:35:17:32:fc:52:
c5:d3:c5:8f

2 t.pem(PEM)IEREBEEFimMIRSES S HRIEEKUE 4.

<tfroot>

MyHost$ openss1l x509 -in cert.pem -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
26:00:00:01:b6:74:fc:b4:1e:99:be:7a:10:00:01:00:00:01:b6
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA
Validity
Not Before: Mar 26 23:44:58 2026 GMT
Not After : Mar 26 23:44:58 2027 GMT
Subject: C=MX, ST=AD, L=AD, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA PubTlic-Key: (2048 bit)

Modulus:
00:ab:aa:67:4e:55:19:3b:38:6c:33:2e:ba:fd:19:
56:e7:68:18:f7:€9:53:95:1f:53:b4:fl:ce:94:c8:
ca:41:f1:52:15:eb:a5:35:9f:07:95:9f:c3:8a:5e:
62:d6:e1:5c:04:c5:c0:27:1c:84:ed:3d:1b:42:50:
91:42:26:86:90:e0:6e:26:7e:37:fd:17:0c:2f:bb:
fe:58:81:ec:3b:9d:0b:fc:dd:8c:6b:dd:ab:d3:96:
74:23:0d:78:d7:09:53:61:f9:b0:29:c6:7c:e2:9c:
2f:74:30:42:0f:45:47:cd:16:59:ed:53:62:8f:60:
75:f8:24:f5:1f:77:fb:89:85:4b:49:ad:93:43:04:
6e:4a:b3:59:fc:eb:75:70:39:67:71:60:be:b3:b7:
86:f7:c5:53:28:1e:bf:8f:b2:52:ec:79:d6:12:b0:
33:9c:6d:46:7a:9c:5d:53:a5:44:24:da:4b:36:7d:
c2:ec:61:d7:a0:01:c3:d2:bc:0a:df:a8:f6:0c:82:
48:30:fb:c6:3e:4a:48:a9:01:13:f5:4e:f2:03:24:
38:ee:a2a:d9:60:78:30:45:ed:3b:76:16:fd:7a:d3:



b0:16:10:28:75:fc:41:32:e6:6d:cb:c3:96:58:77:
9e:11:0a:9b:33:¢c7:92:8d:75:1f:e5:30:29:a4:a5:
ba:7d
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
D2:DF:62:25:17:DB:72:31:D8:D2:D0:41:CB:FB:DD:00:FF:38:BD:BB
X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
1.3.6.1.4.1.311.21.7:

0-.%+..... 7..... ALL9L L.
b/ LLROLLZL L

X509v3 Ext ended Key Usage:

P "EKU SECTION"

TLS Web Server Authentication, TLS Web Cient Authentication

<—— "Server & Client EKU Attributes Included"
1.3.6.1.4.1.311.21.10:
0.0
B I 0
[

S/MIME Capabilities:
...... 0...+....0050...%.H..
..*.H..

Signature Algorithm: sha256WithRSAEncryption
3f:66:b1:35:7€:05:b4:69:f1:81:95:b8:18:90:f2:20:bd:8d:
ff:03:5a:59:ca:02:ba:2d:1d:e0:8d:3f:63:e9:fe:71:3c:9a:
11:15:5c:3b:fc:62:e4:cf:15:25:4c:74:5e:ad:3f:09:e9:3b:
d5:08:95:7d:97:7a:ef:cl:16:6d:e0:7a:0b:21:81:46:bc:15:
c3:76:8c:fe:fb:14:94:36:92:0d:3b:4a:c9:8f:6a:bd:dc:4b:
Ob:24:c3:32:35:27:e7:aa:23:95:85:e4:a9:64:71:f0:98:9e:
33:aa:6e:bd:7c:dd:dc:4b:cf:dd:0e:a7:ea:e8:aa:61:8f:67:
84:da:5b:be:8e:05:75:c8:eb:46:13:6f:14:4d:fe:4e:57:3c:
29:27:cc:0b:5b:25:87:37:24:12:79:b1:c3:78:c8:94:fe: df:
3c:77:aa:fc:f2:ee:ae:9b:ab:88:29:f9:ee:04:c2:48:5f:21:
9e:1c:25:cc:c9:c5:9c:23:8f:af:87:76:5e:46:74:ac:73:57:
0l:ba:71:ae:46:e1:87:3c:94:6c:19:f7:fe:8e:66:9d:c7:1f:
b0:87:4b:65:e2:fc:d6:10:7c:44:57:56:5d:68:bb:df:f0:36:
0e:07:c5:8a:be:56:86:97:3d:a7:1c:8b:86:df:0b:51:b5:97:
cc:67:09:8e
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