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FTD ACME Client ACME Server

(1) Initiate certificate request for ftd-example.com

A 4

(2) HTTP-01 Challenge: put xyz at http://ftd-example.com/abc

4

(3) Prepare Challenge Response

FTD Web Service

(4) Port 80 veb query for challenge (http://ftd-example.com /abc)

v

(5) xyz

FTD ACME Client

(6) Issued certificate
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Add Cert Enrollment

Name*

[ ACME_CERT ]

- |

CA Information Certificate Parameters Key Revocation

Enroliment Type:

[ACME » ]

Enroliment URL:* Self Signed Certificate

o EST
Authentication Protocol:*

Authentication Interface:*

Source Interface:*

BETREELELSHMNEN  FAESAFEEEETR,

Add Cert Enrollment

[ |

CA Information Certificate Parameters Key Revocation
—
Enrollment Type:

[ acwme - |

Enroliment URL-* [ https://acme-v02.api.letsencryp... ]

Authentication Protocol:* [ HTTP-01 . ]

cation Inferface:* [Derault: Management/Diagnosti. ] +

Source Interface:* [cmsida - ] u

CA only Certificate: [ Manual CA Certificate v ]

() Auto Enroll Lifetime(10-99): () Regenerate Key

oo (3
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https://acme-v02.api.letsencrypt.org/directory
https://acme-v02.api.letsencrypt.org/directory

Add Cert Enrollment ®

Enrollment Type:

[ hManual

CA Only

Check this option if you do not reguire an identity certificate to be created

fraom this CA

CA Certificate: BQK2IfhUvR3bCj3JIGOuyYIDf

vpSjAfBgNVHSMEGDAW
gBQTGOy4/RYYKsq+gWZrpp
51e/TIdTAKBggqhkjOPQQDAg
MIADBFAIEAGQJUhxPUT
+CRcgBjLTHcfOXDswHUQERK
VoZ0SDbwUIZECIEPKLoONZm
DSGJIUrbeCMIjBSjet
hKIfVaFOh77A7aZH

-----END CERTIFICATE-----

4

Validation Usage: IPsec Client SEL Client |:| S5L Server

« B&Ja , #ECA Only Certificate#p 0 F1EFEACME CARRS BREVEE R



Edit Cert Enrollment ®

Y
Name*
: ACME_CERT
I?escriptian
CA Information Certificate Parameters Key Revocation
Enrollment Type: ( ACME v |
Enroliment URL* https://10.31124.58:4443/acme/...
Authentication Protocol:* ( HTTP-01 o |
Authentication Interface:* ( outside . | +
Source Interface:* ( outside v | +
CA only Certificate:
(] Auto Enroll Lifetime({10-99): [} Regenerate Key
Validation Usage: |:| IPsec Client S5L Client SSL Server
v

5.8 EEB S (Certificate Parameters) , 7 Z3EFQDN(Include FQDN)EHEFE BE X
FQDN(Custom FQDN)IZI1 , HiEE BE Y FQDNHMZAFQDNEE , EFEZ X EFQDNMNEZSE
FEIEPHRHEAZRESE,



Add Cert Enrollment

)

CAlnformation  Certificate Parameters  Key  Revocation

Include FQDN: Custom FQDN -

Custom FQDN:

[ ftd-example.cisco.com ]

Alternate FQDN: [ ftd-alt-example.cisco.com ]

6. EMNERYH , SMERBHRENBHKNMRE,

Add Cert Enrollment

]

CA Information Certificate Parameters Key Revocation

Key Type:
@® rsa (O ECDSA

Key Name:*
modulus
Key Size:
[ 2048 v ]

~ Advanced Settings

(7] 1gnore IPsec Key Usage
Do not validate values in the Koy Usage and extended Key Usage extensions of IPsec remate client

certificates.

..

7. (W% ) R BIEHJE AAuto Enroll,

& Auto Enroliment& 1% 4E H 15 EAuto Enroll Lifetimefy B 7' Ltk
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Add Cert Enrollment

|

CA Information Certificate Parameters Key

Enrolliment Type: l ACME

lml "
Emealimant [ https:/facme-v02.apiletsencryp... ]

Authentication Protocol:* [ HTTP-01 . ]

I .
Authentication Interface: [Defaun: Management/Diagnosti. ] +

Source Interface:* [outside v ] *

CA only Certificate: [ Manual ca certificate

Auto Enroll Lifetime{10-09):

8.2 HRFo
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Firewall Management Center

Firewall Devices [ Certificates

— Filter m

All Certificates

Monitor
Insights & Reports » Name Domain Enroliment Type  Identity Certificate Expiry CA Certificate Expiry Status
2%  Events & Logs » == FTO_ACME =
Manage
r] Policies >
e Objects
sm Firewall Devices »
&  Secure Connections »
® Integrations >
2, Troubleshooting »
@ Administration >

2.MDevice TR 5| R AERFTDIR R , AR ELBTTECert Enrollment P 8 A IE B I K,

Q Search

Firewall Management Center

Certificates

= Filter m
-

[ All Certificates

Monitor
S0 Insights & Reports » g (&) ertificate Expiry Status
: _ Add New Certificate
€% Events &Logs > &
Add a new certificate to the device using cert enrollment object which is used
to generate CA and identify certificate.
Manage -
2 Device*:
(1) Policies > | FTD_ACME v l
Cert Enroliment*:
®5  oObjects
[ ACME_CERT vl T
= Cert Enroliment Details:
| lgm Firewall Devices »
MName: ACME_CERT
] Enraliment Type: ACME
Secure Connections »
* Enroliment URL: https://10.31.124.58: 444 3facme/acme-
prov/directory
A Integrations b
oot (2
2, Troubleshooting >
4o Administration >

3.2 HAdd,

4 FRETHRE , RSFRFERIDIERZE.,



Firewall Management Center peply 0@ @

Firewall Dev [ Certificates

— Filter m

All Certificates e
Monitor
Insights & Reports » Name Domain Enrollment Type  Identity Certificate Expiry CA Certificate Expiry Status
% Events & Logs > ~ = FTD_ACME a
£ C
selfSigned  Global Self-Signed Jul 14, 2035 ©ca b
Manage
jras i o N
t)  Policies » ACME_CERT Global ACME A % ISIZQSZI g;?res ina sal@n i
Manual [CA ~ 2 ¢
[ ] Dniecls ACME_CA Global nly) Jul 19, 2035 o &m =
wn Firewall Devices >

&  Secure Connections >

&  Integrations »
N Troubleshooting >
o Administration >

5.8 HIDEHERIEIDIERE LR,



Identity Certificate

e Status : Available

» Serial Number : 058f993097bd56758e 4555193be

 Issued By : acme Intermediate CA

O : acme

e |ssued To: ft-examle.cisco.com

o Public Key Type : RSA (2048 bit)

e Signature Algorithm : ecdsa-with-SHA56

* Associated Trustpoints : ACME_CERT

e Valid From: : 11:20:55 UTC July 212025

 Valld To : 11:21:55 UTC July 22,2025

« Public Key Hashes : 26b7a0f741436434a538b261144780b245204
SHA1 PublicKey haosh :
241256de8674656fc15551717844f651975b562¢520a0

B UE
EEFTDRRRMIES

FRAGSHEINEEMIER. show crypto ca certificates <Trust Point Name>,

<ffroot>

firepower#



show crypto ca certificates

ACME_CERT

Certificate

Status: Available

Certificate Serial Number: 058f993097bd56758e44554194a953be
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=acme Intermediate CA

O=acme

Subject Name:

CN=ftd-example.cisco.com

Validity Date:

start date: 11:20:55 UTC Jul 21 2025

end date: 11:21:55 UTC Jul 22 2025

Storage: immediate

Associated Trustpoints: ACME_CERT

Public Key Hashes:

SHA1 PublicKey hash: 26b7a0f7414364a45b246114478bb741432520c4
SHA1 PublicKeyInfo hash: 24125d6e8674566c1551784f651975b562c520a

REBAEEH

Z2PXKIBFTDREFMBN RS AL , ATHIREAACMEDAER EMABREH

« 717067 : REACMEIE B EMHMART B BN HE B

%FTD-5-717067: Starting ACME certificate enrollment for the trustpoint <private_acme> with CA <ca-acme.

« 717068 : REACMEIEFEMHMART K BINE S

%FTD-5-717068: ACME Certificate enrollment succeeded for trustpoint <private_acme> with CA <ca-acme.exal

« 717069 : REACMEEM K MBI XE B

%FTD-3-717069: ACME Certificate enrollment failed for trustpoint <private_acme>



« 717070 : RE SR EMHIEBLEITHRAXNEXNEE,

%FTD-5-717070: Keypair <Auto.private_acme> in the trustpoint <private_acme> is regenerated for <manual>
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* debug crypto ca acme <1-255>
* debug crypto ca <1-14>
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