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Voice over IP (VoIP)

Voice device 1 F_"'ewéu Voice device 2

= inside outside =

Sip

Signaling starts the call

Media (audio or video)

Signaling ends the call
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o RFEFEIML (SIP)

« H.323

* Media Gateway Control Protocol (MGCP)
o« EREIEFITHIL(SCCP)
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UDP header

l

Payload

I T

IP header RTP header
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Media for a (VolP) call

Firewall

Media device 1 Media device 2

= inside outside

Sip

Media stream from caller to callee

Media stream from callee to caller

AR NTETEA , SIPRSHFEIRATRRAAEREHNET RS H[EERS R

EEEW IR RERE , BAREFNRBIR
1. FARRE
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Media Flow-Through

Voice device 1 F{urew;:nll Voice device 2

= : inside

Sip

outside =

Signaling starts the call

Media (audio or video)

Signaling ends the call

TRSER
BHERGERRE—MER , EPESHESHAMEYNE AN (RFJBRSR ) LB, MEER
(BERAM ) BN EERZFNE=ZARBEE,

Media Flow-Around(Scenario 1)

Voice device 1 Firewall Voice device 2

Media device 3 F
= inside outside =1
=

o Sip

Signaling for the call

Media (audio or video)




Media Flow-Around(Scenario 2)

Voice device 1 Firewall Voice device 2

Media device 3 : o , Media device 3
p = inside outside = _

Signaling for the call

Media (audio or video)

LEXEETHAXRENAEURETNERRIIRE 2R X3,
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SIP Call messages

Firewall

SIP device 1
- inside
|p Invite
180 Ringing
e o Em e EE EE o o EE Ee Em = Em
200 OK
ACK

Invite

SIP device 2

180 Ringing

ACK

Session Established and sending RTP both directions

BYE
200 OK

SIPETUHE B

SIP OPTIONSHEXN FHESIPIRB RS EL UL REIUNNIEEEE,

B, B&ESIPHA L,

BYE

200 0K

SIP OPTIONS Message

©HELLFping ICMPHE

SIP device 1 Firewall SIP device 2
= inside outside (=
oIP OFTIONS OPTIONS oip

200 OK
200 OK

SIPEMEE

TR XS BERR 2 TE HAE AT AR BV 55 — & SIPJH S BSIP REGISTERER. |, EEIRZ W [

SIPRRSS 2R E M



SIP device 1

SIP REGISTER Message

Firewall SIP device 2
inside outside =1
REGISTER REGISTER S P
200 OK
200 OK )

HBESHIRE RRKEFNSIPRENBERMEN , UREE (BF ) RE

No.
4316
4322
4324
4894
4902
4918
4922
4927
4932
4937
4941
4946
4047

Frame

Ethernet II, Src:

Time

17.259331
17.270515
17.279166
20.865583
20.101588
20.171759
20.191646
28.211818
28.231744
28.251687
28.271675
20.284842
20.284903

4316: 1264

Source

20F. . 17.52
18 99
18 99
18 99
28 17.52
28 17.61
28 17.61
28 17.61
20 17.61
28 17.61
28 17.61
18 - 99
18 99

Destination
18.° 99
28 7.52
204 [7.52
28 7.52
18 99
18 99
18 99
18 99
10 99
18 99
10 99
28 7.61
204 7.61

Pratocol
SIP/SDP

SIP
SIP

SIP/SDP

SIP
RTP
RTP
RTF
RTP
RTP
RTP
RTP
RTP

bytes on wire (10112 bits), 1264 bytes captured (108112 bits)

Cisco_g
802,10 Virtual LAN, PRI: @, DEIL: @, ID: 185
Internet Protocol Version 4, Src: 20f

User Datagram Protecol, Src Port: 5068, Dst Port: 5060
Session Initiation Protocol (INVITE)

:f7:¢2), Dst: Cisco_:

.52, Dst: 1@.

.99

BT RSIPESHMRTPEE (EF ) RAVRA

Timie

17259331
17.270515
17.279166
20.065503
20101588
20171759
20.284842
46.695954
46.699936

20

1264

669

1046
1451

152 20
10.% 99
INVITE SDP (g711U g729 télephone-é.. EOBO
100 Trying —_—
L 160 Ringing 5060 !
00 OK SDP (57110 telephone-svent) 5080
i 5060 .
o RTP (g711U) |
— RTP (7110}
= 5060
I 200 0K . £060

2TEHE R (SDP)

873
218
218
218
218
218
218
218
218

Lengtt Info

Request: INVITE sip:3@6
Status: 188 Trying |

Status: 182 Ringing |

Status: 200 OK (INVITE) |

Reguest: ACK sip:306

FT=ITU-T G.711
PFT=ITU-T G.711
FT=ITU-T G.711
PT=ITU-T G.711
FT=ITU-T G.711
PT=ITU-T G.711
PT=ITU-T G.711
PT=ITU-T G.711

100:02)

781

40480
40480

PCHU,
PCHU,
PCHU,
PCMU,
PCHU,
PCMU,
PCMU,
PCHU,

S5RC=0xZFAB3E4E,
SSRC=0x2FAB3E48,
S5RC=0x2ZFAB3E4E,
SSRC=0x2FAB3EAB,
S5RC=0x2ZFAB3IE4E,
SSRC=0x2FAB3EAS,
55RC=0x8748B068,
SSRC=0x8748B06E,

2,188:50860; transport=udp |

.18@:5060 |

Seq=9514, Time=2Z816

Seq=9515, Time=22976

5eq=9516, Time=23136

5eq=0517, Time=23296

Seq=9518, Time=23456

Seq=0519, Time=23616

Seq=27262, Time=1926491183, Mark
Seq=27263, Time=1926491343

Comment

SIP INVITE From: <sip:81% 7.130..
SIP Status 100 Trying

SIP Status 180 Ringing

SIP Status 200 OK

5IP Request INVITE ACK 200 CS5eq: 208883630
RTP, 1329 packets. Duration: 26.565 SSRC: Ox2F..
RTP, 1323 packets. Duration: 26.40s SSRC: 0x87..
SIP Requést BYE CSeq:208883631

SIP Status 200 OK

L2EHRD(SDP)R—MA THRAS REELENESRNITERTAR, EXRGTERNR , B
RTHELHRBAHENFTRENBER. SOPELERENN(SIPEEER  ATEENNEXEN
BRI




AE : MGCPE7& 7SDPHIEES: , SDPtE A TR B

LT BSIPI R HISDPEE R :

INVITE sip:2003@192.168.245.9:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.245.6:5060;branch=z9hCGXXX5763
Remote-Party-ID:

;party=calling;screen=no;privacy=off
From:

; tag=4E3XXXC-A9F
To:



Date: Thu, 17 Aug 2025 13:48:52 GMT

CaTT-ID: 2A7BE22B-XXXXXXXXX-XXXXXXXXX-F940DC75@192.168.245.6

Supported: 100rel,timer,resource-priority,replaces,sdp-anat

Min-SE: 1800

Cisco-Guid: 0350227076-XXXXXXXXX-XXXXXXXXX-1670485135

User-Agent: Cisco-SIPGateway/I0S-15.5.3.S4b

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 150299CC32

Contact:

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 69

Content-Type: application/sdp <=======Session Description Protocol message start
Content-Disposition: session;handling=required

Content-Length: 266

v=0
0=CiscoSystemsSIP-GW-UserAgent 7317 4642 IN IP4 192.168.245.6
s=SIP Call

c=IN IP4 192.168.245.6

t=0 0

m=audio 8266 RTP/AVP 18 127

c=IN IP4 192.168.245.6
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:127 telephone-event/8000
a=fmtp:127 0-16

a=ptime:20



EE ERflR  RESDPEEBEUTSH

++c-IN |P4: SRR AR S5 25 Y P fiE

+m=El | XRREEFRE R,

++8266:1X B K& F R IR O 5.

++RTP/AVP: X 18 E& i , BI6E A F 50/ 5Bl & X4 (AVP)IRTP,

++18 127 X ER FMRMBBRNNHRE, AFRE1BBEENNTGC.720% #1035 , M
127TRHSHERE | AIUBREL R ZENDE D ELFEDS.

2 F IR PI(SDP) AT LATEJL&SIPEHE R KR E , Hl40 : INVITE, 183 Session in Progress, 200
OK, ACK%, SDPRE A ZBIRIRBZ M/ MINIHBEM BRI E 575, HEBRIFILMPER , MM T =
MNEEHS

1. REAIR (&



2. MR
3. RHAR K

AE  THSDPHEMEBRZEXEE , AN AL LR EINRERR AT LUEHRSIPIR L F 1Y
P33t |, 3% A] LAME R SDPER 2 A Y IP b 3k .

FHIRHE

SDP LR IRAS I TINVITEFI200 OK SIPEE A,



SIP device 1

=

S

HESR IR

SIP Early Offer Call

Firewall

inside

outside

SIP device 2

=

Sie

Invite with SDP Invite with SDP
200 OK with SDP 200 OK with SDP
ACK ACK

Session Established and sending RTP both directions

F

BYE

BYE

2000K

A J

200 OK

L ER , £200 OKFMACK SIPEE L% FISDP,

SIP Delay Offer Call

SIP device 1

=l

Sie

FHIRE

rrswall SIP device 2
inside outside =
Invite Invite SF)’
200 OK with SDP 200 OK with SDP
) ACK with SDP ) ACK with SDP

Session Established and sending RTP both directions

BYE .

BYE

200 OK

200 OK

FHBEEBE MR 1832 FHE MRS ESIPHEAR, WEHE S/ FHRHU(SDP) , HF
BEWUSHNEESH, EFUERXEEZH , ZERNSIPRESBEEACAFLERIZAS

EEHE REMERE,



SIP Early Media Call

Firewall
SIP device 1 —
(= inside E:?% outside
IP Invite Invite
183 Session in Progress with SDP 183 Session in Progress with SDP
-~ RTP Early Media
B 200 OK ) 200 OK
) ACK ACK
RTP Delay Media .
BYE BYE
200 OK 200 OK

SIP device 2

H.3232HEFRBEIKE(ITU)E LN —A , ATEI2HKEME ( flilinternet ) #HITIEE .

MIRABAREE
H.323thXABm N EEHHARK :

1. H225: X A B IUMET , SRR EM ML,
2. H.245: T4 3T 88 0 34 LA K B ST AN AL STUSBUE BY +1 7T M < A

Basic H.323 signaling

inside outside

H.323
Device 1
H.225 signaling (establish the call)

H.245 signaling (negotiate media opening channels)

Media (RTP stream)

H.245 signaling (close media channels)

H.225 signaling (ends the call)

H.323
Device 2



H.323E S ERANE O 21718, 1719511720,

2R BFEATLSHETMNE , EMUDPYIREITCPE , Z4H.323tHUBE AT s IB F A
B XS REE R IERZERN TS |, R ERH X EEE N R IFH. 3234 iR
REEMNUDPHITCPHREEXEE,

H.323M EERMREES : EEBIMNRES3,

H.225

HEP—SHEHMEER , WA E WIS RIEZ U,



Basic H.225 Call Setup Signaling

i 1
<« E > inside outside V]
H.323 Setup Setup H.323
Device 1 Call Proceeding Call Proceeding Device 2
Progress Progress
Alerting Alerting
) Connect Connect
Session Established
Release Complete Release Complete
H.245

H.2458 ft AT 2hae -

- KiIRIHRER M
- E/MEE
- BBREEES



AR ANHPEANEIRE M MNRBREBERD N RAEH. 3230, AT RRL TN
REHME. BINBOTRAESBENEENIES,

H.245tMYAE R BIH. 225 8508 B lg K 3%

A TREBMESHIUATRIP , A RERENEIT A EZBEENKHAEBEEHRNIE
ER.



H.323
Device 1

H.245 Signaling

inside

terminalCapabilitySet

terminalCapabilitySet

masterSlaveDetermination

v

masterSlaveDeterminationAck

terminalCapabilitySetAck

terminalCapabilitySetAck

openLogicalChannel

openLogicalChannel

openlLogicalChannelAck

openlLogicalChannelAck

outside

terminalCapabilitySet

H.323
Device 2

terminalCapabilitySet

F 3

masterSlaveDetermination

v

masterSlaveDeterminationAck

terminalCapabilitySetAck

terminalCapabilitySetAck

r 3

openlLogicalChannel

openlLogicalChannel

openLogicalChannelAck

-

openLogicalChannelAck

v

WWHIRSHIRE RKREAH.2258H.245F MNH.32318 M ER MM |, AREE (BF ) RE :

MNo. Time

| 6 1.702966
8 1.711968
9 1.760006
10 1.760086
15 2.804011
16 2.804011
21 2.812006
23 2.812006
25 2.823007
26 2.825006
27 2.827084
28 2.827084
39 2.828011
32 2.901997
33 2.922001
34 2.942004
35 2.961992
36 2.972993

Frame 6: 683 bytes on wire (5464 bits), 683 bytes captured (5464
Ethernet II, Src: Cisco_a2:%9a:@@ (

Destination
58 17 48
48 17. 58
48 17 58
48 17 58
48 173 58
48 17i 58
58 173 48
58 17: 48
48 17. 58
58 17. 48
48 17 58
48 17: 58
58 17i 48
58 14. 7
58 14. 7
58 14. 7
58 14, T
57 17. 58

t9a:@a), Dst: VI

B92.10 Virtual LAN, PRI: @, DEI: @, ID: 249
Internet Protocol Version 4, Src: 17: 58, Dst: 17
Transmission Control Protocel, Src Port: 22582, Dst Port: 1728, Seq: 1, Ack: 1, Len: 625

TPKT, Version: 3, Length: 625

0.931
H.225.8 C5

Protocol
H.225.8
H.225.8
H.225.0
H.225.0
H.225.9
H.225.8
H.245
H. 245
H. 245
H. 245
H.245
H.245
H.245
RTP

RTP

RTP

RTP

RTP

bits)

48

@

Lengtt | Info

683
151
152
114
248
114
135
68
176
65
65
64
64
218
218
218
218
218

CS: setup OpenLogicalChannel

CS: callProceeding

CS: alerting

CS: notify

C5: connect OpenLogicalChannel

C5: notify

terminalCapabilitySet
masterSlaveDetermination
terminalCapabilitySet
terminalCapabilitySetAck
terminalCapabilitySetAck
masterSlaveDeterminationAck
masterSlaveDeterminationAck

PT=ITU-T G.711 PCMU, SSRC=8x7A82, Seq=518@,
PT=ITU-T G.711 PCMU, SSRC=08x7A82, Seq=5181,
PT=ITU-T G.711 PCMU, SSRC=8x7AB2, Seq=5182,
PT=ITU-T G.711 PCMU, SSRC=0x7A82, Seg=5183,

Time=1424280842, Mai
Time=1424281002
Time=1424281162
Time=1424281322

PT=ITU-T G.711 PCMU, SSRC=8xES26177E, Seq=63306, Time=275408666]

:84:d2:80)

AR R EAH.225HH.245 A R RTPIRAE (1BF ) HIH.323E TR =HI -



Time

1702866

1711968
1760006
1.760006
2.8040M
2.8040M
2.812006
2.812006
2.823007
2.825006
2.827004
2.827004
2.8280M
2.901997
2.972993
5.2419M
5.421975
5.892003
7.691965

17

22502
22502
22602
22502
22502
22502
27340
27340
27340
27340
27340
27340
27340

8486

84B6

8486

8486

8486

8486

58
17 48
| setwpOLC(g7nUgMy) |0
l.WE—: 1720
alerting 1720
| {1720
| connect OLC ( g711U g711u) ! 1720
l + 1720
TCS ! 37917
| MSD - 37917
; =S : 37917
' S ! 37917
TCSAck | e
MSDAck -3?91?
! MSDAck o
! RTP [g711U)
RTP (g711U)
RTP (CN(old))
RTP (g711U)
l RTP (CMi{old})
RTP (g711U)

57

32206

- 32206

32206
32206
32206

* 32206

Comment

H225 From: To:1234 TunnH245:0n FS:on

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:on

H225 TunnH245:0ff FS:off

H245 terminalCapabilitySet

H245 masterSlaveDetermination

H245 terminalCapabilitySet

H245 terminalCapabilitySetaAck

H245 terminalCapabilitySetAck

H245 masterSlaveDeterminationAck

H245 masterSlaveDeterminationAck

RTP, 118 packets. Duration: 2.34s SSRC: 0x7A02
RTP, 349 packets. Duration: 6,985 SSRC: OxEB26,
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AD2
RTP, 24 packets. Duration: 0.46s S5RC: 0x7A02
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AQ2

RTP, 15 packets. Duration: 0.28s SSRC: 0x7AD2




EECBRIAMBRAT , BERRemARERBBEHFTD)MEZ £ A BEEMNRZE1RE(ASA) L
B FH.3231%:,

ZER

EEERFHERXT , FURNSESIREBIFEREECHNBNMETIR, TRIFERE, UGS
. BIRAERE, TRXESRE , H245FE D EREMNT, XEREEDNBFUESTRZE
TéL_Lil%ﬁMa , X2FHREMNERK.

H.323 H.323 Slow Start H.323

Device 1 Device 2
S inside FW outside N
~ ey H.225 connection (TCP port 1720) H.225 connection (TCP port 1720) ==
« Yy — === =====- P Eonmmm = = = e mm omm Em e e e o= >
Setup _ Setup .
_ Call Proceeding . ‘ Call Proceeding -
H.225 T B Progress ) Progress
Alerting Alerting
‘ Connect Connect
- terminalCapabilitySet -~ terminalCapabilitySet L
) terminalCapabilitySet g _ terminalCapabilitySet g
) masterSlaveDetermination j masterSlaveDetermination
masterSlaveDeterminationAck _ N masterSlaveDeterminationAck -
. terminalCapabilitySetAck ! P terminalCapabilitySetAck
H.245 4 ) terminalCapabilitySetAck . terminalCapabilitySetAck =
" openLogicalChannel . = openLogicalChannel "
X openLogicalChannel -~ ) openLogicalChannel _
_ openLogicalChannelAck " _ openLogicalChannelAck i
) openLogicalChannaelAck i N openlLogicalChannelAck
- Reteass j Release _
Release Complete ] " Release Complete i
o <
<

RIEE 3

Mk, REEHER AT ENBREEEARITREANDE, KBRS R UE R E T FEEE
NIHEREDNRFUETSEHRHITH, Fast startBE R RIRHHERENE L FEKE EZHIJFJ?
TR EERMELRE.



H.323 Fast Start
_— inside FW outside
Nriodll 2 ¢ -

TCP port 1720 TCP port 1720
_______________ — - . . . Em Em mm mm m ==
Setup(with Fast Start element + Open Logical Channel OLC) Setup
Call Proceeding Call Proceeding
Progress Progress
Alerting Alerting
Connect Connect
l RTP (Real Time Protocoll I
Relaase Release
Release Complete = Release Complete

SCCP

EEFImEEIL(SCCP) , BEMMASKinny , REREZEEHF SN BEEHMHCisco Unified
Communications Manager(CUCM), Cisco Unified Communications Manager Express(CME)#& H
#x MCisco IPE % A Tt M AL & M2 E,

SCCPMYfE A 02000 LM TCPYEN FEZ £SCCP |, f£Aim 0244317 Z£SCCP,

BT RALESCCPHIAHKEIREIISCCPER :



Skinny Client CallManager Skinny Client
—_—r Station OffHook — -

Station Display Text :

Station Set Lamp (Steady)

tation Start Tone (Inside Dial Tone) |

Station Keypad Button
Station Stop Tone

Station Keypad Button

Station Keypad Button

Station Keypad Button

o

= Station Call Info
Station Set Lamp (BlinK)
Station Call Info —Station Set Ringer (Inside Rin
Station Start Tone (Alerting) Station Off Hook

Station Set Ringer (Off)
B Station Stop Tone Station Set Lamp (Steady)

Station Open Receive Channel |  station Open Receive Channel
- Station Call Info

j&ation Open Receive Channel Ack

L Station Start Media Xmission
Station Open Receive Channel Ack

Station Start Media Xmission

User Information Exchange |
Station On Hook
Station Close Receive Channel % Station Set Lamp (Off)
N Station.Stop Media Xmission ] Station Close Receive Channel >
B Station Set Lamp: (O1F) | Station Stop Media Xmission

Station On Hook

T HIEDHIRE RREAFNSCCPIREMIBERMEEA , AREE (BT ) RE :

No. Time Source Destination Protocol Length Info

— 42 11.170041 172. 0.48 172.3 .58 SKINNY/REQ 2082 OpenReceiveChannel
58 13.3@87028 172. 0.48 172.7 B.58 SKINNY/REQ 2082 StartMediaTransmission
59 13.3@7e28 172, 8.48 172.: @.58 SKINNY/REQ 282 OpenReceiveChannel
68 13.3087028 172. B.48 172.7 B.58 SKINNY/REQ 282 StartMediaTransmission
62 13.389842 172. 0.58 172.: .48 SKINNY/RESP 118 StartMediaTransmissionAck
64 13.309042 172, 8.58 172, @.48 SKINNY/RESP 158 OpenReceiveChannelAck StartMediaTransmissionAck
66 13.308031 14.5 -7 172.7 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=Bx7B4D4ESD, Seq=54@86, Time=2101901655, Mark
67 13.489827 14.5 157 172.7 8.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@x7B4D4ESD, Seq=54887, Time=2181981815
68 13.429031 14.5 L 57 172.° 8.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x7BAD4ESD, Seq=54088, Time=2101991975
69 13.451033 14.5 -7 172.1 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7B4D4ESD, Seq=54089, Time=2101902135
76 13.453831 172. 0.58 14.! .57 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x58, Seq=08, Time=585879569

T RSCCPETMRTPEL (BF ) RAIRHI :



Time

42.868959
42.868959
42.868959
42.868959
42,909957
42,909957
42.960949
42988948
43.027999
45.367977
60.917952
63.027999
64.074002
64.074002
64.074002
64.074002

172.7770.48 14.
17270 10.58
2000 §0penRecei veChannel 14. e 23402
2000 StartMediaTransmission 14.€ E._ 23402
2000 OpenReceiveChannel 172 .B8:.. 23402
2000 fStartMediaTran smission 172. i 23402
2000 - tartMediaTransmissionAck 172 23402
2000 1StartMediaTransmissionAck 17277 ° 23402
8108 RTP (CN)
8108 RTP (g729)
8108 RTP (g728)
8108 RTP (CN)
8108 RTP (g729)
i 8108 RTP (CN)
2000 CloseReceiveChannel 23402
2000 StopMediaTransmission 23402
2000 1 CloseReceiveChannel 23402
2000 tc diaTransmission 23402

29648

1 29648
. 20648
. 29648

29648

* 29648

Comment

Callld = 19346659, PTId = 16777286
Callid = 19346659, PTId = 16777286
Callld = 19346659, PTid = 16777287
Callld = 19346659, PTid = 16777287
Callid = 19346659, PTid = 16777286
Callld = 19346659, PTId = 16777287
RTP, 1 packets, Duration: 0.00s SSRC: 0x38004F.
RTP, 1057 packets. Duration: 21.12s SSRC: 0xB98.
RTP, 117 packets. Duration: 2.32s SSRC: 0x380D..
RTP, 14 packets. Duration: 14.30s SSRC: 0x380D..
RTP, 106 packets, Duration: 2,105 SSRC: Ox380D..
RTP, 2 packets. Duration: 1.01s SSRC: 0x380D4F8
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777287

Callld = 19346659, PTId = 16777287

AEERINERT , ERZ e AEEBBHEHFTD)MZ 2B AEEENRZEIREZ(ASA) L
B FASCCP#l,



MGCP
IRAR R S R HIL (MGCP) 2 IR Hi% % ( HIZCUCM ) A F#%IVol PRI A ML
MGCPE FHMUFERFC 2705 E X , £ ATCPI% 02428 MIUDPI% 02427 # TS

ICHAE LB EAIMGCPEEHERR ¢

MGCP Call Setup Signaling

inside outside ‘ém‘f'-""
MGCP Call CRCX (Create Connection) CRCX (Create Connection) MGCP
Agent Endpoint
200 OK 200 OK Gateway
MDCX (Modify Connection) MDCX (Modify Connection)

Phone

ﬁ 200 OK 200 OK

Session Established RTP Audio

DLCX (Delete Connection) DLCX (Delete Connection)

—

250 OK 250 OK




= .
EE

BRRE KBRS HE(FTD)MEZ 205 A B BN R £1R % (ASA) KRR IAK T K BE
FARBAMGCPEN , Ait , MRFELRN , BAEAT,

HHIESHRE RRAMIMGCPIREMNFERMMAL , LAREE (1BF ) RE -

No. Time
12 21.209981
13 21.215977
14 21.216984
18 21.218983
28 24.8599985
21 24.961993
22 24.068997
23 24.075985
24 24.08B985
25 24.895988
26 24.108988
27 24.115991

Source

B e e R e e e e e e

Destination

B e e

mmmmmmga\wmmm

-]

=

Protocaol
MGCP
MGCP/SDP
MGCP
MGCP
MGCP/SDP
MGCP

RTP

RTP

RTP

RTP

RTP

RTP

Lengtt
213
213
144

57
342

57
218
218
218
218
218
218

Info

CRCX 589 58/5U1/D51-8/1@ MGCP 8.1

208 509 OK

RONT 511 58/5U1/D51-8/1@ MGCP 8.1

208 511 0K

MDCX 513 58/5U1/D51-8/1@; @ o' MGCP 8.1

288 513 OK

PT=ITU-T G.711 PCMU, SSRC=BxTAE2, Seq=5377, Time=584785512
PT=ITU-T G.711 PCMU, SSRC=8xF22F508, Seq=39645, Time=128287581
PT=ITU-T G.711 PCMU, SSRC=8x7AE2, Seq=5378, Time=584785672
PT=ITU-T G.711 PCMU, SSRC=8xF22F508, S5Seq=39646, Time=128287741
PT=ITU-T G.711 PCMU, SSRC=BxTAE2, Seq=5379, Time=584785832
PT=ITU-T G.711 PCMU,

SSRC=OxF22F508, Seq=39647, Time=128207901

LT 2MGCPESHIRTPIE (BEF ) RO RAI :



: 1 .20 1 -8
Time 1 6
21.209981 2427 | R . 2027
21.215977 2427 - 200 (CRCX) SDP (971U 2427 :
21.216984 2437 RONTSigReq:G/rt E 2427 i
21.218983 2427 | ol 2427 ;
24.059995 2427 | MDCX SDP (g711U) | 2427 E
24.061993 2027 - 200 (MDCX) 2027
24.068997 | 8348 : SR : 30324
24.075985 8348 | RIP (57101 | 30324
W
Eﬂ:l: <
3 FASA:
S s B = _AL Ry S L. < B = A LY
s FAATREHEFMETEHG (REFIRFEE ) WATFAN, XITUZIEERFETVolPHHX

LA R AR BR S
o« AV AR /SRR SR/ SR Y AR IR & 2 F B RTPIw ASEE.




EE R, RETARRGREVESEHAE (RERBSE ) FE,

X FFTD:
s ENETAH (RBHRSESEE ) WHUTIEBIAN |, HEIFER O LY RIS EE SR
Eo

« BEZHMMN/HMWMRTPIH AL IE2R .

HUEHEER

BRIEEHEN  SREMERERESERES (EFINM ) ERHE  THR-LRH , 7
HBRXS ‘J«,{T%/R

EwEERHA

++F RS R,

++F P T ER W E A P RS 8,

++SIPFRKRBZ) , B FHOPTIONS sipiHE AU EIE R,
++EWIRE TR M

BAR (EFHAM ) RIBERE

++ 1712 5 [0 F 50 R R,

+H3%E BIE P FI.

+HRAFE A W,

++ PR R 58 5



RBR BRI , SDPAI UMM AR Z = REALER (mRLE ) M. WHAEREK
o ML BT HMFEIERH — MR KEMERIPU(RTP)R | XEREEFURE
MRERZALBE=ZATENRTPR ( BPEARE 1),

BEBRER X 3% ERYE S R
EXEABIMTRERR  BEAR

+MAOME A EOBREFUFSROMEETEN (REJRSEHE )  HEET L2 AEB
CLI LB B EMIRAE = TE R M.

++FISE , ARBEONGERERRLSME H OO rTE,
++BEIEEETMUERATCPERUDPURTEFMRAS , HIEAHRALUENSH. ATHE



BERRFEINRE.

ESHNEERIPIEST , FIkECLI LR AX it B a8 T R4IE
fii4s HIE R ERINAT IPH#bHE, X8 A AR

2

+HXX T H AR, BREKESHIRI R
BRERSEHOEO LNERRE,

Signaling

Voice device 2

Firewall
Voice device 1 .
= inside %E::%g outside =)
Sip
Signaling Request

IP
Signaling Request

Signaling Response

Signaling Response




AR FREE  TREABMESHIIGHTES , BLNBLFEERMBA , HHHSM
EAQMEOED LRE -3

AR RURBREGKERNIR - AE, ERERED  ESESNEMRRTN
B NIE, EXERRT , FRREREHSRSEPISSFERXE XIS

BEBRBA X 35 £ #Y 91 5T (8] &R

MFWHAEXRE , SFRREMFM, NEFMEBRLT T MREN | BAD 4R
1. NEWF BRI FHRTPR ( AD#EQD )
2. NEWSE BRI FHRTPR (HO#ED ),
3. MRS B XS HRTPR (HO#E#QD ),



4. NS RIEM S ( ADEOD ) BRTPH.

Media=Voice=RTP

Media device 1 ikl Media device 2
inside outside
T Fa
«B5- Audio 1 Audio 1" «B=-
Audio 27 Audio 2

AR BRIEASASFTDHLINAE R T EACLIME S HIRIITHRERR | BN XFERLE
ENMNEERRAERE N A ST,



BEBRSIP R 0L i f
EHEBRZ 2P NiE ( ASASFTD ) LB ZHERN , BEERTUTEE :

1. BREBFEFUREZNAINR,

2. BRIENAFHAEEMRFRE,

3. THRESHNER,

4. TR ARTPI AR E,

5. F AOME OO LHERBES,

6. BB EACLHNIFNATHRI,

7. RIESIPESRERBPF N IE, B4, EBRAOFMEOEOUIITETRE.
8. BYLEBAOMEOED LHNRER , RIEFH X IEREIERTPEATRE.,

0. BMRESCREZIFRLN , METREZRAZALN,




RBR AR AENSIPESEEBMAMSEIT X EEE,

EE  SIPHHFEHERR IR Rt AT LA A FH.323, MGCPHISCCP#Hi.

EESEYS

- FHACLIEBASAKIE SR

. Firepower & i B ) 35 3K



https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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