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CONNECTING TO SECURITY CLOUD CONTROL (US)

Security Cloud Sign On

Email
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S MM 3K B % Administration# Secure Connectors:




Administration

<™  Dashboard

General Settings

% Multicloud Defense User Management

Motification Settings

Log Settings

Insights & Reports
Integrations

& Events & Logs Secure Connectors
Firewall Managemeant Center

Multickoud Defanse

Management
Palicies

Dynamec Attnibutes Connector

- Objects

Migration

- SEGRLRVCEY Firewall Migration Tool

® Migrate FTD to cdFMC

Secure Connections

IEI Administration
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Deploy an On-Premises Secure Event Connector

Using our VM Using yvour own VM To an Existing SDC or SEC VM

Step 1

Downlpad the SCC Connector WM and follow the dooumentation to deploy and
::unfin;j._lri: it

step 2

Once configurad, follow 1hese Staps
1. Recannéct 10 1he Y using 55H
2. Enter =sodo su = sdc command to swilch o the sdc usear
3. Copy the command below and enter i at the sdo promgit

sdc eventing bootstrap LNNFXORFVRIDRVEJRDOIZTUy OTAYMDO!...

Please review the documentation for more information.

SRS AT SEFE , SHIRLUER

WARNING! Your credentials are stored unencrypted in °/var/lib/sdc/.docker/config. json'.

Configure a credential helper to remove this warning. See
https://docs.docker.com/go/credential-store/

5a99d0351clae91cd790dcf18eeld®59Ud37fcfaf5al725U73eeedBl23U2a567

sdc@lcorream-sdc:~$
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CDO_cisco-lcorream-cdo-
us__swzlwe-
SEC_a3889708-0844-4110-
ale8-641bf1/7374a6

Details

D a3BBa2708-0844-4110-
aleB-6410f17374a6

Tenant ID 7 7cbf34d-91el-4b2a-
afaB-2587430ce/’ce

Version 202407211709

IP Address 19.0.0.10

TGP Port 10125

UDP Port 10025

MetFlow Port 10425
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S ERB. MRk EMore M Logging:

Firewall Management Center

o - : ) Overview Analysis Policies Devices Objects Integrs
Policies [ Access Control / Policy Editor

5 Return to Access Control Policy Management
m' FTD-Policy #

-+ @ Prefilter Rules + () Decryption -+ @& Security Intelligence + & Identity + @& Access Control © More

Advanced Settings

Y || @ Type to search
HTTP Responses
Source : i
Name Action Inheritance Settings
Zones Networks Logging

S PR9./5 A Send using specific syslog alerti I 3 R 1T HI Syslog Alert, EAMSCCIIFHH
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Create Syslog Alert Configuration

Name

abEC=-Conmector

19.0.0.10

Port
10025

Facality
COMSOLE (ALERT)

Severity
ALERT

Tag

HIR10IRE 5 R HIREE |, SRS IANCFE4RIEFI RS B SRS R



Logging settings for Rule 12: PC-to-Internet

Log at beginning of connection
Log at end of connection
Log Files

Ey File Policy

\ FTDv-Malware/File v

Send Connection Events to:

Firewall Management Center

Syslog server
(Using default syslog configuration in Access Control Logging)

» Show overrides
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Clear Time Range  After 06/032/2025 11:40:01 &

Views Wiew 1

Date/Time Device Type Event Type

Jun 5, 2025, 11:49:17 FTD Connection
Jun 5, 2025, 11:49:18 FTD Connection
Jun 5, 2025, 11:49:46 FTD Connection
Jun 5, 2025, 11:49:46 FTD Connection
Jun 5, 2025, 11:49:58 FTD Connection
Jun 5, 2025, 11:50:02 FTD Connection
Jun 5, 2025, 11:50:10 FTD Connection
Jun 5, 2025, 11:50:47 FTD Connection
Jun 5, 2025, 11:51:08 FTD Connection
Jun 5, 2025, 11:51:15 FTD Connection
Jun 5, 2025, 11:51:23 FTD Connection
Jun 5, 2025, 11:51:38 FTD Connection
Jun 5, 2025, 11:51:40 FTD Connection
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> capture-traffic

Please choose domain to capture traffic from:
0 - ethO



1 - Global
Selection? 0

Warning: Blanket capture may cause high CPU usage and reduced throughput, use selective filtering to re
Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options: host 19.0.0.10 port 10025

Starting traffic capture, press ctrl + c to exit (Maximum 1,000,000 packets will be captured)
HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: can't parse filter expression: syntax error

Exiting.

> capture-traffic

Please choose domain to capture traffic from:
0 - eth0
1 - Global

Selection? 0

Warning: Blanket capture may cause high CPU usage and reduced throughput, use selective filtering to re
Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options: host 19.0.0.10 and port 10025

Starting traffic capture, press ctrl + c to exit (Maximum 1,000,000 packets will be captured)
HS_PACKET_BUFFER_SIZE is set to 4.

10:43:00.191655 IP firepower.56533 > 19.0.0.10.10025: UDP, length 876
10:43:01.195318 IP firepower.56533 > 19.0.0.10.10025: UDP, length 1192
10:43:03.206738 IP firepower.56533 > 19.0.0.10.10025: UDP, length 809
10:43:08.242948 IP firepower.56533 > 19.0.0.10.10025: UDP, length 1170
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