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JE I system support dlagnostlc -clifELINA. FTD Command Line Interface(CLI) Li=4Tshow
running-config policy-mapin = BUREE B,

firepower# show running-config policy-map
|
policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum client auto

message-Tlength maximum 512

no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp

inspect icmp



inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
|

AB A TMPFANRN SN BESEF

BERE S 2 B LB KIBRI A RHRHIREE(ACP)— 3, EEEGRD , REIE LR AiEEK
MBEREBITHN., TEXENRIT, NARESRERHI ML LEE,

EREWELREE , —NERANKER :
- ERERLHVEOD (AOMEAED ) LREXERHERAE , &5

firepower# capture
[interface

J[match

[port

[port

1]



AR , ATLAE3Epacket number X trace detaili£ I |, '© SR AEIEFTZ IS HZ R4
, Spacket-tracerin HAE[E , 1B A LT A IARE XM RE,

firepower# show capture

packet number X trace detail

« RELATINE L £ BB E(ASP)E #(Set real-time Accelerated Security Path [ASP] Drop) , 3k
KHasp-dropE RASPEFMBIEIIERE , EXHNEXEZERTE—1NERSIK , 085

firepower# capture

[type

] [interface

] [match

[port

[port

1]



Al A 2B N EFE , B Fallowss R A LATEPacket TracerBt RV R E|, E L , S50 FASERT IR
/LA%B-L‘LIE%#E.O

NEFHEIRHEE

INERRELRRFASP)ERFBERATRIXBEM , IBEBIHEBRM LRI, show asp dropis T AT ERIX
EEFNBRESHEE , NMEMNEFRRNALE , XIEETIENATHEE, 0N HFE S 75 [ 50
B4 B,

BXASPEAMER :

- MEFXEREEANBFEIHERNER , HIUNHELTRIEEEEVHNEKA,
s MEFXEEFEEMEX , FluismE N IELH TRBENATHE,
- FRARZGSSEEATER , BTSSR,

XEHRERREZFRRBREEREHFRIBPEINRE, TR SUREE E7£ 6 AR L
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# & R A FSun Rpck MHIASPEZH , Sun RepfEAwO1114ERN B r&E— MNUIEEREA
6081/EH B frfiGeneveH Eixn O, BRI LMES  HiHEFHNWEFER N TERBEXR"

firepower# show capture asp-drop

8: 16:23:02.462958 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency)
9: 16:23:09.769338 10.0.0.5.780 > 172.16.0.3.111: P 1795131583:1795131679(96) ack 526534108 win 29200 D
10: 16:23:10.148658 172.16.0.3.111 > 10.0.0.5.780: . ack 4026726685 win 26880 Drop-reason: (no-adjacenc
11: 16:23:10.463004 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency
12: 16:23:26.462729 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency
13: 16:23:27.548692 10.79.67.11.60855 > 10.79.67.4.6081: udp 176 [GENEVE segment-id O payload-Tength 13



Cisco Bug ID CSCwj00074
FTDvEBERIETE Tinspect sunrpclI1ER T CARIEN R E

ELINASIZWASPH | REHEF N ERLIE , BNFEMBIRMACH It = REBFHE - HIE
B(SYN/ACK)Z ERABZRNEHNE.

ASPHHIBRIER :

BN EPERR
TRMBERR

HZ2RBFRITBEFARA L PEXRRNIUER LNHFE A, ITRER M, MRT Bk
THEATGR , AEBEEDSEAREPRETHEHRER , WaREXHRER,

ARG - ZERAsunrpck o
SQL*NETH N EF R4l

WS ER TFAWSEBHWEERIEFTDY , MIRB A TSql*Nel®M| , GeneveHEMNREFHER

o

AEEATAEHNEESHER (ETUNEHERNKEIERS ) :
£—1T : asp-dropBIE IR AHE , Sql*NetfEA 152145 O¥EH B 7.
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% =17 : LINALAVNIEE Oasp-drop , Geneveff A %4 0608147 B #r.

REFERNTEANEFERE , BAET UMK IR tcp-buffer-timeout”F“tcp-not-syn”

95 2024-12-14 07:55:58.771764 172.16.0.14 10.0.8.2 TCP 251 53905 - 1521 [PSH, ACK] Seg=
95: 07:55:58.771764 10.7.0.3.64056 > 10.7.2.5.6081: udp 209 [GENEVE segment-id © payload-length 169] Drop-

96 2024-12-14 ©7:55:58.771780 172.16.0.14 10.0.8.2 TCP 1514 [TCP Out-0f-Order] 53905 - 1521 [AC
96: 07:55:58.771780 10.7.0.3.64056 > 10.7.2.5.6081: udp 1472 [GENEVE segment-id © payload-length 1432] Dro

99 2024-12-14 ©7:55:58.997049 172.16.0.14 10.0.8.2 TCP 308 53903 - 1521 [PSH, ACK] Seg=1 Ack=1 |
99: 07:55:58.997049 10.7.0.3.64056 > 10.7.2.5.6081: udp 266 [GENEVE segment-id © payload-length 226] Drop-

100 2024-12-14 07:55:58.997079 172.16.0.14 10.0.8.2 TCP 1514 [TCP Out-0f-Order] 53903 -» 1521 [A
100: 07:55:58.997079 10.7.0.3.64056 > 10.7.2.5.6081: udp 1472 [GENEVE segment-id © payload-length 1432] Dr

ASPHIBRIER :

B TCPEM XERY
TCPEFH#EEFXHEAT :

S EZFNTCPHAFEEEZFXPREMNAN KA , LLITHF[FEHAZFHES. BF

, TCPHEZERLRIBIRLENER LRBFEEREBISSMBITRENRINFHES, 4T ML
E’JTCP%UE’FEE BB RIRAREAR , AN T FHREIREEF.

Ei&( :
— MU TCPHEEFAREE , RANEREEENCNEFREEN., KiREHFNTCPE
¥ﬁ4§$§?m$ﬂ% MEFMZmBED élﬁjf‘ﬁ\géli&o

FZ# : tep-not-syn
E—NTCPEIESTTRSYN:
WEI—MNESYNBIES , FRE— N AREBEREENEEBES.

B

EEEBLT , HRBEXMAEE , A BEFPHIIRS AN EZECIT I H E4E f BERT
I ERXFE R, BLERAITEER LT K B clear local-host’s“clear xlate” 2 /G, Ltoh , R
ERILARMIBRIESRE , HEITHREEREEMN , NRRAEZIRTG, BRBIRIFETUBBERRR,

RRAR  HSQALBIEAMESSQLESITCPE 01521 k£ &R —i% O Lit , ZASQL*Net &, B
ASQL*NetR &Rt , Z2RFRAYRE , HESHEBELWRAIEMNEFIKE O K/DM650008 /N2
16000,

ICMP# U & F 7R
5 RIEM TFTDERHE,

ICMPIRL B ICMPHARIRBF Al MER A5 T AMRIR D , Fitping MBS ES A B 2ERH
, ASPE# & | “inspect-icmp-seg-num-not-matched” , IE 20T k5 H AT E 28



firepower#show cap asp-drop
1: 19:47:09.293136 10.0.5.8 > 10.50.0.53 icmp: echo reply Drop-reason: (inspect-icmp-seq-num-not-match

Cisco Bug ID CSCvb92417

EBASAEFHF E R F" inspect-icmp-seg-num-not-matched”# I B ICMP R &

ASPHHIBRIERA :

A : inspect-icmp-seq-num-not-matched
ICMPR & 755 R ILE :

HICMPE R N EEE R FIIS 52 £ R —iE#E L@ g & EAICMPE RE B & ITf iy
, WLt B Es A% 18,

BRAER  ZBAICMPEN, EHEREF  EHPHHINRZ/AFTD , H BICMPRERLAZIEX
MH, MERICMPHRMBREFEEER |, FLping2E /I — M ping BB TR ZAIRIELIE, EiXTiE
MT , JRESXKEELEpingBIEEEX,

SIPE M EF R
EXMERT  FUMUSET D4 , RAEEENT. EARTPE , SIPARNTTUEFEE,

IENIEEEO EAXVoIPRENBIESHRAHPAAERN , SIPREFHBYEARE R RBEIEFUY
EYEXMA,
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1 2023-10-13 18:39:03.421456 10.6.6.66 172.16.3.77 SIP/SDP 1055 Request: INVITE sip:1l
2 2023-10-13 18:39:03.448325 172.16.3.77 10.6.6.66 SIP 497 Status: 100 Trying |

3 2023-10-13 18:39:03.525424 172.16.3.77 10.6.6.66 SIP 687 Status: 401 Unauthorized |
4 2023-10-13 18:39:03.525943 10.6.6.66 172.16.3.77 SIP 425 Request: ACK sip:123456789
5 2023-10-13 18:39:03.527331 10.6.6.66 172.16.3.77 SIP/SDP 1343 Request: INVITE sip:1l
6 2023-10-13 18:39:03.553544 172.16.3.77 10.6.6.66 SIP 497 Status: 100 Trying |

7 2023-10-13 18:39:05.902815 172.16.3.77 10.6.6.66 SIP/SDP 992 Status: 183 Session Pr
8 2023-10-13 18:39:06.091822 172.16.3.77 10.6.6.66 SIP/SDP 967 Status: 180 Ringing |
9 2023-10-13 18:39:13.114435 172.16.3.77 10.6.6.66 SIP/SDP 1063 Status: 200 OK (INVIT
10 2023-10-13 18:39:13.115899 10.6.6.66 172.16.3.77 SIP 560 Request: ACK sip:55663399
11 2023-10-13 18:40:29.206593 172.16.3.77 10.6.6.66 SIP 642 Request: UPDATE sip:FD3a5
12 2023-10-13 18:40:29.207630 10.6.6.66 172.16.3.77 SIP 659 Status: 200 OK (UPDATE) |
13 2023-10-13 18:41:09.940854 10.6.6.66 172.16.3.77 SIP 684 Request: BYE sip:33445566
14 2023-10-13 18:41:10.003066 172.16.3.77 10.6.6.66 SIP 659 Status: 200 OK (BYE) |

EHEMRGD  REBTZERERPATHBREIP , ZIPNE—ANTAKO , FBSIPAFNTE—
w0 , SIPEFwmOSEMAK,. MRIEAFEAPAT , NSIPRE N o] ST E 1%,

ASPEHERERMT : "M T EREEHPATIR AR R &IX M 7o 3% 612 MIP/5% B 2l1P/i% O #IUDPIE 1
"M RESIELIE | RE — BHE'service resetinboud Bt E E E"

Nov
Nov
Nov
Nov
Nov
Nov

18
18
18
18
18
18

2019
2019
2019
2019
2019
2019

10:
10:
10:
10:
10:
10:

19:
19:
19:
19:
19:
19:

34:
35:
38:
38:
39:
39:

%FTD-6-607001:
%FTD-6-302022:
%FTD-3-305016:
%FTD-4-507003:
%FTD-3-305016:
%FTD-4-507003:

Pre-allocate SIP Via UDP secondary channel for 3111:10.11.0.13/506
Built backup stub TCP connection for identity:172.16.2.20/2325 (17
Unable to create UDP connection from 3111:10.11.0.12/50195 to 3121
udp flow from 3111:10.11.0.12/5060 to 3121:10.21.0.12/5060 termina
Unable to create UDP connection from 3111:10.11.0.12/50195 to 3121
udp flow from 3111:10.11.0.12/5060 to 3121:10.21.0.12/5060 termina

ASPHIBRIER :

B : async-lock-queue-limit
B R L HERSIRS

BANRSYETERFIFBREIN 1000, HEikm IERTIDREZSSIPHIEEN , XAEFEHE
Do
B

REEARSIPRE. SSIPHIECEEHBENRSIE B TUBEEEN RS HENSIPE |, ATEE
SFHER , AN REENMROCEBFIERE, MRFRSHERFIN K/ NESREINSIPEIESE
HBERA , MAREFZHBES.

B spfEfitbit
ERZS: b7

HRPERM A B Wi utEER , itHESEE, BA T HutBRIANSIPRER , Bhix
REEHEBNRMB R 2 EEN.

B
LIt BES T RE B MR N R, — T RIGFFWEIR Ut ETF B BEET, XRR—FDoSK
te FE-HBERR , REWNATE BRI 0 5 B iRt it iR AR it



B XXM
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HMNERBVXRRAR , NERBXMA. Flw , HFTPEHIER ( MER ) B2 R ( R

B, ATAER LS ERRXAFTPEIER. Z=RR (8 ) REEBIRAXAN |, #is HjTiZ

RR, #Hlan, SWHBYEESRS , SIPRNGIZE (2HNA ) LA AMEMSIP RTPHR
) o

FRIRF R  ZERASIPRN, BT HIAIRS :
« SIPRAUMNZIFIMRIIEE, TxFAR, XHFERNNARE, FTXFRTCEFIK5.0,

- EAPATHE , @A N I:IE’JWﬁBIPi&iﬂ:E’JEﬂSIP?E;&%Eﬁ%‘BT AEFRIR |, KL AEBIP b1 AT

RE Mt BRI, MREE R UHT |, BEENATM A 2PAT,
- RINBRT @Jﬂ%ﬁxﬁrﬁﬂﬂﬂ%%ﬁ)ﬂSlP&M , BIE

*SIPENEHEEIMYT R : BA.

*SIPim O EWVIESIPRE : EER.

*RERS MK iKIPHbYL : 2.

* R R MRS FIJESIP URI:ZEA.

R BB ATOBA.

*RTP—B% : RIITo

*SIP—E  BARITRSKEMIRLRKIE,

B HERR

LU X LINA MPFIAS Z 48 5% Y 37 & 7] B Bt 1T i PR R BR A — £ B WA o

« Show service-policy & ~/E ARILINA MPFR EH RS KEESITER

firepower# show service-policy

Global poTicy:
Service-policy: global_policy
Class-map: inspection_default

Inspect: dns preset_dns_map, packet 0, lock fail 0, drop 0O, reset-drop 0, 5-min-pkt-rate 0 pkts/s
Inspect: ftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,

Inspect: h323 h225 _default_h323_map, packet 0, lock fail 0, drop 0, reset-drop O,
tcp-proxy: bytes in buffer 0, bytes dropped 0

v6e-fail-clo
5-min-pkt-rate

Inspect: h323 ras _default_h323_map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
Inspect: rsh, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,
Inspect: rtsp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,

tcp-proxy: bytes in buffer 0, bytes dropped 0

vb-fail-clo
ve-fail-cl

Inspect: sqlnet, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,
Inspect: skinny, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,

tcp-proxy: bytes in buffer 0, bytes dropped 0

Inspect: sunrpc, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,

tcp-proxy: bytes in buffer 0, bytes dropped 0

ve-fail-cl

Inspect: sip , packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,

tcp-proxy: bytes in buffer 0, bytes dropped 0

Inspect: netbios, packet 0, Tock fail 0, drop O, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail
Inspect: tftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,
Inspect: 1icmp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,
Inspect: icmp error, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,
Inspect: ip-options UM_STATIC_IP_OPTIONS_MAP, packet 0, lock fail 0, drop 0, reset-drop O,

ve-fail-cl
ve-fail-cl



Class-map: class_snmp
Inspect: snmp, packet 0, lock fail 0, drop O, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cT
Class-map: class-default

Default Queueing Set connection policy: drop 0

Set connection advanced-options: UM_STATIC_TCP_MAP
Retransmission drops: 0 TCP checksum drops : 0O
Exceeded MSS drops : O SYN with data drops: 0O
Invalid ACK drops : 0 SYN-ACK with data drops: 0
Out-of-order (000) packets : 0 000 no buffer drops: 0
000 buffer timeout drops : 0 SEQ past window drops: 0
Reserved bit cleared: 0 Reserved bit drops : 0O
IP TTL modified : 0 Urgent flag cleared: 0O

Window varied resets: 0
TCP-options:
Selective ACK cleared: 0 Timestamp cleared : O
Window scale cleared : 0
Other options cleared: 0
Other options drops: 0

show service-policy inspect httpas < By % H Rl & Rhttp R IHE R -

firepower# show service-policy inspect http
Global policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: http http, packet 1916, drop 0, reset-drop O

protocol violations
packet 0

class http_any (match-any)
Match: request method get, 638 packets
Match: request method put, 10 packets
Match: request method post, 0 packets
Match: request method connect, 0 packets
log, packet 648

- BEREWEO LigEasp-dropfik,

Syntax
#Capture

type asp-drop

match



for example

#Capture asp type asp-drop all match ip any any

#Capture asp type asp-drop all match ip any host x.x.x.x
#Capture asp type asp-drop all match ip host x.x.x.x host x.x.x.x

1Al i A S 43 ELINA MPF Rz B 4

XLEET A AT HEZR T2 NIRRT ERARERAMPF LINAR AR
« BdFlexConfigit TELE : BEEEBNFMC UNEERRHRIMNR , ERNEERKAE
B,
* FIDCLIEWERE : £FEEBNFTD CLINEER HREMNE , LERTRKAN , MERE
EXNMRHIMEE | BERHEMER,

B FlexConfigli &

FlexConfigR —f& /Gt A A% , ATEEETASANIIEE , XEYEESHMHHRE  BEEE
RORTTEA RS A TEE,

KAZAHEARNEE N TFFMC Ul EBFlexConfigk , AILLEBNAZEE , Al MR ATF

BERE,
SR

EFMC UL | BB K> REE > FlexConfig > FlexConfigXf & , 12 B8 E 1] LA B BRI tHAS U
PSR L RTIEN



Firewall Management Center
PP g . Overview Analysis Policies Devices Objects Integration Deploy Q @ i+ 9 admin
——
3 AAA Server F|exCOnﬁg Object Add FlexConfig Object 0, inspect *
» MAccess List
> Address Pools FlexConfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices
Application Filters
AS Path MName Description
BFD Template
Default_Inspection_Protocol_Disable Disable Default Inspection, B a
Cipher Suite List
3 Community List Default_lnspection_Protecol_Enable Enable Default Inspection. % Q,
DHCP IPv6 Paol Inspect_IPvE_Configure Configure inspection for ipv6 traffic. Used text objects in the sc... B o
Inspact_IPvE_UnConfigure UnConfigure inspection for ipvé traffic. E‘E Q

External Attributes
File List

* FlexConfig

FlexConfig Object

Geolocation

ERIAFlexConfig s MU XY 5
Step 2.
ZRSEMDIAEN |, AT 8l FlexConfigit R,
SEMEXR>WREE> FlexConfig > FlexConfigxy &> MllFlexConfigt &
FEARRBIAR | EMglobal_policyZASIPRN , HiBEZXMR :

policy-map global_policy
class inspection_default
no inspect sip

Bl EFlexConfigXt e , A BLAFRARBEIMEBMKE,
ERE

o WEFlexConfigh RIEMRLEEENINR , HIIIMEZRACLN R , iHikZFEEverytime, BN
, ToEEBEBEXN RO ELH,

- MENRFHE-EBFRWEER , EEA—KX. RE , £ T XEBEBFMFlexConfig BE 5 il Bx
POE S

 Append ( RiAE., ) IRFANGTHEEEEPLORBERNEENRE. MREMAKEX
REE (BEOMNZTENRERNNR ) , MLTEAAppend. MR ANEMEBEERN BT
NRFPEENDTES , )"'JJM\/D’lﬁ#%thﬁlﬁ , MEBTTWEBEER, XRERZEMIET,



- B, WRANDTHEEEERORBEERNEEN I K, LBEMEMprependin & KIFER
HEEEE.

Edit FlexConfig Object

Name:
Disable_SIP

Description:

Disable SIP ALG on
global_policy

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert « B3 Deployment: Everytime A Type: | Append

policy=map global_policy
class inspection_default
no inspect sip|

v \ariables

Property

BT S LAZE F R iAglobal_policy A B9 2 MY

E3IH:
£ 9 B LA LINAKY FlexConfig 58 BE FR 0T R
S EIDevices > FlexConfig , &% R A T By K& RYFlexConfigZR &g , FIEY f#REF A,

E+RERAMERE , HiEFESystem Defined FlexConfig Objects T #JObject
Default_Inspection_Protocol_Disable , /5 = o 2 (B B9 15 & 57 L fF H R i EIFlexConfig Policy.



L Firewall Management Center
Flexconfig Policy Editor

Protocol_Inspection

Enter Description

Available FlexConfig -

> User Defined
~ System Defined

“& Default_DNS_Configure

“a Default_Inspection_Protocol_Enable

“i DHCPv6_Prefix_Delegation_Configure
of DHCPvE_Prefix_Delegation_UnConfigure
& DNS_Configure

oF DNS_UnConfigure

p_Configure

Cenfigure

Overview

Analysis Policies Devices

“a Selected Prepend FlexConfigs

# Mame

=% Selected Append FlexConfigs

H MName

%2 System defined Object A2 AT A ML E

$£4%5

Objects

Integration

Description

Description

‘e, FRINCERERES  FTESCREHABERENEN.

a ¢

Deploy

admin

Cancel

Policy Assignments (1)

e 7]

Firewall Management Center
| Flexeonfig F Edit

itor

Protocol_Inspection

Enter Description

Avzailable FlexConfig c FlexConfig Object

X

-) User Defined

~ Systern Defined
"8 Default_DNS_Configure

[ ocieutinepecton.Potocoosele |
“& Default_Inspection_Protocol _Enable
"8 DHCPvE_Prefix_Delegation_Configure
&5 DHCPvE_Prefix_Delegation_UnGonfigure
“8 DNS_Configure
7 DNS_UnConfigure

Eigrp_Confi

. Canf
8 Eigrp_interface_Configure
¥ Eigrp_UnConfigure

oF Eigrp_Unconfigure_Al

ERFAE IR IEEN R

Owerview

Analysis Policies Devices

“& Selected Prepend FlexConfigs

# Name

1 Default_Inspection_Protocol_Disable

o0 Selected Append FlexConfigs

# MName
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Protocol_Inspection

Enter Description

You have unsaved changes

“& Selected Prepend FlexConfigs

Available FlexConfig o FlexConfig Object i

X

Name Description
~ User Defined

& ACL-ControlPlane

"8 ACL_OUTSIDE_CONTROL_PLANE

"8 Adjust-TCP-MSS

" AnyConnect_FlexObject

"8 enable-threat-detection=ravpn

=2 Selected Append FlexConfigs

H MName Description

"a Username_Logging_Enable

1 Disable_SIP Disable SIP ALG on global_policy

~ System Defined
" Default_DNS_Configure
=% Default_Inspection_Protocol_Disable
“8 Default_Inspection_Protocol_Enable

& DHCPV6_Prefix_Delegation_Configure

12 LA Mglobal_policyZ: F &AM AL

“HE , FRINCERERES  FTESEREHABERENEN.

ERAFTD CLI#TE &

=
7:5&

AJBAMBTAMFTD CLIN ARG R, LUHRERS
E, TRk FREER.

Zw T YIMMFTD CLIBUEER AT,

> configure inspection

disable

for example
> configure inspection SIP disable
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ERIFHNEZERARBAER , iEH1Tshow running-config policy-mapfif. EARHIG | SIPHK N #
A, AR ETBERERIAMIIRSD,

firepower# show running-config policy-map
|
policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum client auto

message-Tlength maximum 512

no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
|
firepower#
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
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