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Interfaces Routing Updates System Settings
6 sttic routes Geolocation, Rule, VDB, System Upgrade, M Aocess
Seeurity Inteligense Feads
> View Configuration » View Configuration >

Site1FTD_View_All_Interfaces

B2 % HVirtual Tunnel Interfacesi@ T |, RJ5 %8 th+iR4,
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J Firewall Device Manager o o g _— @ @ @ : . v e SECURE
{ e - Manfloning Pobcies Objacts device: frdv742 . Adrministrator e 2ELURE

Device Sunmmarny
Interface

& Firspowar Thisat Datanso for KM O
() (2] (2] () o) (] (] [t
2 tunnels Y Filter B

Site1FTD_Create VTI
SHRIBHAVTIFAEENSLERFE ., BEHOKERH,

« Z : demovti

« FZEID:1
 JBEXRIR: S\ EB(GigabitEthernet0/0)
o |P b3t R F M #ES:169.254.10.1/24
- KRB BHFBRIEBAMNE

Name Status
demovti ()
Most features work with named interfaces only, although some require unnamed interfaces
Description
Y
i N
Tunnel ID unnel Source

1 outside (GigabitEthernet0/0) v

0 10413

7 ™
IP Address and Subnet Mask

169.254.10.1 / 24
\_ J
e.qg. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

e (W)

¥ RAFTD_VTI_i#F 45 5 _B&E1_ISP1

« &% : demovti_sp2
- BEiEID:2



- JBJE3RJR:outside2(GigabitEthernet0/1)
o IP bt FFM#E8:169.254.20.11/24
- WA BLHBHRACBRAME

Name
demovti_sp2| .

Description

Tunnel ID unnel Source
2 outside? (GigabitEthernet0/1) v

IP Address and Subnet Mask
169.254.20.11 / 24

aq. 192 .168.5.15/17 or 192.168.5.15/255.255.128.0

¥ RFTD_VTI_i#F4HE 5 _P&E2_ISP2

H 4 S E|Device > Site-to-Site VPN, #I&5View ConfigurationiZ4l.
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Mhonnaring Policies Objects

Model Softwan VDB Intrusion Rule Upaste Cloud Satvices Migh Availabisty
Gisca Firopower Threat Defense for KVM  7.43-172  376.0  20231011-1538 i lssues | Unknown Mot Configured Ll

o] b internot
G Firmpowar Theuat Dafansa for K

: ()
(2] (=) (2] @) (@) () ) ) =
[ass]

Interfaces Routing Updates

Managemont: Moerged 1 static route Geolecation, Rule, VDB, System Upgrade,
4af Security Inteligence Feeds

View Al Interfaces » Wiaw Configuration > Viaw Configuration >

Smart License Backup and Restore Troubleshoot

Tier: FTDWS0 - 10 Gbps

View Configuration ¥ Wiow Configuration > RECUEST FILE TO BE CREATED 500 more

Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration

T Includes: FlexGonflg, Smart GLI Audit Events, Deployment History,
Download Configuration

Vi Configusatian » Configunn » Wit Conligairation > View Coaflgisration 3

Site1FTD_View_Site2Site_VPN

HERE.FTRBERISP1RIEF I LB IEKRVPN, #EHCREATE SITE-TO-SITE CONNECTION#Z 41
, B H+HRE,

= - ~ v 0 3= == .
e | o = H admin alnlie
] irewall Device Manager § @ @ H Administrator asee SECURE

=l : Muonitoring Policies Objects Device: fidv742

D

Site-to-Site VPN

Prasat Shars: Renso Baseet (VT0], Poficy Bt

REMOTE RITWORES AT DXIMST

CREATE SITE-TO-SITE CONNECTION

Site1FTD_Create_Site-to-Site_Connection
SR RMEINMEFE, LHNEXTRHM,

o EEREXHER : Demo_S2S

. type : EF BT

« AHVPNIFE$ED : demovti ( ES 3B IR, )

o 12 IP #1:192.168.10.1 ( IX=2&Site2 FTD ISP1 IPiz it )



New Site-to-site VPN o Endpoint 2) Gonfigurat

. VPN TUNNEL .
T3 Local Network = - e G T3 Remote Netweork
FIDV742 INTERNET PEER ENDPOINT
1 s
Connection Profile Name Type
o -
Sites Configuration
LOGAL SITE REMOTE SITE
f
Local VPN Access Interface Remaote IP Address
demovti (Tunnel1) ~ 182.168.10.1
\
wen | I
Site1FTD_ISP1_Site-to-Site_VPN_Define_Endpoints
. ey
85.25 | SMEIIKERK, RHEDITRA.
=t HE L = =N . admin
- SirewEll Device Ma -y = . i selwsnlns - -
bl | Firewall Device Manager Monitoring Policies Objects Device: ftdv742 @ @ @ . Administator  ~ <oe0 SECURE
New Site-to-site VPN (1) Endpoints o Configuratior 3) sur
LN
@ ven TuNNEL
— T s—
FTON742 r—— PEER ENDPOINT
Privacy Configuration
IKE Policy
@ KE policies are global, you cannot configure différent policies per WPN. Any enabled IKE Pobcies ane available to il VPN
connections.
weversionz (D e vERsion1 (@ )
IKE Policy

oy

IPSec Proposal

None selected EDIT... [!]

Site1FTD_Edit_IKE_Policy

585.3% : WTIKERR , SR ERMENL , B BT [T eI E#MIKESR MR 61 — N K.

EARREGIFR | BRI EIKERKAES-SHA-SHA , HEI2 — MR T ER. 2HOKZRAMRITHR
%o

« B : AES256_DH14_SHA256_SHA256



- IN% :AES. AES256

* DH Group : 14

- STEMIRE : SHA256
« PRFE% : SHA256

« £ : 86400 (default)

Add IKE v2 Policy

[ Priority Name State
Y Filter
1 AES256_DH14_SHA256_SHAZ56 Q

@ AES-GCM-NULL-SHA

|D AES-SHA-SHA
@ DES-SHA-SHA

e,
~ Encryption

Lifetime (seconds)

Create New IKE Policy “ 86400

Site1FTD_Add_New_IKE_Policy



Y Filter

@ AES-GCM-NULL-SHA

@ DES-SHA-SHA

Q AES256_DH14_SHA256_SHA256

e @ Qe 9

Create New IKE Policy

Site1FTD_Enable_New_IKE_Policy

HIR5.4. S EIPSecE ., £ HEDITEH,
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I = g Monitoring Palicies Objects Device: frdw742 e @ . Admimistrator = emco SECURE

New Site-to-site VPN (T'} Endpoints ° 3} Summary

@ VPN TUNNEL

FTONT42 PEER ENDPOINT

INTERNET

Privacy Configuration

IKE Policy

D KE policies ane global, you cannat configure different policies per VPN, Any enabled IKE Policies are svailable to ol VPN
connections.

||;Emsmz‘) IKE VERSION 1 (B

IKE Policy

Globally applied EDNT...

IPSec Proposal

Mone selected | EDIT... I (1]

Site1FTD_Edit_IKE_Proposal

585.54 : X TIPSeciRi , BUEATMEN , A SUBT £ H 6 ZHAVIPSeciR L BIZ — MR
Wo EARTREIH , WERENGIEIH RO, BHOKERAHTRT

. Z# : AES256_SHA256
. 1N%% :AES. AES256
. STEME : SHA1, SHA256

Add IKE v2 IPSec Proposal

Name

Y Filter SET DEFAULT
AES256_SHA256

o 4 Lol
& AES-GCM in Default Set __ I ——

& AES-SHA AES256 v

% DES-SHA-1 2 Integrity Hash

SHA256 >

Site1FTD_Add_New_IKE_Proposal



Y Filter SET DEFAULT

& AES-GCM in Default Set

& AES-SHA

@ DES-SHA-1

& AES256_SHA256

--------------------------

Site1FTD_Enable_New_IKE_Proposal

SE56.0 MR MAHEEMRLERA. LENEXTZR,
BTHMAZERA , BEESte2 FIDEERET.



Firewall Device Manager

(T

Monitoring

o

ces O et OKRe@0O® : v
Policies Objects Device: frdv742 L 3 Administrator

FTONT42 INTERNET PEER ENDPOINT

Privacy Configuration

IKE Paolicy

) IKE policias are global, you cannot configure differant policies per VPR Any enabled IKE Policies are svailatie to all VPN
COANBELONS.

ixe version 2 (D) IKEVERSION1 (@ )
IKE Policy

Globally applied EDIT..

IPSec Propesal

Custom set selected EDIT...

Authentication Type
(®) Pre-shared Manual Key  (O) Certificate

Local Pre-shaned Key

emote Peer Pre-shared Key
senes

wo (SN

Site1FTD_Configure_Pre_Shared_Key

HEE.7TREVPNEE, MRFEBCREMARNR , ERHBACKERE, MR—YIEE , BEE
FINISHIZ 4,

Wil o -
seo SECUR



Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

eacx I

Site1FTD_ISP1_Review_VPN_Config_Summary

HIR6.EE LIRS LB ISP2 0 2 #THY 5 = E %5 RVPN,



Demo_S$25_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0B demonti_sp?2 (169.254.20.11 G Peer IP Address 192.168.20.1
Interface

(II;E Policy ass, aes-192 aes5-256-5ha%12,5ha384 ,sha,shal?56-sha512,5ha384 sha sha256-21,20,16,15,14, aes, a65-256- 1
sha,sha?56-5ha,sha256-14

IPSec Proposal aes,aes-256-sha-1,5ha-256

Authentication Pre-shared Manual Key

IKE ¥V1: DISABLED

2B800 seconds

\[’Pe
Lifetime
Duration
Lifetime Size

4608000 kilobytes

6 Information Is copled to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

Site1FTD_ISP2_Review_VPN_Config_Summary

SIR7 QIR GREHRUA R FREBIFTD, EAXRRHF , AFMEARATEREN, BIESX
BrE RIS SURRE

I s o #= = 3 . i
i Firewall Device Manager = == @ O @ : admin e
‘|"]'-l WAl Davicaintanaga Manitoring Policks Objects Divice: fdv742 ] : Al wco SECURE

@ Security Policies

& = (O sstpeenption — O identty — (O Secunity inteligence — (@ naT — B Intrusion

1 rule ¥ Fiter 0 @ +
NETWORKS PORTS zonEs APPLICATIONS  URLS
3 1 Demo_allow
Al
Dafnilt Actica Access Control @ Block @, [, w

Site1FTD_Allow_Access_Control_Rule_Example

ST (iR MR NFFIREE T IANATELG R Internet , IHEFTD LB BF Fin RENNATRER
H,



HFEREW , ZROIPFABEFIKEE THANATEURRI BN, HEEENATREAN,
S fnEPolicies > NAT, #£H+FH, EHEFHAEEHETOK,

. Title:NAT &

- (& : EEIFINATHN Z 81

. type : BN

- RREO NI

- B : any

o FRiBFEHHE - 192.168.70.0/24

o BREHRHE : 192.168.70.0/24

- RIEEHHE - 192.168.50.0/24

- BREHN BRI  192.168.50.0/24
- BRABBERN

Add NAT Rule

Source Intarface Destination Interfacs

inside Any.

Soures Address roe Souree Addioes

Inside_192.168.70 Aoy Insicle_192. 168,70

Destination Address 4] Destination Address

peer_192.168.50.0 Ay paer_192.168.50.0 ~

Site1FTD_Nat_Exempt_Rule



Title Create Rule for Status

NAT Exempt Manual NAT v D

Manual NAT rules allow the transiation of the source &s well 23 the destination address of a network packei. Destination and part
translation ame optional. You can place manual MAT rules eithar before or after Auto NAT rules and insert the nules at a apecific location

Placermant Type

Before Auto NAT Rules S Static bt

Packet Translation Advanced Options

Translate DMNS replies that match this rule

Fallthrough to Interface PAT (Destination Interface)

[ Perform route lookup for Destination interface I

Do not proxy ARF on Destination Interface

Show Diagram (@ CAMCEL “

Site1FTD_Nat_Exempt_Rule_2

Manitoring

Firewall Device Manager D{_\cfes Objects Covice: dv742 @ @ @ : mﬁ T s SECURE

& Security Policies

2 - SSL Decryption  —> identity —3 | Security Intelligence — [ AN - @) AccessContrl % Intrusion

3nules Y Fiter

DESTINATIOL.

INTEBFACES  SOURCE AD_ DESTINATIOL. SOURCE PORT DESTINATIOL SOURCE AD._..

» 1 NAT Exempt STATIC Insioe insida_192.1.. pber_192.16... ANy ANY nside_182.1... poar_192.16.. ANNY
Aey

Marwal MAT Rulos (After)

¥ 1 ISPINatRule DYNAMIC inshose Aty ipd ANY ANY ANY interface ANY ANY AMNY
outside

33 1SPIHatRule DYMAMC it gt ANY ANy Intextacn AN ANV
outside2

Site1FTD_Nat_Rule_Overview

SRR BEEE R

; m & = = T o 1| s
Firewall Device Manager = - min v il op ey ne
irowal DeviceManag Monitoring  Policies  Objects Device: dv742 @ Q @ i Administroter s SECURE

WRIFTD_ S8 _FX



¥h =2 FTD VPNEL &

SER10.ER W R2 FIDMHNSHEESRI1FISRI,

DemoS2S Connection Profile

ﬂ Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0P demovti25 (169.254.10.2) {; Peer IP Address 192.168.30.1
Interface

(_LKE Policy aes aes- 192, aes5-256-5ha5 12, sha3B4 sha, sha256-sha512 shaldB4 sha,sha256-21,20,16,15,14, aes aes-256- -\
sha,sha256-5ha,sha256-14

IPSec Proposal aes,aes-256-sha-1,5ha-256

Authentication Pre-shared Manual Key

e y,

IKE V1: DISABLED

Lifetime 28800 seconds

Duration

Lifetime Size AB08000 kilobytes

o Information is copied to the clipboard when you click Finish. You must allow the browsar to access your clipboard for the copy to be succeassful.

Site2FTD_ISP1_Review_VPN_Config_Summary



Demo_52S_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access QP demovti_sp2 (169.254.20.12) (:} Peer IP Address 192.168.40.1
Interface

IKE Policy aes,aes-192,ae5-256-5ha512,sha384 sha,sha256-sha512, sha3d4,sha, sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes, aes-256-sha-1,5ha- 256

Authentication Pre-shared Manual Key

Type

IKE V1: DISABLED

IPSEC SETTINGS

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ﬂ Infarmation is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful.

BAsK

Site2FTD_ISP2_Review_VPN_Config_Summary



Edit NAT Rule

Title Create Rule for

NAT Exempt Manual NAT

Placemant

Before Auto NAT Rulal

Packel Translation

Advanced Options

CRIGINAL PACKET TRANSLATED PACKET

[oource Imerace Destination Interface

inside

Any

Source Address

Source Pon Source Address

inside_192.168.50 ] Any inside_192.168.50 v

Destination Address Destingtion Port Destination Address Destination Port
peer_192.168.70. Ay bt peer_192.168.70.0 v Any e
Show Diagram @ CANGEL

Site2FTD_Nat_Exempt_Rule
PBREMELE
¥t =1 FTD PBRELE

%115 : 7Site1 FTDRIZEPBRIFAIFIREMFE AN NEN R, SMEIXS K (Objects)>M L&
(Networks) , RE% EH+%4H,

= e . Aanacar E.m o = = * - admin aliale,
Firewall Device Manage Monitering Policies Objects Device: felv742 @ @ @ H Administratar© ses SECURE
|
Object Types Network Objects and Groups

9 cbjects ¥ Filter ]

Preset fillers: System defined, Liser defined

Site1FTD_Create_Network_Object

% 11.1 % : BlESite1 Client2 IP#it IR, RELBFE, £ OK R4,

« &% :local_192.168.70.10
. type : EH#
« E#1:192.168.70.10



Add Network Object

MNama

local_192.168.70.10

Description

Type

Metwork Host FQDN Range
S O ©

Haost

192.168.70.10

Site1FTD_Site1FTD_PBR_LocalObject

$ B 11.2.812Site2 Client2 IPH#it TR, BELBEE LS, BFHOKIZRH,
« &% : remote_192.168.50.10

. type : EH#
« E4l:192.168.50.10

Add Network Object

Name

remole_192.168.50.10

Description

Type

(O Metwerk (O raon () Range

Host

182.168.50.10

Site1FTD_PBR_RemoteObject

FSE12.APBRAIET EiFRIZIEK, SMEDevice > Advanced Configuration, 2 dView
Configuration,



"

admin

= =i o = ] @ . @ @
wiall Davics b - = b e
4 Firewall Device Manager  yoioing  policies  Objects evice: fudv7az S Adminstator

" SECURE

Model Software VDR Intrusion Rule Update: Cloud Servicas High Avsdsiiity o
Cisco Firepower Threat Defenss for KVM 742172 3760 DTIN0T1-1536 & Connected | fangni Mot Comfigurad
w2

Clecn Flropower Threat Defenss for KV @

1T Inside Natwark a0 o0 o art M E M T
@& () ) o) o) )

Interfaces Routing Updates System Settings

Marsgement: Merged B static routes Geslocation, Ruk:, VDR, Systern Upgrde, Maragement Access

Enabled 4 of @ Secunty Ineligance Fesds

View All intorfaces » View Configuration 3 View Configuratinn >
DDNS Service
DNS Server

Smart License Backup and Restore Troubleshoot Hosm.a.m
Tima Senaces

agistenad Last Backup: 14 Aug 2024 f created pet S5L Semngs

Ticr: FTDWS) - 10 Gbps )

View Configuration > Wiew Configuration > Lot Al i R el

Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration

2 connections Inchides: FlexConfig, Smart GLI Auxdit Fuents, Deployment History,
Download Canfiguration

View Configuration » Configura » Viw Configuration > View Configuration ¥

Site1FTD_View_Advanced_Configuration
by .
H812.1. %M FSmart CLI > Objects, #d+i%4l,
TR - —— oT o = £ . admin aalieilie
Fiawall DeviceManager Monitaring Policies Objects 2 ftdv742 @ @ @ ® . Administertor % aseo SECURE

Dewlce Summary

Objects

Advanced
Configuration

Smart CLI

DESCRIPTION

Objects

FlaxConfig

rt CLI object.

CREATE SMART CLI OBJECT

Site1FTD_Add_SmartCLI_Object

812258  MANRNEN , REEECLIER.

« Z# : Demo_PBR_ACL
- CLIEM : ¥ Bipm%Ix



Add Smart CLI Object

Dascriplion

LI Template

Extended Access List

Template

Site1FTD_Create_PBR_ACL_1

F$B12.3. MBI Template HELE, £ HOKIRH# TR,

8217 , B ihaction, % Permit,

Add Smart CLI Object
Mame
Damo_PBR_ACL

CLI Tamplste

Extended Access List

Template

Site1FTD_Create_PBR_ACL_2

31T , B dsource-network, i%&#Elocal_192.168.70.10, 2 ddestination-network, %%
remote_192.168.50.10,

%417 , BifioptionsHikany,
%617 , #log-state , ARGk disableds

Dascription




Site1FTD_Create_PBR_ACL_3

HPR13.IPBREIZMHME . SMENRFZ>SREE> Smart CLI >X R, Rd+EH.

L i s == T ) ‘
LI Firewall Device Manager - E! : @ @ ® : sy v e SECURE
]| Minibo g Policies Objects Device: ftdv742 L] o Administalor
wice Summary
Advanced Exme tinat
Objects

Configuration

Smart CLI

Start by creating the first Smart CLI ohject.
CREATE SMART CLI OBJECT

Site1FTD_Add_SmartCLI_Object

$B13.15  MANRNEN , RFEFECLIER.

« B ¥ : Demo_PBR_RouteMap
- CLIEMR : 3% ARG

Add Smart CLI Object

Description

Site1FTD_Create_ PBR_RouteMap_1

FBR13.2.5ME Template F BB, % HOKIRHARE,

%217 , B dredistribution, % Permit, # disequence-number , FaIH A 10, $EHShow
disabled,



Add Smart CLI Object

Name Description

BRemao_PBER_RouteMap

CLI Template

Route Map

Templale

Site1FTD_Create_PBR_RouteMap_2

31T, BH+UUBHA1Z1T. $diclause, %E#FEmatch-clause.

Add Smart CLI| Object

Mama Description

Demo_PBR_RoutsMap

CLI Template

Route Mip

Template

match-clause

set-clause
bgp-natch-clause

bgp-set-clause

Site1FTD_Create_PBR_RouteMap_3
F417 , BEH-BERZT.

51T , BEH+UUB AZ1T. $hlisttype, E#Faccess-listo

Add Smart CLI Object

Marme Description

Demo_PBR_RouteMap

CLI Template

Rt Map

Temptate

access-1ist




Site1FTD_Create_PBR_RouteMap_4

61T , B idhaccess-liste EBRELSRI2ABIEZMWACLEF . EARHFIFH , ©RDemo_PBR_ACL,

Add Smart CLI Object

Mame Desariplian

Demo_PER_RouteMap

CLI Template

Route Map

Template

Site1FTD_Create_PBR_RouteMap_5

BEE3T, RHAU.. REFEEEH.

Name Description

Deme_PER_RouteMap

CLI Tempiate

Eoute Map -

Template & Hide disabled

Dupiicate

Site1FTD_Create_PBR_RouteMap_6

#1417 , B Eclause , RFIEEFEbgp-set-clause,



Mame Dascription

Demo_PER_Roul eMiap

CLI Template

Foute Map

Template

Site1FTD_Create_PBR_RouteMap_7

1712, 13, 15, 16, 17, 18, 19, 21, 22, 23, 247 , B HZRMEUAER,

%2017 , #FHoptionsHikFEspecific-ipo

Name Descripthon

Demo_PBR_RouteMap

CLI Template

Route Map -

Template & Hide disabled () Resi

ERR opt Lans «

specific-ip |

Site1FTD_Create_PBR_RouteMap_8

82117 , Bip-address. FEM AT —BkIP#bit, EAREIF | BRI Z4ASite2 FTD VTI
tunnel2(169.254.20.12)# Pt , 2 dHide disabled,



Name Description

Demo_PBR_RouteMap

Template

configure m

match ipv

CANCEL

Site1FTD_Create_PBR_RouteMap_9

KERHRFNEE.,

Name Descripticn

Demo_PER_RouteMap

Template @ Show disabled ' Reset

s “

Site1FTD_Create_PBR_RouteMap_10

S 14. IPBRAIEFlexConfighf R, SMENRZ>BREE> FlexConfight R , RiF L d+1R4H.



[ ol Be . i Ly =
= Monitering Policies Objects

® @ ;o v b secume

Device Sumemsrn

FlexConfig Objects

e T
® A SCRETION TN

Site1FTD_Create_PBR_FlexObj_1

FBR14N1MATNRNEN. EARTREIP , Demo_PBR_FlexObj, FEERMEEEMBBEIIRT , WA

wEIT.
- Bk :

interface GigabitEthernet0/2

policy-route route-map Demo_PBR_RouteMap_Site2
« Negatet##y :

interface GigabitEthernet0/2

no policy-route route-map Demo_PBR_RouteMap_Site2

Mame
Dema_PBR_FlexObj

Description

Variables

4 ADD VARLAGLE

Template

MNegate Templat

Site1FTD_Create_PBR_FlexObj_2

$IR15. APBRAIZEFlexConfigiR g, SMENRZ>EREE> FlexConfigK g, B+, EFE
FSBR14H B EHIFlexConfight RE . £ HOKIZRH,



ivid o = == () @\I ’5\ (:) . admin wlilis op g i
Monitoring Policies Objects evice: frdv742 . l\_/ . Administrator eseo S ELLUIKE

Device Summary
Configuration FlexConfig Policy

- S . 4
Smart CLY Group List Preview
Objects
Fese .
v
FlaxConfig Objects. Ceoatn nony FlaxConfin Obicct CANCEL I

FlexConfig Policy

Site1FTD_Create_PBR_FlexPolicy_1

SRISAEMEEAPRR SRS, MRBRIRE , FHEEESave,

e Fireswall Davice Manacar 5—1-: o == E— (ﬁ - . , o .
fui| Firewall Device Manage Monitoring Policles Objects Devica: fudvTdz @ = (?J O : o b <
Advanced p— S .

Configuration exContig Folicy

—— Group List Preview

+
Objects
B Demo_PER_FhexOly

FlexConfig

FlexConfig Objects

FlexConfig Policy

Site1FTD_Create_PBR_FlexPolicy_2

HRR16. FEREE X

= = ) EE s} E= == ~SIlalay 6y admin
Firewail Devica Manaoe > ? :
irewall Device Manager Moniiork . \_.) { )

WRAFTD 38 BT
¥k 52 FTD PBREL B

STI7T.EELSR11FDIR16. L8 EPBRH A Site2 FTD B EME RS



Add Smart CLI Object

Description

Demo_PBR_ACL_Site2

Template

Site2FTD_Create_PBR_ACL

Add Smart CLI Object

Name Description

[Demu_PBR_F!meMap_She? ]

GLI Template

Route Map

Template

Site2FTD_Create_ PBR_RouteMap



Create FlexConfig Object

Name

[ Demo_PBR_FlexObj_Site2 l

Drescription

Variables

+ ADD VARIABLE

Templata

PER_RouteMap_Sited]

Negale Template

Site2FTD_Create_PBR_FlexObj

[+ = atii] ¥ == == . a
LE'T]  Firewsal Device Manager =7 U_ 5 @ (= @' @ : kol . Wl cECURE
1 Monitoring Policies Objects Device: Mdv742 . & Admimistrator )

Device Summary

FlexConfig Policy

Advanced
Configuration

@ Successfully saved.

Smart CLI

Ohjscts . .
Group List Preview

+
FlexCaonfig

[ Demo_PER_FlaxObi_Site2
FlexConfig Objects

FlexConfig Policy

Site2FTD_Create_PBR_FlexPolicy
SLAKZE FHEE
Vh=1 FTD SLAK =SB &

SER18.0IZEHSite1 FTDRISLAM IR EAMFNEXN R, SMEIObjects > Networks , ARG #
+iR4,



gl o = == - . :
f75] Firewall Device Manager = e @ O @ . ki ailudli.
= ] i = Monitering Policies Objects Device: Mdu742 e . Administrater | S1%6@ SECURE

—
Object Types MNetwork Objects and Groups

T Networks 9 ohjects Y Finer H
= o efioed

- Preset filers: System defined, Liser
6 Ports

Site1FTD_Create_Network_Object

FSE181.BIZISP1RXIP#E I N R, REKEEFEE, EHOKZRH,

« B : OutsideToSP1_192.168.30.3
. type : EH#l
« E#1:192.168.30.3

Add Network Object

arme

OutsideToSP1_192.168.30.3

Description

Type

(O Network O fapn () Range

ot

192.168.30.3

Site1FTD_Create_SLAMonitor_NetObj_ISP1

SR18.2.BIZISP2MKIPH#EHE X R, IREMLBEFEE, EEHOKIZRH,
« Z# : Outside2ToSP2_192.168.40.4

. type : E#
« F4l:192.168.40.4

Add Network Object

ZLL

Quiside2ToSP2_192.168.40.4

Description

Type

() Metwork (O rapN () Range

Hast

192.168.40.4]




Site1FTD_Create_SLAMonitor_NetObj_ISP2

HIR19.BIESLAKIERR . SMBNR>XIRKE> SLAK R, BRH+RANCIEFHSLAKIRER,

poices | otece | oevew teraa ©O 00 T - s

CREATE SLA MONTOR

Site1FTD_Create_SLAMonitor

£19.1F : WRMSLAREBZXNREASF , NISPIMXREHLENES . BHOKRARE.

« &% : sla-outside

o YWE¥EESMAE - OutsideToSP1_192.168.30.3
- B#R#EE0 : outside(GigabitEthernet0/0)

« IP ICMP[E MIETT : ERIA



Add SLA Monitor Object

Monitor Addeess

OutsideToSP1_162.168.30.3
e———

Target ntértace

cutsicke [Gigabitfthernesn/a)

1P AP ECHO DPTIONS

0 Foliowirg propertios hovs foloming cormlation: Theoshold = Timeoue = Froguoncy

Threshold Theneout

S000

Typa of Sanica Mumbar of Packats 3 Size:

] 1 28

Site1FTD_Create_SLAMonitor_NetObj_ISP1_Details

HUR19.2 4K B T +IRA N ISP X I FTAISLAMK 1288, ERIMSLAKEZESENREO T |, K
ISP2RRIRHMSEMNELR, RHOKRERE,

« &% : sla-outside2

o WE¥EESMAE - Outside2ToSP2_192.168.40.4
- B¥r#EDO : outside2(GigabitEthernet0/1)

« IP ICMP[EMIEDT : ERIA

Add SLA Monitor Object

oritor Addrass
arpet Interface
outsice? (Gigubitthernetn) 1)

P IGMP EGHO DPTIONS

O Foiiowing propeeras raun inteing eompiizn: Treenaid < Tennr < Papunnty

Site1FTD_Create_SLAMonitor_NetObj_ISP2_Details

HPR20. P BREE K,



] Flrsvell | Derdos) Manager Mmﬁiing Po?c‘ie; Uji:h Dhary mmz @ @ Zud'\'“;-'a:mrar
Y RIFTD_#PE_EHK
YhR2 FTD SLAG 2B HE

SEBMN.EESHRI18.ENSE20.FHIL N2 FID LWHEMNS I AIESLAK 88,

Name

sla-outsidd

Description

rh.'!c:miu::r Address h

OutsideToSP1_192.168.10.3
v

Target Interface

outside (GigabitEthernet0/0)

1P ICMP ECHO OPTIONS

ol SECURE

@ Following properties hove following cormelation: T 5 Timeout = Fi cy
Threshold Timaout
Frequency

60000 millisaconds

e

Type of Service Number of Packets Data Size

0 1 28 by

CANGEL

Site2FTD_Create_SLAMonitor_NetObj_ISP1_Details



Name

sta-outside2|

Description

Monitor Address

Qutside2ToSP2_192.168.20.4

Target Interface

outside2 (GigabitEthemet0/1)

1P ICMP ECHO OPTIONS

ﬂ Following propenties have folfowing comelation: Threshold = Timeout < Frequency

Threshold Timeout
5000 " i S000

Frequency
B0000

Type of Service Number of Packets Data Size
0 1 28

CANCEL

Site2FTD_Create_SLAMonitor_NetObj_ISP2_Details
BAKABEE
VR FTDESKHBEERE

HPR22 IR EMSite! FIDHBSHEBAEANFMNEN R, SMEXNR>-ME , L5+,

Fol e i} o = [-=—] £ . admin alilie o
) ] Firewall Device Manage Monitoring Palicies Objects Device: ftev742 @ @ @ . Adminlstrator asco SECURE
Se—
Object Types Metwork Objects and Groups
9 ohjects ¥ Filter *
Preset fillers: System defioed, User defined

Site1FTD_Create_Obj

HPR22.1. XN FH4Site2 FTDRYoutside2 IPHb it BB R, REMLEFE ., RHOKKRA,

« Z% : remote_outside2_192.168.20.1
. type : EH#
o M%%:192.168.20.1



Add Network Object

MName
remaote_outside2_192.168.20.1

Description

Type
() Metwork (O Fapn () Range

Haost
192.168.20.1

Site1FTD_Create_NetObj_StaticRoute_1

FPR22.2. WX EKSite2 FTDHIVTI Tunnel IP#siE BB R, RMUMXEFLS ., £ HOKEH,

« & : peer_vti_169.254.10.2
. type : E£#1
o W4 : 169.254.10.2

Add Network Object

Type
Network | (@) Host]

Host
169.254.10.2

Site1FTD_Create_NetObj_StaticRoute_2

FIR22.3. AX FEKSite2 FTDHIVTI Tunnel2 IP#sit BB R, REMXEFE ., £ HOKEH,

o A : peer_vti_169.254.20.12
. type : EH#
. L : 169.254.20.12



Add Network Object

peer_vii_169.254.20.12 ]

Description

Type
Metwork f‘:, Host

Host
169.254.20.12

Site1FTD_Create_NetObj_StaticRoute_3

HPR22.4. I E4ESite2 FIDHIR M EREN R, RHLEFE, RHOKEH,

« & : peer_192.168.50.0
. type : WL
« ML : 192.168.50.0/24

Add Network Object

Site1FTD_Create_NetObj_StaticRoute_4

LE23.SMENREZ>HH, BFView Configuration, B HESEEETF, BEHE+RARNMEFTHE
DEH,



] Firewall Device Manager I p;iies

: . admin I 77—
@ @ @ » Administrator csco SECURE

o1 ] : & Internet

() (] ) o) o)
Interfaces Routing Updates
Management: Merged 1 static route Geolocation, Rule, VDB, System Upgrade,
Enal 4 of 9 Security Inteligence Feeds
View All Interfaces > View Configuration > View Configuration >
Smart License Backup and Restore Troubleshoot

ime Senices

Registered . SSL Settings
Tier; FTDwED - 10 Gbps
View Configuration » View Configuration > REQUEST FILE TO BE CREATED Sea more

Site1FTD_View_Route_Configuration

(== 6D o 3= .
¥ Firewall Device Manager = v ="} @ . . @ . admin T |7 T p—
=l rewall Device Manager Monitoring Policies Objects Device: ftdw?42 e @ . Administrator eises SECURE

Device Summary
Routing

Add Multiple Virtual Routers w . Commands £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones

M—
6 routes Y Filter +
B A BTLRFAGE TP TWORKS GATIVERY 1P 4 Mg TR CTions

Site1FTD_Add_Static_Route

SE231.EFAEESLAKEZEMISPIM K ZERIAE AR, MRISPIRXHEIFR  RELET
ISP20# B & FHERIAR . —BISPIRE , REFMENFERHISP1, BREAMVENEER, £
OKZHRTE,

« &% : ToOSP1GW

- #O:outside(GigabitEthernet0/0)

o T : IPv4

- M4 : any-ipv4

« P> : OutsideToSP1_192.168.30.3
- EE:1

« SLAY#E : sla-outside



Add Static Route

Name

ToSP1GW

Description

nterface

outside (GigabitEthernet0/0) v

Protocol

@ 1Pva () IPv6

ateway Metric

OutsideToSP1_192.168.30.3 ™ 1

SLA Monitor Applicable only for IPvl Protocol type

sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_1



HPR23.2. B MKRISP2MKREIZZERARINEH, BHRLAKRT1, EXRPHF | ERN2, FRHMKE
F8. 2HOKERHERRE.

« &% : DefaultToSP2GW

« ¥ N:outside2(GigabitEthernet0/1)

o T : IPv4

o M4 : any-ipv4

« M3 : Outside2ToSP2_192.168.40.4
- EE2



Add Static Route

Name

DefaultToSP2GW
Description

Y

Interface

outside2 (GigabitEthernet0/1) v
Gateway Metric

Outside2ToSP2_192.168.40.4 ! 2
SLA Monitor Applicable only for IPvd Protocol type

Please select an SLA Monitor '

CANCEL

Site1FTD_Create_StaticRoute 2



5$23.34% : BidISP2M x 8| B B3 Z /K Site2 FTDRYoutside?2 IPHbit FIER AR H ( EASLAKE
) , AT 5Site2 FTD®outside2 2 VPN, EEXENER., BHOKKRMARE.

« Z# : SpecificToSP2GW

« ¥ N:outside2(GigabitEthernet0/1)

o 1 : IPv4

« M4 : remote_outside2_192.168.20.1
+ P>k : Outside2ToSP2_192.168.40.4
- EE1

« SLAY#E : sla-outside2



Add Static Route

Name
SpecificToSP2GW
Description
Y
Interface
outside2 (GigabitEthernet0/1) ot
Protocol
@ IPva () IPv6
+
5 remote_outside2_192.168.20.1
Gateway Metric
Outside2ToSP2_192.168.40.4 W 1
SLA Monitor Applicable only for Ifv4 Protocol type
sla-outside2 v

CANCEL

Site1FTD_Create_StaticRoute_3



%2345 ;. SIZBEXFE4Site2 FTDRAFT MK B IR RENESEH ( BYSite2 FTDHXNE
VTIRRE1ERRXK ) , HEASLAKERMZELREEINEFiRHRE. MRISP1M<IBE F 1

, VPN EF {0 # IJ|SF>2E’JVT|[<5_;L_2o —BISP1RE , RENREZISP1HVTIREE 1, HiRMts
E1=.,_o B FOKIZRMREF

« B# : ToVTISP1

- #0O:demovti(Tunnell)

o 1Y : IPv4

« ML : peer_192.168.50.0

« PIX : peer_vti_169.254.10.2
- EE1

o SLAMSHE : sla-outside



Add Static Route

Name

ToVTISP|

Description

7
Interface
demovti (Tunnel1) v
T peer_192.168.50.0
ateway Metric
peer_vti_169.254.10.2 v 1
SLA Monitor Applicable only for JPvd Protocol type
sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_4



HI23.5. 022 AHFSEE , BISite2 FTDAIN FVTIRZE2/E N WX/ B B R IE BN Fk
Site2 FTDHYR &M 4 , BT EEBE2NZEFinRE, FEERENATINE, EAXRRHF
, EBN22, RHRLFNEE. LHOKRARE.

« &A% : ToVTISP2_Backup

- $0O:demovti_sp2(Tunnel2)

o WX : IPV4

« M4 : peer_192.168.50.0

« M3< : peer_vti_169.254.20.12
- EE:22



Add Static Route

Name

ToVTISP2_Backup|

Description
Vi
Interface
demovti_sp2 (Tunnel2) v
Protocol
@ 1Pva () IPv6
Networks
+
T peer_192.168.50.0
Gateway Metric
peer_vti_169.254.20.12 v 22
SLA Monitor Applicable only for IPv4 Protocol type
Please select an SLA Monitor v

Site1FTD_Create_StaticRoute_5



$P23.6. IPBRAECIEZE#SIH. BT Site2 FTDIITFEVTIBRE21EH M x & X Site2 Client2fy B
g , EASLALE, BRELERFRE. EHOKREART

. &% : ToVTISP2

« ¥ 0:demovti_sp2(Tunnel2)

o 1 : IPv4

« ML : remote_192.168.50.10
« M3 : peer_vti_169.254.20.12
- EEN

« SLAYSTE : sla-outside2



Add Static Route

ame

ToVTISPZ

Description

Interface

demovti_sp2 (Tunnel2)

D) remote_192.168.50.10

Gateway

peer_vti_169.254.20.12

SLA Monitor Applicable only for§Pv4 Protocol type

sla-outside2

Site1FTD_Create_StaticRoute_6

CANCEL

Metric



HR24 HEREE N

Firewall Device Manager .V.;;-Elina Pufciu: 0:5::» Dav m.-?»-z @ @ @ :nnl\:-:-'a'ralcr Wide SECUR
W R1FTD_EE FEX
WMR2 FTIDBSHEHAERE

S5 EELR22FI24 N QIR ESKHE , HHhEESite2 FTDWHENS .

e s liiia o == =0 . admi
e ewall Device Manage = @ . . @ * admin oo ol e
riadl =1 Mager Monitoring Policies Objects Device: fidv742 e @ . Administrator cso FELURKE
Dévice Surnmisry
Routing
Add Multiple Virtual Routers w >~ Commands v £ BGP Global Settings
Static Routing BGP O5PF EIGRP ECMP Traffic Zones
6 routes Y E
INTERFACE p GATEWAY B
1 ToSP1GW outside Pvid 0.0.0.040 192.168.10.3 sla-outside 1
2 DefaultToSP2GW outside2 IPyd 0.0.0.0/0 192.168.20.4 2
1 SpecificToSPZGW outside? IPed 192.168.40.1 192.168.20.4 sla-outside? 1
4 ToVTISP2 demovtl_sp2 IPud 192.168.70.10 168.254.20.11 sla-outside2 1
5 ToVTISPZ_backup demovii_sp2 Pwd 192.168.70.0/24 168.254.20.11 22
& TaWTISP1 demovii2s IPwid 192.168.70.0/24 169.254.10.1 sla-outside 1

Site2FTD_Create_StaticRoute

I F

FRAAT D, TEIAREREREREZT. BIEH&HSSHSMESite1 FTDHISite2 FTDEYCLI,
ISP1FISP2TEIEE

VPN

//Sitel FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:156, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1072332533 192.168.30.1/500 192.168.10.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/44895 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xec031247/0xc2f3f549



IKEv2 SAs:
Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77860 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:44, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
499259237 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/44985 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xc2f3f549/0xec031247

IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77950 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

B R

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

PSK

PSK

PSK



SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 192.168.30.3 to network 0.0.0.0

I_ﬁU')U')I_ﬁI_ﬁU')I_ﬁI_ﬁU?

0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

169.254.10.0 255.255.255.0 is directly connected, demovti
169.254.10.1 255.255.255.255 is directly connected, demovti
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside?2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:

ftdv742# show route

Codes:

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25

C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2

L 169.254.20.12 255.255.255.255 is directly connected, demovti_sp2
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2

S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2

C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25

S 192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2
SLAY 7

// Sitel FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II
Entry number: 188426425



Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.40.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 855903900

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.30.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.173 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

Entry number: 855903900
Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056



Number of operations attempted: 1748
Number of operations skipped: 0

Current seconds left in Life: Forever
Operational state of entry: Active

Last time this entry was reset: Never
Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.178 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30
NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

// Site2 FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II

Entry number: 550063734

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.20.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 609724264

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.10.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:



ftdv742# show sla monitor operational-state

Entry number: 550063734

Modification time: 09:05:52.864 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.916 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Entry number: 609724264

Modification time: 09:05:52.856 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.921 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Ping i
#=1. Site1 Client1 ping Site2 Client1,

fEping2 Bl , B Eshow crypto ipsec safy it #kEs | inc interface:|encap|decap on Site1 FTD.
FEARRGIHR |, Tunnel ER1497MNBIEST A THE | 14981 i T A T,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1497, #pkts encrypt: 1497, #pkts digest: 1497

#pkts decaps: 1498, #pkts decrypt: 1498, #pkts verify: 1498

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15



#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 /5 Zhping Site2 Client1,

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/97/227 ms

®&Eshow crypto ipsec saf¥it#85 | inc interface:|encap|decap on Site1 FTD after ping
successfully,

EARRGF | BE1ETRATHENI502MNEESNATHREN1503NMNEES , M ITEREEE W5
BIRE , EES5 M pingB MER, XFBASite1 Client1Z]Site2 Client1#pingi® &I ISP1 Tunnel
1B HM. Tunnel 2E RERJMEHITHEZETEM , NTTEHIANZERTIHRE.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1502, #pkts encrypt: 1502, #pkts digest: 1502

#pkts decaps: 1503, #pkts decrypt: 1503, #pkts verify: 1503

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#=2. Site1 Client2 ping Site2 Client2,
Eping2 Bl , B Eshow crypto ipsec safy it #kEs | inc interface:|encap|decap on Site1 FTD.
EARTRGIH , TunneRERINKFEDATHE , 200N BIFSH T #EEH.,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0



Site1 Client2 5 Zhping Site2 Client2,

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/39/87 ms

®&Eshow crypto ipsec safyit#85 | inc interface:|encap|decap on Site1 FTD after ping
successfully,

FEARRGIF | BE2E R THEN26MNES A THRBN25NKES , BN ITHEE M5 BIE
2, EES5MpingERIiER, XFZTRBEEISP2F2E2FSite1 Client2 ping Site2 Client2, BFiE1.E R
RYBEITHEEEE M, NBEINEERATHRE.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface: |encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26

#pkts decaps: 25, #pkts decrypt: 25, #pkts verify: 25

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

HISP2IEE TErY , ISP1RIEER|H M
EARBIR , FoHXAISP1AEEOEN , IISP1K LM,

Internet_SPl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP1(config)#

Internet_SP1(config)#interface EO/1
Internet_SP1(config-if)#shutdown
Internet_SP1(config-if)#exit

Internet_SP1l(config)#

VPN

Tunnel XEHE, RETunnel2EIKEV2 SAY FEZNIRS,



// Sitel FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.1, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.30.1
Destination IP address: 192.168.10.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/80266 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti25", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.2, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.10.1
Destination IP address: 192.168.30.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
ftdv742#

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/80382 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

B R

PSK

PSK



EREBRP , FHBHENER.

// Sitel FTD:

ftdv742# show route

Codes:

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 192.168.40.4 to network 0.0.0.0

I_ﬁ(ﬁ(ﬁl_ﬁl_ﬁ(ﬁl_ﬁ(/?

0.0.0.0 0.0.0.0 [2/0] via 192.168.40.4, outside2

169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [22/0] via 169.254.20.12, demovti_sp2
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:

ftdv742# show route

Codes:

L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 192.168.10.3 to network 0.0.0.0

Lnlnl_ﬁlnl_ﬁl_ﬁl_ﬁll?

0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.12 255.255.255.255 is directly connected, demovti_sp2

192.168.10.0 255.255.255.0 is directly connected, outside
192.168.10.1 255.255.255.255 is directly connected, outside
192.168.20.0 255.255.255.0 is directly connected, outside2
192.168.20.1 255.255.255.255 is directly connected, outside?2
192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2
192.168.50.0 255.255.255.0 is directly connected, inside
192.168.50.1 255.255.255.255 is directly connected, inside
192.168.70.0 255.255.255.0 [22/0] via 169.254.20.11, demovti_sp2

192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2



SLAK 2

#£Site1 FTD L , SLAY 1288 E RISP1#Y S B 45 59855903900 timeout ( B #rithik 7y
192.168.30.3 ) o

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.131 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 100

Latest operation start time: 14:22:05.132 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 100 RTTMin: 100 RTTMax: 100

NumOfRTT: 1 RTTSum: 100 RTTSum2: 10000

Entry number: 855903900

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 14:22:05.134 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: 0 RTTMax: 0

NumOfRTT: O RTTSum: O RTTSum2: 0

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability is Down
7 changes, Tlast change 00:11:03
Latest operation return code: Timeout

Tracked by:
STATIC-IP-ROUTING O
Track 2

Response Time Reporter 188426425 reachability
Reachability 1is Up

4 changes, last change 13:15:11

Latest operation return code: OK

Latest RTT (millisecs) 140



Tracked by:
STATIC-IP-ROUTING O

Ping iz,

fEping2 Bl , B Eshow crypto ipsec safV it #kEs | inc interface:|encap|decap on Site1 FTD.

HEARBIH | Tunnel2E R36MBIETA THE |, 35N RIRESH THE.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 35, #pkts decrypt: 35, #pkts verify: 35

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:

Site1 Client1 /5 Zhping Site2 Client1,

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 22/133/253 ms

Site1 Client2 B Zhping Site2 Client2,

Sitel Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 34/56/87 ms

0

¥ &Eshow crypto ipsec safy 1T ¥ &5 | inc interface:|encap|decap on Site1 FTD afsuccessfully pingo

EARGIS , BBE2E TR THREN46 N BIBESNMATHRINASNIEES , HMTHREREM0MN

#Ea , EE10Mping B ER, XRRpingBiETBEILISP2PEE2EEH.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2



#pkts encaps: 46, #pkts encrypt: 46, #pkts digest: 46
#pkts decaps: 45, #pkts decrypt: 45, #pkts verify: 45
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

YISPITEEER , ISP2LBE i
FEARBIR | Foh%MISP2MEOE/N |, LUEHISP2K 4 i,

Internet_SP2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP2(config)#

Internet_SP2(config)#int e0/1
Internet_SP2(config-if)#shutdown

Internet_SP2(config-if)#AZ

Internet_SP2#

VPN

TunneREZEHE, RETunnel1 5IKEV2 SAYFEZNIRS,

// Sitel FTD:

ftdv742# show interface tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.11, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.40.1
Destination IP address: 192.168.20.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:159, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1375077093 192.168.30.1/500 192.168.10.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/349 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x40f407b4/0x26598bcc

// Site2 FTD:

PSK



ftdv742# show int tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.12, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.20.1
Destination IP address: 192.168.40.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:165, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1025640731 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/379 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x26598bcc/0x40f407b4

B FR

EEHART , 5ISP2HEXKEETER TPBRAE.

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.30.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti

L 169.254.10.1 255.255.255.255 is directly connected, demovti

C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside
C 192.168.40.0 255.255.255.0 is directly connected, outside2

L 192.168.40.1 255.255.255.255 is directly connected, outside2
S 192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti

C 192.168.70.0 255.255.255.0 is directly connected, inside

L 192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:

PSK



ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2
S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside?2
C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25
SLAY

#ESite1 FTDE , SLAK #2278 RISP28I 5 B 475 1 188426425 timeout ( B ¥Rt 3t H
192.168.40.4 ) .

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 14:52:05.174 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: 0 RTTMax: 0

NumOfRTT: O RTTSum: 0 RTTSum2: 0

Entry number: 855903900

Modification time: 08:37:05.135 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0



Current seconds left in Life: Forever
Operational state of entry: Active

Last time this entry was reset: Never
Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 10

Latest operation start time: 14:52:05.177 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 10 RTTMin: 10 RTTMax: 10
NumOfRTT: 1 RTTSum: 10 RTTSum2: 100

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability 1is Up
8 changes, Tlast change 00:14:37
Latest operation return code: OK
Latest RTT (millisecs) 60
Tracked by:
STATIC-IP-ROUTING O
Track 2
Response Time Reporter 188426425 reachability
Reachability is Down
5 changes, Tast change 00:09:30
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O

Ping iz,

fEping2 Bl , B Eshow crypto ipsec safV it #kEs | inc interface:|encap|decap on Site1 FTD.
EARGS  BE1ERATHENTAINEES , URATHRIENTINEES,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 74, #pkts encrypt: 74, #pkts digest: 74
#pkts decaps: 73, #pkts decrypt: 73, #pkts verify: 73
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 5 Zhping Site2 Client1,

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 30/158/255 ms



Site1 Client2 5 Zhping Site2 Client2,

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/58/143 ms

®&Eshow crypto ipsec safyit#85 | inc interface:|encap|decap on Site1 FTD after ping
successfully,

EARGG | BE1ETATHENMMNBESNATHRIENSINKIES , m/NITEESEE MmN
BES , CE10MpingBEINIER, XTRApingiIEDBEIISP1BEE13EH.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 84, #pkts encrypt: 84, #pkts digest: 84
#pkts decaps: 83, #pkts decrypt: 83, #pkts verify: 83
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

HUEHEER

R RE T THTHEERITHREHRROES.

8] LA X £ debug s T X VPN ER 2 B 1T # BE HERR

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug vti 255

& 7] LA Al 1% L debugn 5 X PBRED 0 # 1T #H FE HEBR
debug policy-route

& 0] LA X L debugdn 5 X1 SLA MonitorEB 2 3t 1T i BE HEBR o



ftdv742# debug sla monitor ?
error Output IP SLA Monitor Error Messages
trace Output IP SLA Monitor Trace Messages



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



