MFTD HA ( 2% % ) T8 2|5 —1FMC
B =%

&
BEE
RREMH
ERKNEE
it
EE
IAEHXESHEERE
B2 MEBEHFTD

S3.HWFFTD HA

ZRABREFTD1 ES % O
S5 S HFTDH Z KR
6. JREMC JEEHFTDA1 *

SBRTHFTIDEMEEN RS AFMC2 ( B#5FMC )
HIRBAGFTDY (IEEXE ) FMEIFMC2

ZBOFFTDREMBEN KRG AFMC2 ( B4RFMC ).
ZB10.TARFTDEE
1348 —AFTDIEBRIFMC2 ( BHFFMC

14. ZBETD HA

%

A
Eibly
RN EBFHFTD HAMWIIBFMCIEB R EMFMCRI E 18,

BREFFMCHIM K IEER , FER

https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-
migrate-an-ftd-from-one-fmc-to-another-f.html

#"E

ACP =1j5 [F] 2 | K B
ARP = it it R4 B
CLI =@ S {TRE

FMC =22 KiIZEEH O


https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html

FTD =% £y K& E B Br )
GARP =% #ARP

HA =& Al i

MW =447 B BR

Ul =RAF5HE

FCIRSFRAF
FRIBSRZE  FRREEUATLERM

« FHRFMCH B FRFMCHIUIFICLIA ),

o FMCHIPs X B E B &I,

o BEEFIA G EEANE X,

« FEEIRELBENTHRR (WREEBERARPER ) .

- R B 5/ B FRFMCER/[BFMCHI AR A E .

- BERBE/BRFMCEIR/IBFMCEE B/ T [T,

- BREZE—AMWERRITIER K BACHEWPERE,

fE RV A L
RXAFEBET U T R B RRA -

« Cisco Secure Firewall 31xx , FTDhRZA7.4.2.2,

« ZEPHNIBEBFORET.4.2.2,

s ANHPNEEHRETRERREREPINRZREN ., AP FEANMERERTEXR
AR (BN ) BB, MREHRMEZLTENRS , FRRETHRAEGSHNEESN,

mF



FMC FMC2

(S 0o {lasgal)
—1 —1
—1 —
imgmd B+ mged 119
1062 184.121 1062148 247

migrnd 1P mgmt IF
1062 184 54 1062 184 85

'@; FTD HA pair '@-
e e

FTD {Pramsasy) FTDZ (Secomdan)
[
ISR
NTFHE , BIOZERATRES :
FTD1:ZE£/x=H

FTD2:5Bh/%& A




FMC FMC2
(source) {target)

)
IEH

mgmt IP mgmt IP
10.62.184.121 10.62 148 247
mgmit IF mgmit IP
10.62 184 84 10.62 184 .85

-@ FTD HA pair -@
T T T T

| FTD (Primary/Active) FTD2 (Secondary/Standby)

FTRINERAFSHRREE
EFMC1 (JRFMC ) £, SMENRB>REZEE., EEFTD HAXS , AFEREdt:

Fireveall Maﬁ_"_:g&men_.' Center Crervisi Anshais  Poliess Deviess Dbjeets Itegation by O, {3 @ sawma bk
View By: | Group
A(4)  @Eor(D) O waming (2} Offine {0} Mormal (2) Doployment Ponding (2] ® Upgrade (2} # Seort 3 (8] QY Search Dewicn m
—
Collansa A
- Model o Le
£
" .
||||||||||| :
4 FTOPrimary, Active] Secr 9 Thenat Db 2w #% {2 mon
A HUlls.tto«d-\w. Sy} Snort 3 Firewad 3170 Throat Detense 7423 WA Essentials, 5 (2 more...)

EMEIDeviceit M+, HRIEFPrimary/Active FTD ( &RHIhAFTD1 ) , AFEFExportiA S Hi&
ZFEE :



Overview
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. Analysis

Secure Firewall Dewic

FTD3100_HA

Cisco Secure Firewall 3120 Threat Defense

Device Interfaces Inline Sets

Surmmary High Avallability

General

MName:

Troubleshoat: Logs || cu
Mode:

Compliance Mode:

TLS Crypto Acceleration:

Device Configuration: Imgpart

OnBoarding Method:

Paolicies:

Routing

LER
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Routed

None

Enabled

Registration Key

Devices

DHCP

System
Model:
Serial:

Time:

Time Zone:

Version:

Time Zone setting for Time based

Rules:

Inventory:
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Deploy Q, @ |
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Confirm Break

Breaking the High Availability pair “FTD3100_HA" will erase all
configuration axtepl the Access Control and Flax Conhig policy from

? . standby poer. This operaBon might alsd resiart Snort procesass of primany
and secondary devices, temporarily causing traffe intermaption. Are you
SUne you wani to break the par?

Breaking High Avadability pasr when Secondary device is aclive may cause
ﬂ. axtended nehwork dirupbion (of NAT traMe. Flesss ansune 10 perform clepr

arp on upstieam and doamsiream deaces 1o festore connaectnaty.

Force bagak, if standby psoet dosis Nl neapsiasd

N sEE e mTSnotBRERTAM BN ERED | BTG LD TR T
o WA WDHEFTR , MREANATHER KA EIRES YT , FERBRLFEMN T RE LB
ARP&1F,

HUTFTD HA/G , FMCEBERWMUILFTD,

MNEEAERE , RBEVIRMEXEES , FTD2(ex-Active)PRAEBEE , H B EHELERE

<tfroot>

FTD3100-4#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set



<tfroot>

FTD3100-4#

show interface ip brief

Interface

Internal-Data0O/1
Port-channell
Port-channell.200
Port-channell.201

IP-Address
unassigned
unassigned
10.0.200.70
10.0.201.70

FTD1 (3FZ A ) MIBRTAAAEE :

<#root>

FTD3100-3#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum
MAC Address Move Notification Interval not set

<tfroot>

FTD3100-3#

show interface ip brief

Interface

Internal-Data0O/1

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

Method
unset
unset
manual
manual

Method
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

Status
up
up
up
up

Status
up
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

Protocol
up
up
up
up

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
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Configuration Health Manitoring
Users Monitor Audit
Domains Policy Syslog
Product Upgrades Events Statistics

T Coment Updates Exclude

‘M Monitor Alerts Tools

i Licenses Backup/Restore
Smart Licenses Scheduling
Classic Licenses l Import/Export l

Data Purge

Zone
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: i_‘ri Firewall Management Center

3 ) I EXpoft

Orverview Analysis

» Access Control Policy
FTDI100_ACP
¥ Contextual Cross-launch
* Custom Table View
¥ Custom Workflow
* Dashboard
* Health Policy

v NAT Threat Defense

matl
* Platform Settings Firepower
firepower_test_palicy

= Platform Settings Thoeat Defense
E FTD100_P5

» Report Template

Export |

Podicies

Devices Objects Integration
Access Control Policy
MAT Thieat Dafenss
Piatferm Settings Firepowsr
Patform Settings Throat Dalerse

N e EREAYE  FHRBSHVPNHEXHWEE.

FMC ) L ¥ 3 EFHEBVPN.

F85% #8358 Ih8ECisco Bug ID CSCwf05294

BEEME  LEBEFMC2 ( BT

ZBEE A sfoXX# , HlaNObjectExport_20250306082738.sfo
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Ovarview Analysis Policios Devices Objects Integration Depioy @ @ 1 @ odminv Wl cccupe

Migrate | Deployment History

View By: | Group =
ANf{4)  ®Emor(0) & Wamning (0} Offine (0)  ® Wormal (4)  © Deployment Pending (1) ® Upgrade (2)  ® Snort 3 (4) 0, Search Device
—
Collapze All Downicad Dovice List Bepost
Namw Model Version Chassis Licenses Access Control Policy Auto RollBack
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9 P70 [Snos Firawall 3120 Threat Dafense 74.2.2 Essantals, IPS (2 more..)  FTD3N00. :
10.62.184.84 - Rousod L=z Remore..) ACE L] L&
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4 FTO SICEC [ 3120 Threat Dates 7422 £ 1P (2 mare... ) : Packet Copture
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Heaalth Monitor
Troutileshoot Files

> Ungroapad (1)

TN B MR

Confirm Delete

Are you sure you 'want 1o delete the
device, "FTD1"?

FTD1 CLIXE :

<ftroot>
>

show manager s

No managers configured.

>
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Configuration
Users

Domains

Product Upgrades

Content Updates

Licenses

Smart Licenses

Classic Licenses

Health
Monitor
Policy
Events

Exclude

Monitor Alerts

admin v its’ SECURE

Monitering
ALchl

Syslog
Statistics

Tools

Backup/Restore
Scheduling

I

Data Purge

1%£$#Upload Package:

Deploy Q @ 4+ @ admin v

el cECURE

Upload Package
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"L, Firewall Management Center
== | System | Tools / Upload Package
Package Name

[ Upload ]
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[ i E | FIrEWEﬂ_[ Management Center Crverview Analysis Policies Devices Objects Integration
1= | System / Tools / Package Import

~ Access Control Policy

FTD3100_ACP Access Control Policy

~ NAT Threat Defense

natl MAT Threat Dafense

» Platform Settings Threat Defense

FTD3100_PS Patform Seitings Threat Defense

. Import ||| Cancel |

EFMC2 ( BFRFMC ) LolBENNR/RL X, |

rh Firewall Management Center P B S : "
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Import Manifest

Matwork and Port objects will bo reused if nams and content maiches with auisting cbjects, in all othar cases objects with duplicate names ar iImported as naw objects with & numbar appended 1o
Ehiy NAMD.

FTDI0_ACP [Access Contiol Polcy]
neat] (NAT Thraat Dalenso)
FTD3100_PS (Platform Somings Theoat Doloenso)

~ Interface Objects

INSIDE_ZONE_3100 (Routed) Security Zones Select.. -

QUTSIDE_ZOME_3100 (Rowtod) b Seciity Zonos Sehect.. -
Import Cancel

BRI LLAFMCY (RFMC ) IREEMEREEFE

Mew Security Zone
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l CUTEIDE_ZONE_3100
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®EFImport/g , {ES T IHFHEXKEES AFMC2 ( BFRFMC )

“ Interface Objects
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FEERK :

& Import

Import FTD3100_ACP (Access Control Policy), FTD3100_PS (Platform Settings Threat Defense), 4s X
nat1 (NAT Threat Defense)
View Report

HER8FFTDT ( FEEE ) EMEIFMC2
#%EIFTD1 ( 3FX ) CLIHELEFHEES .

<#froot>
>

configure nmanager add 10.62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

SMZEFMC2 ( B¥rFMC ) Ul Devices > Device Management#lAdd the FTD device:

Firewall Management Center
i g R Owverview  Analysis Policies Devices Objects  Integration Deploy Q ° {:} 9 admin ~ 'éﬂ'_;é'é' SECURE
—
Migrate Deployment History
View By: Group v
All (0) ® Error (0) ® Warning (0) Offline (0) ® Normal (0) Deployment Pending (0) ® Upgrade (0) Q, Search Device Add v
—
Collapse All
High Availability
Cluster
s . Access Control
Mamea Model Var... Chassis Licanses Policy Auto Rolll Chassis
Group
Ungrouped (0)

MRRRIEMAEM |, BFSFHARRY LR IR A 72
. https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-
and-troubleshoot-firep.html
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Add Device

Select the Provisioning Method:
® Registration Key . Serial Number

| COO Managed Device
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Display Name:

FTD1 I

Registration Key:®

Group:

| None .

Access Control Palicy:*
| FTD3100_AcP v
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Smart Licensing

Mote: Al virtual Firewall Theeat Defense devices require a perfonmance ter license.

Make sufe your Smart Licensing account containg the available Boensss you nesd,

I's impoman to choose the ter thal matches the license you have in your sccount.

Click here for information about the Firgwall Threat Defense parformance-tiened ensing.
Until you choose a ter, your Firewall Threat Defense virual defaults to the FTDwS0 selection,

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Sedect a recommended Tier v

Carrier _
Mahware Defense |

P
URL

Advanced
Unbguee AT 10:+

Transier Packats
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Firewall Management Center

"—l envices | Secure Firewall Devece Summary

FTD1

Cisco Secure Firewall 3120 Threat Defense

Device Interfaces Inling Sets Routing

General

Name:

Transfer Packets:
Troubleshool:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration;

Device Configuration:

OnBoarding Method:

Chrenview Andlysis Policies

DHCP VTEP

Routed
Mane
Default

Enatded

e Eapssut DHGeperrilugss]

Fegistration Key

Licens
Esaentis
Export-
Elahsvard
IP5:
Carmier:
UIRL:
Secure
Secure

Secure

N EE  MREETSPRET BT (BIEFEE )  FREASFCIRHNRENIEITR

HYREE (ACPZRE£XHE, NATZ2 X, R,

FEREF)

Device Configuration Import

This will replace current device configuration with new
configuration from mported fle. Do you want 1o continue ?

Yes

FMCESERE3h.



Dewnce Conlguration Impson

Device configurations imported successfully 7a X
View Import Report

REBEENAEFTDIL , flAIZ£ X, ACP. NATH .
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<f#froot>

FTD3100-3#

show asp rul e-engi ne

Rule compilation Status:

Conpl et ed

HBR10.5TRFTDE &

Leht , BARREBEEMBIFMC2 ( BAFFMC ) H5 AR & ERKEFTD1H A AER A B AT A AL,
BIRNAT, FARE. QoSEEM, HEAFTD, LLEICHEMEN , BHBLTFELRS.
Bl , FPHRBESAASIRIIRE , BHBLTFELRS
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<#root>
FTD3100-3#
debug nenu i paddrutl 5 10.0.200.70

Gratuitous ARP sent for 10.0.200.70
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Ermror

The Device 'FTD2® cannot be deleted
Because the folowing VAN
Configuration{s) refer this device.
Site to Site : VPN3100

Please edit/remove the VPN
canfiguration(s) to delete the device.

CLI AL :

<tfroot>
>

show nanagers

No managers configured.
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<ffroot>
>

configure firewall transparent

RE -

<{froot>
>

configure firewall routed

RiE , FEZEMEBEIFMC2 ( BFRFMC )

<#froot>
>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.
>



Add Device )

Select the Provisioning Method:
@ Registration Key () Serial Number

| CDO Managed Device

Host:t

10.62.184.85

Display Name:
FTD2

Registration Key:*

Group:
Mone v |

Access Control Palicy:*
| FTD3100_ACP v

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvED selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above);
Select a recommended Tier L4
| Carrier
Malware Defense
IPS
URL
Advanced
Unigue NAT ID:t

Transfer Packets

Cancel ]
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Add High Availability Pair

Name:*
: FTD3100_HA

Device Type:

r Firewall Threat Defense

Primary Peer:
| FTD1

Secondary Peer:

FTD2

i Threat Defense High Availability pair will have primary
configuration. Licenses from primary peer will be
converted to their high availability versions and applied
on both peers.
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EFEEHARE K SEIUEEN, AP, EXIMACHHEE,
MFTD1 CLIBIE :

<ttroot>
FTD3100-3#

show failover | include host

This host: Primary - Active
Other host: Secondary - Standby Ready

MFTD2 CLI¥E :



<ffroot>
FTD3100-3#

show fail over | include host

This host: Secondary - Standby Ready
Other host: Primary - Active
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FTDI100_HA
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10.62.184.84

FTD2{Secondary, Standby) Snort 3
10.62.184.85

Policies Devices
Depoyment Pending (0)
Model

Firgwall 3120 Theoat Deforae

Firgwall 3120 Theoat Daforae

55, BE/EFIEEFTD2RZNHIERED,

Oibjects Integration
® Upgrade (2] @ Snort 3(2)
Version Chassis
7422 ag
7422 NiA

Depioy Q. @

Licenses Access Gontrol Policy  Auto ReSBack
Essentials, IPF (2 more..)  FTDE
Esseniials, IP5 (2 more...]  FID3100_ACH

& @ admin

[ .
eies SECURE



FTD1 (Pomany/Active)

< |

(source) ;
P
— mgmi P £2.184.84
= 1062 184121
—1
— .
— mgmt 1P
10.62 148 247
| —
—

\\ C mgmip
FMC1 e _10.62.184.85
(targe) \J\

el

FTD2 (Secondary/Standby)

2Z&

- SHASARREE
- RIS A AR
- FFTDMN—AFMCEBEIE —AFMC



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/high-availability.html#task_686C71A99B5C4CA18FC6681F83B23F45
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



