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FMC and FTD Platforms: All Mot supported
FMCon 7.7.0 Yes ASACLI9.23.1 No
FIMC REST AP Yes
FTD Supported Versions 7.7.0 only ASDM 7.231 Mo
Snort Support Snort 3 CSM 4.30 Mo
ft 3 is the only Snor ver pRoned in 7 Snort 2 - -
FOM on 7.7.0 Mo
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Platforms
FTD

Licenses Required Mo licensing requirements for this
feature.

Works in Evaluation Mode Yes

IP Addressing IPvd
IPvE

Multi-instances supported? Yes

Supported with HA'd devices Yes

Supported with clustered devices? Yes

Other (only routed mode | transparent mode), etc. MNo Special Notes

Internet access for the RADKIt cloud enrollment required | Access to prod.radkit-cloud.cisco.com
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Remote Diagnostics3 &£

- FEDevices -> Troubleshoot T , BN L INEERIN T — N #TEY“Remote Diagnostics”3#Ii,
« Administrator, Network Admin¥IMaintenance | FE R HE L& i/BEXER,
s ZEDWIN, B2 (RiE) IZLFHAAPXNZREES RIENR,

alial.  Firewall Management Center - 2 & ®
CISCO  Doyices | Device Management R
Migrate | Deployment History
_ Devices . -
Home Search Device =
rmal Yoy nent 4 Snart 3 (2)
B Devics Managemant «  Troublashoot dormal (2) Beplayment Pending (0) ® Upgrade (0) ®Snort 3 (2)
Ovorviow
Template Management File Download
ul NAT Threat Defense CL
Analysis
6k PacE Taces Varsion Chasais Licansan Accans Control Palicy Auite RollBack
la4form Settir Packet Capty
e Plattorm Settings acket Capture
FlexConfig Snort 3 Profiling
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Integration
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& Remote Diagnostics B Enable the RADKA service
Home
LH
CRnes Enable the RADKit service
Thie RADKIt service must ba enablad for remote niagnostlcs. Usa the button on the IOD-I'MI COrmar o anable this sanvice.
ul
Analysis
2,
Policies

Devices

.,
af
Objests

3

Intagration

I Enavle the RADKI service

RADKItfRZ B 3h

5 FRADKItfR S /5 , ERADKitIRF Bl 2 BI 2 & REE SR

Starting the RADKit service

RADKItfRS 2 /3 A
- YRADKIitlRE B ASEERE , ERTAME :



alap.  Firewall Management Center
CISEd  Dayice ibile

1 | Remate Diagnostics

o Remote DiuQnOStiCS @D Disabie the RADKIR service
Home
2 5 M
Overview RADKit Service Enrollment

The RADHIL service is enabled. To make the service functional, enrol using 330,

nl
Analysis

o,

Policies

Devices

Objosts

- 3

Intogration

on: 1610
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alap.  Firewall Management Center
CISEd  Dayice ibile

1 | Remate Diagnostics

= Remote Diagnostics @D isabie the RADKI! service
Home
|}
e Enrollment Using Single Sign-On
.l lunrmu:ncnm ]
Analysis
]
L}
Policies
Devices
.
Objects
5
Intogratien
i 1L6A0
b |

EFSSOEM — R RNFR

AN ERRETF (HEH , BURTRIMERRE ) 17, £ hAcceptiRi.



F‘ Ciscd RADKit Access

Do you accept this authorization request?
Erwvironment: PROD

Endpoint IP Address:  192.8.2.66

Endpoint Hostname:  192.8.2.66

This page means that a RADKIL instance is attempling to connect 1o the RADKE Clowd
with your S50 credentials.

I you dlief no intiate this request, please ciok Dany™ now. If you ane canan that
this request is legitimate, chck “Accept”

If you suspect that an Segitmale SESSIon may Nave Deen granted acoess in the past,

chick the "Log owt all sessions” bution below to immeadiately log out all RADER 550 sessions
associated with your user ID. This wilf not log out your S50 sessions in other applications.

- m R0 St 4 beatiant

£ FASSOEM — S HWIERK T

SORIEKIIE , AP AIXAR KRR AR EFMCIZZ S M H.

FJ Cisco RADKIt Access
Authentication result: Success
You may now close this window and return o your application.

If you suspect that an dlegitimata session may have been granted acoess now o in the past,
click the button below 1o immediately log out all RADKR S50 sessions associated with
your user 1D, This wal nal log out your S50 $essons in olher ZpPECANoNS.

Log out all sessions

RADKItpR 55 2 > it

FAEEMNRSIDEMRADKItARS ( EARBHIF , IDF8Kji-znxg-3gkt ) » ATLUFIDE #1253 MR
o MHEHRLABRTACIREIF , XHMIF AT LLMRADKItE F iniE £ EIRADKItR S -

T —%Ri\EE & E“Create New Authorization”(BI 2 RN RHE I 2 ZE N :



reh
Heme Current Authorizations  Device Sudo Access o [H&BKIN Service enrclled with the identity Bkjl-zrug-3gkt @]

Y Remote Diagnostics @D Disabie the FADKI service
.
Overviow

Authorizations List

ul Typa to search Total suthoriz 0 | Actie © | mactive O

Devices
a
Objests

A Thése are no authonizations,

Integraticn Ereate Now Authorization 1o got started,

RADKR Service Version: 1610

[% 4

BIEHMEN . 15

- BREFRN , F—FRPINIF TR B FEbfFhar,
- BIEHBEREENSR, SREOFER RETRER.

Create New Authorization

° Setup Authorization

*fou can authorize a support enginear to access the management center and i85 managed network dovices for troubleshaoting, You can determing the
deviees that ean be sececeed and the sceass sehedube. You can revoke the uthorization any time belone it expires. Any oAQOING SUPPOIT Sasion
associated with the authorization will be instantly di whaen the pires or when access is revoked,

Setup Autharization

Let's start to create authorization by entering ihe suppodt engineers email address.

Support Engineer Email Address *
[ user@cisca.com ]

BIRFREN 825
SR BEXRIRMAEANRE, RE , ARREMR , RFXNFAERZHTHERNR

« S22 EFIERBERZFNEERRE, W TFHEERE , TLLUEEFMCHI/EFTD, FE
Device Sudo AccessiE I+ E LZ & A AR BsudoTh BN R ES . EPEEREZR , T
45 ANextiz4.

+ Sudoii R F8 /5 £ Device Sudo AccessiETF FIRIR &R ( ERIEZRPUAETRME )



Create New Authorization

() sowp Autherization B oovico Seection

Device Selection
Specily the devices that the SUPport engineer can access.

(®) Grant accessto ol devices () Grant access 1o specific devices

2 B 1 aaree o pravide access to al devices

| A\ Beware. Some of the devices may have sudo access,

BXRIBRENEIE

« REEERSIIFRALMWER (W, ENBREAS , RE7.7.08% ) .
- BEABERTIHRIMNIEEFAIER, RADKIitKBisftunnel(TCP 8305)15 A% % o
- MRFEsftunnelEZRA , MEFEER , BEENHAE RERADKIE=H,
- MRRFCOHE , WREKERIZIRE,
- MBEHAXAAFMC , M REERMER/EA
o BIE/RERNET , RELFMEIRADKIE ™, MFMCEHIEERF , REAMIERZW R =" H
I BR o

BIEHRN B3 S

- |3 BEXFIBMIARIRENIFLE,
o EFE‘Now HIEERFLRHE , F ,
« #%3#E“Grant permanual access until revoked”,

« MNEERNERN 1R, TOREEfFENE ; B8 —LFE L& EE,



Create New Authorization

(5) sowp Authorization ——— (Z) Davice Selost [:]

Schedule the Access

With due consideration on the network impact, choose B suitable schedule for the support engineer to access the management center and its natwork fior
troubleshooting.

@ Now O Grant perpetual access until revoked

Duration *

)= -]

Time presets: 1 hewr, & hours, 12 hours, 1 day, 1 week

BRI RNAE

RE—IRENEE. AP TUERLEFTNREERE,

Create New Authorization

(7) Sotup Authorization ——— () Dovice Seleeti @ s © summary

Summary
Review your cholces. If satisfied, click the Create button. To modify your entries, click the corresponding Edit lcon.

Setup Authorization

Suppart Enginger Emall Address; usergclsco.com
Device Selection 7

Grant acess to all devices

Schedube the Access &

Sehedule for: New

Duration: 1 day

BRI RN E TR
BEREIBTERE , FETHINES



Create New Authorization

© Done! Authorization is created

Using the Copy ican, copy the foliowing information and share it with the support engineor, All activity dwing the remote session will be recardod; logs can
b viewad in the provieus sessions section.

dningres@cisco.com is schaduled to sign in 1o Secure Firewall Management Conter on 19/08/2024, 17:58:48, far 1 day.
RADKR service 10 Bkji-znxg-3gkt (T
@ This servica 1D is displayed an the top-right comer of this page,

What's next

Create Another Authorization

HEIRNIIER , SEHE

« METFRFIRE RECurrent Authorizationsi I+,
« “RE’(Actions) ( XAMEF ) F“H 515 R X PR"(Revoke access)f“dmEE RN (Edit

authorization),

= Remote Diagnostics @D oisavie the RADKI service
b Current Authorizations  Device Sudo Access RADKIE Service enrclled with the identity Bijl-znng-3gkt (7
L]
& w l.lmlmrinllam List I Create Hew Authorization
ul [Qu-oo‘.osear:n Total authosizations 1 | Active 1 | nactive 0
Analysis
-}
Emaill Authorization Status DBuration Time Left
Policies
wsenicisco. com @ Active 1 day 23 howrs 5B minutes
| Devices
-
a
Objests
5
Integration

RADKR Service Version: 1810

1% & Sudoif i\l 5l &

« BHsudoifRliR BRYIR R 5K E RTEDevice Sudo Accessit I+,
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-~ Remote Diagnostics

b Current Authorizations RADKIt Service enrolled with the identity Biji-znxg-3gkt [

@D Disatie the RADKI service

=
& w DBevice Sudo Access
nl [Qu-oe |||||||| ] Total dinices 3 | Access Enabled 0 | Access Daatled 3
Analysis
o,
= [[] Device Mame = Profile Name Sudo Status
Policies
[ wzas0000 1 Users
= O 1wzis002 1 Users
Devices
(] Firewall Management Carter 1 Users
.

Intagration

il Aig & Sudoifi A

1 EYEFRE  RAEREBAEE , JUXNAARE I ELFERE S ASudolh IR,
2.5 AR, REFE RPN EE , FEFEL T Confirm,

Device Sudo Access

Enable sudo access for all devices?

28 A& & Sudoif

- BRASRZARZNsudolARE , REAMASudo Status¥| & FE#H,
s IERTIEMEBEIRE LiE1Tsudo suXREZEBN, IRIBRMTEEEFERTE,



alap.  Firewall Management Center
€186  Devices | Troubleshoot

Remate Diagnostics
Remote Diagnostics @D isabie the RADKI! service
Heme Current Authorizations Device Sudo Access RADKIt Service enrolled with the identity Bkji-znng-3gkt (3
Overviow
— [ vt | oo |
nl Ol Typa t 3
nalysi
Dev e Profile Name Sudo Status
Poli
172160000 1 Usars D Enavied
— [ 172160002 1 Users @D Enabled
Device = = N
Firewall Management Center 1 Usars @D crabies
Obije
5
Wagratien
L 'l
S
~ IR
HER

- AEFMCRAF AR ERINEFNIRZLI AR , F B ATURKETIZERER.
- MRFMCHEHAH :
- RADKitlRES Ree e A/EFA LB A,
- FHBIFMC = mI TR A I8 EMRADKItE = i 17 R BV IR % o
« —RAERN—BXBFEIRM,
- MREFBHMXZFIREMKRGR , FAEMATEMIES —MIN. RSIDFERE,

FMC REST API

RADKItBRSSREST API
N T XFEFRADKItARS B B FMIREURE |, 5IA T AT HRIURL:

* GET :/api/ffmc_troubleshoot/v1/domain/{domainUUID}/ radkit/services
- MFMCH# % P B RADKItiR S5 ¥ 1E .

* GET :/api/ffmc_troubleshoot/v1/domain/{domainUUID}/radkit/services/{id}
- MIEERIDIREV# RRADKItAR 55 #i iz .

» POST:/api/fmc_troubleshoot/v1/domain/{domainUUID}/radkit/services
- FEFMC L 8IZRADKitARS ( B RA/ZERZERS ) -

RADKIitAR & X

RADKIitARS#E R B1F :



« ID

o RS

* isEnrolled
+ serviceld
* version

]
|

"type": "RADKIitService",
"1d": "DummyContainerId",
"status": "RUNNING",
"iskEnrolled™: true,
"serviceld": "8kji-znxg-3gkt",
"y - -._.':'.“: : | .'ﬁ-lﬁ"

BRI : RADKItEFimERER

X$¥7 0 RERADKItE i

« EFRIFMC/FTD , XA R FEEREKRADKItE F i,
. B EWIndows, MacHlLinuxigER S LiE1T,
s TBEARTAUNZSMNAFHRIZMER, BPRADKIIENBEBCSHWREZEE,
 NTFZHFHIEEFRASMNAPRER™ , FERADKItARSID.
- FFBEANEE , ATBMRADKItE P iRIARFMCR EFEEFTD | X2/ P AR REHE
E,

RENH L ZERADKItE i

RADKIt% F= i 7] LAMhttps://radkit.cisco.com/downloads/release/ZA #h 22 | RIEEHATEMNLKE B
zh : radkit-client

LR F A AT Windows, MacOSHILinux.


https://radkit.cisco.com/downloads/release/

15:87:59.886Z INFD inte T without authentication set enticate()” to set authentication.

Example usage:
client = sso_login(
certificate_login(
T

se )
start_integrated_service()
1 direc ogin()
nt.grant_service_otp()

»>»>» client = sso_login( )
A browser window was opened te continue the authentication process. Please follow the instructions there.

Authentication result received.
>33
> | sarvice client.servicel( )
15:89: 5 0 ://prod.radkit-cloud.cisco.com/forwarder—4/' uri='wss://prod.radki
lo com/forwarder-4/websocket/']
15:89 i 1 | Connection to forwarder successful [forwarder_base_url='wss://prod.radkit-cloud.cisco.com/forwarder—4/' uri='
fprod.radkit-cloud.cisco.
83.7272 INFO | internal | Forwarde lient created. [forwarder_base_ur C it-cloud. om/forwarder-4/']
Z INFO | internal | Conn rder [forwarder_base_ur 5 /prod. 1 loud. co.com/forwarder-1/' uri='wss://prod.radki
0. com/forward
INFO | int v to forwarder successful [forwarder_base_url='‘wss://prod.radkit-cloud.cisco.com/forwarder-1/' uri=‘wss:/
it=cloud.cisco.com/forwarder-1/websocket/']
3 INFO | internal | Forwarder client created. [forwarder_base_url='wss://prod.radkit-cloud.cisco.com/forwarder-1/"']

127.8.8.3
27.8.9.2
firepower-17248 5 127.8.8.1 : 5 2 firepower
Untouched inventory from service 8kji-z :

S |

RADKtEF I RBEEBESERHS ( T—MIHHEFEHAER ) .

RADKIt®E P i & FW D

- AP EFMCH Ry R A HA 8 i A B 6B 4 b 31k
« RADKitE P im BRI EZEIIEENRSIDGE T, EAHF , RADKIthRSID 8abc-znxg-3abedt
MEAIEEBEREFMCHEEINARTE,

<tfroot>
>>>

client = sso_l ogin("user @i sco. cont)

A browser window was opened to continue the authentication process.

Pl ease follow the instructions there.

Aut hentication result received

>>>

service = client.service("8abc-znxg-3abc")

15:09:03.639Z INFO | internal | Connection to forwarder successful [forwarder_base_url="wss://prod.rad
15:09:03.727Z INFO | internal | Forwarder client created. [forwarder_base_url="'wss://prod.radkit-cloud
15:09:04.244Z INFO | internal | Connection to forwarder successful [forwarder_base_url="wss://prod.rad



15:09:04.332Z INFO | internal | Forwarder client created. [forwarder_base_url="'wss://prod.radkit-cloud

RADKitZE P im RSB FE DD

ATF3HzERAr (ENTACIREM ) BRBANEFHNHS

<tfroot>

>>>

service.inventory

<radkit_client.sync.device.DeviceDict object at 0x1154969a0>

name host device_type Terminal Netconf SNMP Swagger HTTP de
172-16-0-100-1724078669 127.0.0.3 FTD True False False False False 17
172-16-0-102-1724078669 127.0.0.2 FTD True False False False False 17
firepower-1724078669 127.0.0.1 FMC True False False False False fi

Untouched inventory from service 8kji-znxg-3gkt.

BRERRZFRE—Miterts ™ ( T—82 ) . FAEIFHNENEISRBFNXEARE (W HEH
RHEANED ) o

RADKit®E % : TiEi8%

RTERE=HHRENSGS

<#froot>

>>>

ftds = service.inventory.filter(attr="nane', pattern='172-16-0")

>>>

ftds

<radkit_cTient.sync.device.DeviceDict object at 0x111a93130>

name host device_type Terminal Netconf SNMP Swagger HTTP description failed
172-16-0-100-1724078669 127.0.0.3 FTD True False False False False 172.16.0.100 False
172-16-0-102-1724078669 127.0.0.2 FTD True False False False False 172.16.0.102 False
2 device(s) from service 8kji-znxg-3gkt.



RADKitE FimiR & X BERXFEM

{5 FA )\ 2 B B9 “service.inventory” a5 5 3R BB & #r“firepower-1724078669" /B 3hi% & ( EAfIH 7
FMC ) WREXX1E :

<#root>

>>>

service.inventory["firepower-1724078669"].interactive()

08:56:10.829Z INFO | internal | Starting interactive session (will be closed when detached)
08:56:11.253Z INFO | internal | Session log initialized [filepath='/Users/use/.radkit/session_logs/clie

Attaching to firepower-1724078669 ...

Type: ~. to terminate.

~? for other shortcuts.

When using nested SSH sessions, add an extra ~ per Tevel of nesting.

Warning: all sessions are logged. Never type passwords or other secrets, except at an echo-Tless passwor
Copyright 2004-2024, Cisco and/or 1its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.

A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v82.17.0 (build 170)
Cisco Secure Firewall Management Center for VMware v7.7.0 (build 1376)

RADKit® Fim iR & LHITa

ERELEHITHT !

<#root>

>>>

result = ftds.exec(['show version', 'show interface'])
>>>

>>>

result.status

<RequestStatus.SUCCESS: 'SUCCESS'>

>>>
>>>



result.result['172-16-0-100-1724078669' ][' show version'].data | print

> show version

——————————————————— [ firepower J----————————————————

Model : Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.0 (Build 1376)
UUID : 989b0f82-5e2c-11ef-838b-b695bab41ffa

LSP version : 1sp-rel-20240815-1151

VDB version : 392
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« RADKit Network Console#y Zh&E N EARADKit ClientZh ARt T MM &S ITRE(CL). &
B A FREEZEBIRADKItIRE 6] , BXRERSEH TH/ LEXH , TEEAHFA MK
Dz,

« {517 Bz Network Console:radkit-network-console

- BXRIFMEER , HEFRADKItXXH,

FRMEEREM

N7 7THER7.7

* RADKit Service B R INEI = £ Ph X#&7.7.08,
- FEFIRAT.7.0+HR B EBRADKItIRS TR NE B,

FEATSZIFNFTDNARR
« FMCHIFTD&4MEE RIERA7.7.0F sEE A L ThEE ( RAIK F7.709FTDREERINEI7.7 FMC
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HUEHEER



2 BN

HEDEER S
1R RTF R TAMFMC A EEBFMCH R ERER.

2. X FFMC ERIRADKItARS . RADkit=MRADKIt®E F i B HYES R & , 1§ & FHRADKIt® F i B
FIEF,

3. RADKIt®& F i o

RADKE Clowsd ‘

" d

AAIBERRELFE - R ABRMFTRTE

¥ EFH Developer Tools, Networkit W+ & RRH LZ1THAPIERA , A THEERFMC LY
B, IBNARETNEARERTInspect (KE ) KRB INEE,
« TENetworki& I F 1 ZEAPIFE AR 75 475 F0 g B2 71 48



i [0 | Elements | MNetwork > 5 A4 m2 8 I X

Q, search Deploy o {CE} @ admin @ Y Q
Y =

Preserve log Disable cache

Mo throttling ~

@D Disable the RADKit service Invert Hide data URLS

RADKit Service enrolled with the identity gjx8-s6wg-44sh [

Create New Authorization

5% || JS | Font || Img || Media | Manifest | WS

1 1 0
Back = ; .
X Headers Preview Response >

Reload ¥ General

Gt Time Left 5 Request URL: https:/fudScO
Save As..

. Print...
ual until rev... - 3

Cast...
Search with Google Lens
Open in reading mode

Send to Your Devices
Create QR code for this page

Translate to English

Request Method:

View Page Source
Inspect

RADK:it Service GoH a1 {£API

Go Middleware for the RADKit integrationf£ Fi R iBIFMC APIT R EE R AT RREMAPIAA. Go
Middleware API B & F/var/log/auth-daemon.log. GoH B4R 1THITHREDIE -

. FRHPEOEFZREERADKItE FIEMRADKItIRS .

- REFFAEZERADKItH P RN MAERZZH IR,

« fFEAEBAIRES EZERADKItA P BN AMAERIRE .

- SIBZZERADKItAFEN , A EEENNESEEARFIHERE (A REIEEREFIR
) BYAXBR,

- {EBUZFERADKItA P,

« HIBRZFERADKItA P 21,

RADKItAR S5 i FEHFER B &

« BEMFMCHE : MFMC ssh&iE & Hpigtail i -
« 17 [8] /A B #API:/var/log/auth-daemon.log
« @&RADKitfauth-daemoni- B EIEMN B & :
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<ffroot>

root@firepower:~$

sudo pntool restartbyid auth-daenon

E127:0.01] failed: Connection refused
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"isRemoteDiagnosticsEnabled": 0 // 0 = false , 1 = true
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« RADKItAR S #I M2 & R EFMCIZ A2 12 i (FMC Remote Diagnostics) T EIBYE XD : “RADKItAR
SHRA - 1.6.12

Firewall Management Center
Davi

evices [ Troubleshoot [ Remote Diagnostics

o Remote Diagnostics @D Disable the RADKit service

RADKit Service Enrollment

The RADKIt service is enabled. To make the service functional, enred using S50,

Overview
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Integration

RADKIt Service Version: 1.6.12
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