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Geolocation Object ®

Name: -
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Add Service Access Object

MName *

[ GeoBlockRAVPN ]

Default Action [o Allow All Countries v ]
(] Allow Overrides
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Add Service Access Rule

@ Allow v

Available Countries *

Available Geolocation Selected Geolocation
[ Q) Search Ge J 259 available v [ Q) search Geolc ] 1 available v

C] Afghanistan C] Allow-Countries X

D Africa

[:] Aland Islands
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Edit Service Access Object

Name *
[ GeoBlockRAVPN ]
Add Rule
Sequence Action Geolocation
1 © Allow & Allow-Countries S0
Default Action [G Deny All Countries v ]

(] Allow Overrides
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Integration

GeoBlockRAVPN You havs unstved changes m m

Eniter Description
Connection Profile Access Interfaces Advanced

Interfaces of the targeted device which belong to below specified interface groups will support incoming Remote Access VPN connections

Hame Interface Trustpaint DTLS 35L IPsec-IKEVE

outside © © o

Access Settings
Allcw Users to select connection profise while logging in

[ Enabie HTTP-oniy VPN Cookies

SSL Setlings

Web Access Port Number:* [ 442

DTLS Port Number:* [ 443

S5L Global Identity Cartificats: [ tast

IPsec-IKEV2 Settings

IKEvZ Identity Certificate: [ test

Service Access Control

Access to Remote Access VPN from remote clients can be controlled on @ Threat Defense device Version 7.7 and later using the Service Access object. This object provides geclocation-based access control for Remote Access VPN
connections 1o the device before VPN authentication,

Service Access Object: GeoBlockRAVPH S
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Service Access Control

Access 1o Remote Access VPM from remote clients can be controlled on a Threat Defense device Version 7.7 and later using the Service Access object. This object provides geclocation-based access control for Remote Access VPN
connections 1o the device before VPN authentication,

Service Access Object: GeoBlockRAVEN

Sequence Action Geolocation

1 2 Allow Allow-Countries

Default Action @

21T show running-config service-access ¥ , BR RS 77 MM T MFTD CLIZRTE.

<#root>
firepower#

show runni ng-confi g servi ce-access

service-access permit ra-ssl-client ra-ikev2 geolocation FMC_GEOLOCATION_8589938211_418243765
service-access deny ra-ssl-client ra-ikev2 geolocation FMC_GEOLOCATION_8589938211_487190092
service-access permit ra-ssl-client ra-ikev2 geolocation any
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Sessions Active Seasions | meser |
L

Dwvice Identity Certificates Active Sessions mn

1 ldéntity Certificate
Objeets

UserName  Assigned. Public IP LoginTime  Gateway Country Client Ap. Client 05 Connecti Group Po. Actions

- USA C AnyyC wun-84 RAVPNI HItGrpPolicy
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» debug geolocation <1-255>

» show service-access

» show service-access detail

» show service-access interface
» show service-access location
» show service-access service

» show geodb context

» show geodb counters

* show geodb ipv4

* show geodb ipv6
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https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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