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Cisco Ti 1t | Troubleshooting Logs

- Bookmark This Page | Create Report | Dashboard Bockmarks | Search
Home 2025-01-15 15:33:00 - 5-01-16 16:48:00
Static
" Mo Search Constraints (Edit Search)
Overview
I Table View of Troubleshooting Logs I
1l
Analysis
'_] 4 Time = Severity = Message = Message Class = Username > Deviee >
)
- :] 2025-01-1519:59:43 Alert (Primary} No response from other firewall (reason code = 4) ha FTD1
Policies
L Alert (5 ¥} Disablir ha FTD2
= - :] Alert (Primary} No response from other firewall (reason code = 3) ha FTD
Devices
+« Alert (Primary} No response from other firew ode =3 ha FTDN
% « 0 Mert (Secondary) Switehing to OK. ha FTD2
Objects
> :l Alert (Primary) Non om other fi code = 4) ha FTD1
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Integration
L4 j Alert m other fire 4 FTD1
- j 2025-01-15 19:41:52 Alert [Secondary) Switching to ACTIVE - HELLO not heard from peer. ha FTD2
» j 2025-01-1519:41:52 Alert (Secondary) Mo response from other firewall [reason code = 4). ha FTD2
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+« Alert ha FTDZ2
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Analysis = .
o 2025-01-16 16:49:27 » Connection © Block 198.51100.178 192.0.2071 2906 | tcp
o, »  2025-01-16 16:48:37 5 Connection @ Block 188.51100.134 192.0.21M1 a025 | tep
Policies > 2025-01-16 16:47:17 4 Connection @ Allow 203.0.113.234 192.0.2.51 8902 | tcp
»  2025-01-16 16:46:7 % Connection @ Allow 2030113049 198.51100.27 G789 [1cp
o= »  2025-01-16 16:43:58 5 Connection @ Block 192.02.214 203.0113339 8080 | tcp
Devices
> 2025-01-16 16:43:25 4 Connection @ Block 192.0.2.214 198.51.100.71 8080 | tcp
] »  2025-01-16 16:4(:48 % Connection @ Allow 198.51.100,01 203011366 & (Echo Re
Objects »  2025-01-16 16:39:32 5 Connection e Allew 198.51100.145 203.0113386 8 (Echo Re
> 2025-01-16 16:37:38 4 Connection @ Block 198.51100.39 192.0.2176 7413 ftep
- > 2025-01-16 16:36G:28 % Connection © Block 20301375 19851100112 8421 tcp
Integration
> 2025-01-16 16:35:22 5 Connection a Allow 203.0.113.53 192.0.2132 9876 [ tep
»  2025-01-16 16:33:110 4 Connection @ Block 188.51100.49 192.0.2.63 3692 | tcp
*» 2025-01-16 16:32:10 % Connection @ Allow 198.51.100.95 203.0113.99 & (Echo Re
*  2025-01-16 16:3115 5 Connection e Allow 192.0.2.25 203.0113.249 1234 ep
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clsco s | Unified Events
. Events Troubleshooting
Home
C)  EventType Troubleshooting -+ ® ” fresh
[ ] o : = g
. @ ] k] & 399 events or 1d1h Go Live
Overview
il Time Event Type Source IP Device Domain Message Message Clas: ||
Analysis
Iy ¥ 2025-01-1519:59:43 % Troubleshooting FTD1 Global [Primary) Mo response f... ha
) »  2025-01-1519:59:27 “ Troubleshooting FTD2 Global (Secondary) Disabling f... ha
Policies > 2025-01-1519:5913 % Troubleshooting FTD1 Global (Primary) Mo response f... ha
»  2025-01-1519:49:12 % Troubleshooting FTD1 Global (Primary) Mo response f... ha
= »  2025-01-1519:43:28 % Troubleshooting FTD2 Global [Secondary) Switching t... ha
Devices
> 2025-01-1519:42:58 # Troubleshooting FTD Global [Primary] Mo response f.. ha
L] »  2025-01-1519:42:54 ' Troubleshooting FTD2 Glabal (Secondary) No respon... ha
Objects > 2025-01-1518:42:25 % Troubleshooting FTM Global (Primary) Mo response f... ha
# » 2025-01-1518:47:52 *# Troubleshooting FTD2 Global (Secondary) No respon... ha
. »  2025-01-1519:41:52 % Troubleshooting FTD2 Global (Secondary) Switching t... ha
Integration
> 2025-01-151%:41:51 4 Troubleshooting FTD2 Global [Secondary) Switching t.. ha
*  2025-01-1519:41:50 “ Troubleshooting FTD2 Global (Secondary) Switching ... ha
¥ 2025-01-1519:41:50 % Troubleshooting FTD1 Global [Primary) Mo response f... ha
> 2025-01-1519:41:49  Troubleshooting FTD2 Global [Secondary) Switching L... ha
»  207R-N1-18 16:41:4R < Tranhlashnnting FTN? Glnhal [Serandarl Switchinnt ha

BESRE R

AR LATE L B HERR B AR A BR E B4R B, IAWELER LM ASUREMESH
=

ahap.  Firewall Management Center

Deploy

cisco p s [ Unified Events

PN Events  Troubleshooting
Home [
[ Q (X EventTyps T Ing on 3 P— T ® ” Refresh ]
Ov:rvicw m o m u} & 413 events ?o 50 Go Live
nl Time Event Type Source IP Device Domain Message Message Clas: []]
Analysis
> 2025-01-16 16:40:48 5 Connection 198.51.100111 FTD1 Global
L] > 2025-01-16 16:39:32 4 Connection 198.51.100.145 FTD1 Global
Policies > 2025-01-16 16:37:38 4 Connection 198.51.100.39 FTD1 Global
> 2025-01-16 16:36:28 4 Connection 203.013.75 FTD1 Global
Dc:ccs > 2025-01-16 16:35:22 4 Connection 2030113153 FTD1 Global
3 2025-01-18 16:33:10 4 Connection 198.51.100.49 FTD1 Global
- ¥ 2025-01-1616:32:10 4 Connection 1985110095 FTD1 Global
Dbjects > 2025-01-1616:31115 & Connection 192.0.2.25 FTD1 Glotal
¥ 2025-M-1519:59:43 % Troubleshooting FTD1 Global [Primary} Mo response f.. ha
,nlmg“ - > 2025-01-1512:59:27 % Troubleshooting FTD2 Global (Secandary) Disabling f.. ha
*  2025-01-15 19:59:13 % Troubleshooting FTD1 Global [Primary} No response f... ha
¥ 2025-01-15 194912 % Troubleshooting FTD1 Global (Primary} Mo response f.. ha
»  2025-01-1519:43:28 % Troubleshooting FTD2 Global (Secondary) Switching ... ha

¥ 2025-01-1519:42:58 ¢ Troubleshooting FTD1 Global [Primary) Mo response f... ha

A AANE M AC AneanE s e Trnsbbanbantine e o L U Y S b

Hitt B4R

REGBE

MFMC GUIERKELE /G , T LB £ CLISHERLINAE X 1= fTshow running-config loggingFlshow
logging@i ¥ MFTD CLIB TR,



FTD1# show running-config logging

logging enable

logging timestamp

logging list MANAGER ALL SYSLOG EVENT LIST level critical
logging buffered errors

logging FMC MANAGER ALL SYSLOG EVENT LIST

logging device-1d hostname

logging permit-hostdown

no
no
no
no
no
no
no
no
no
no
no
no
no

logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging

message
message
message
message
messadge
messadge
messadge
message
message
message
message
messadge
message

106015
313001
313008
106023
710003
302015
302014
302013
302018
302017
302016
302021
302020

FTD1# show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: enabled
Timezone: disabled
Logging Format: disabled
Hide Username logging: enabled
Standby logging: disabled
Debug-trace logging: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level errors, 45 messages logged
Trap logging: disabled
Permit-hostdown logging: enabled
History logging: disabled
Device ID: hostname "FTD1"
Mail logging: disabled
ASDM logging: disabled
FMC logging: list MANAGER ALL SYSLOG EVENT LIST, 45 messages logged
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