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ETHFTDR RGIE H -

<{froot>
>

show nanei f

Interface Name

Managenent 1/ 1

>

show interface ip brief

Interface

IP-Address 0K?

Security

managenent 0

Method Status

Managenent 1/ 1 203. 0. 113. 130 YES unset up
>

show i nterface Managenent

Interface Managenent1/1 "nanagenent”, is up, line protocol is up

Hardware 1is en_vtun rev00, DLY 1000 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address 0053.500.2222, MTU 1500

| P address 203.0.113. 130,

>

subnet mask 255.255. 255. 248

show runni ng-config interface Managerment 1/1

!
interface Managenentl/1
management-only

cts manual
propagate sgt preserve-untag

policy static sgt disabled trusted

security-level 0

Protocol

up



#EFirepower 4100/9300 LiZfTHIFTDW EE#N -

<#froot>
>

show nanei f

Interface Name Security
Et hernet1/1 managenent 0
>

show interface ip brief

Interface IP-Address 0K? Method Status
Et hernet1/1 203. 0. 113. 130 YES unset up
>

show i nterface managenent

Interface Ethernetl1l/1 "managenment", is up, line protocol is up
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

MAC address 0053.500.1111, MTU 1500

| P address 203.0.113. 130, subnet mask 255.255. 255. 248

>

show runni ng-config interface Ethernet 1/1

interface Ethernetl/1

management-only

nanei f managenent

cts manual
propagate sgt preserve-untag

Protocol

up



policy static sgt disabled trusted
security-level 0

JEE : fEFirepower 4100/9300 L , AT LABIE & A Ethernetx/yfE AR B E L EE#ED
, Rt ¥E # 0 & #F A Ethernetx/ly , T~ &Managementx/y,

2. 1P 3t Sshow networkdn 4 4 i P & R B9 1P it R E)

<#froot>

>

show net wor k

[ System Information ]
Hostname : firewall
Domains : www.example.org
DNS Servers : 198.51.100.100



DNS from router : enabled

Management port : 8305
IPv4 Default route
Gateway : 192.0.2.1

[ managementO ]

Admin State : enabled

Admin Speed . sfpDetect

Operation Speed : 1lgbps

Link Toup

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:53:00:00:00:01
————————————————————— [ IPv4 J--—---— oo -
Configuration : Manual

Addr ess : 192.0.2.100

Netmask 1 255.255.255.0

Gateway : 192.0.2.1
—————————————————————— [ IPv6 J----——-==—=—— ===~
Configuration : Disabled

IPi:203.0. 113 x#E R IRA7 4.0F B AR A SR O DEECM)N — B2 2 BRASEED, B
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CMI management traffic path

0 0 Management

Managementx/y or Ethx/y (RclaRRIkE Default gateway | |—| nuXx management0 Default gateway network
203.0.113.129 XA @ wax.b

@ Dynamic PAT to management)

Lina management intf
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B fEshow run interface S S E PR AN :

<{froot>
>

show i nterface Managenent

Interface Managementl/1 "management™, is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 1000 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address bce7.1234.ab82, MTU 1500

| P address 203.0.113. 130, subnet mask 255.255. 255. 248

>

show runni ng-config interface Managerment 1/1

interface Managementl/1
management-only
nameif management
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

BRIAMK<203.0.113. 120 B EEERKBARPHTERE. TH S show route management-onlydn
SHWREPEREERIARSE. BB EE#HE0.0.0.05RKIERKH !

<tfroot>
>

show rout e managenent-only

Routing Table: mgmt-only
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is not set



>

show route managenent-only 0.0.0.0

Routing Table: mgmt-only

Routing entry for 0.0.0.0 0.0.0.0, supernet
Known via "static", distance 128, metric 0, candidate default path
Routing Descriptor Blocks:

*

203.0.113. 129, via managenent

Route metric 1is 0, traffic share count is 1

>

show asp tabl e routing nanagenent-only

route table timestamp: 51
in 203.0.113.128 255.255.255.248 management

in 0.0.0.0 0.0.0.0 via 203.0.113. 129, nmanagenent

out 255.255.255.255 255.255.255.255 management
out 203.0.113.130  255.255.255.255 management
out 203.0.113.128  255.255.255.248 management

out 224.0.0.0 240.0.0.0 management
out 0.0.0.0 0.0.0.0 via 203.0.113. 129, nmanagenent
out 0.0.0.0 0.0.0.0 via 0.0.0.0, identity

2. IP#h1E203.0.113.1298 EfELinuxim , FEREX TAN , H o BELAEBEOD |, Flintap_MO:

<ffroot>

admin@KSEC-FPR3100-2:~$

ip route show 203.0.113.129/29

203.0.113.128/29 dev tap_M proto kernel scope link src 203.0.113.129

3.fLinuxd |, HIBEEEIP#E i # 2 B 4Amanagement0iZ O, iX Eshow networkdys % H & 7] LY
P4k -



<tfroot>
>

show net wor k

[ System Information ]

Hostname : firewall
Domains : www.example.org
DNS Servers : 198.51.100.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.1

[ managementO ]

Admin State : enabled

Admin Speed . sfpDetect

Operation Speed : 1lgbps

Link T oup

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:53:00:00:00:01
————————————————————— [ IPV4 J- -
Configuration : Manual

Addr ess : 192.0.2.100

Netmask 1 255.255.255.0

Gateway 1 192.0.2.1
—————————————————————— [ IPv6 ]----—-—= === === ————
Configuration : Disabled

>

expert

admin@KSEC-FPR3100-2:~$%

i p addr show nanagenent 0

15: managementO: <BROADCAST,MULTICAST,PROMISC,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group defaul
Tink/ether 00:53:00:00:00:01 brd ff:ff:ff:ff:ff:ff
inet

192.0.2.100
/
24

brd 192.0.2.255 scope global managementO
valid_1ft forever preferred_1ft forever

admin@KSEC-FPR3100-2:~$%

ip route show default



default via 192.0.2.1 dev managenent 0

4. management0$ O L& z1 0% O b1k # ¥R (PAT) , ARERIPH#EHE#53R 9 management0$ O IPith 1it
. BEAEEEREZO0LEAMASQUERADER/ER BiptablesH#l IR B APAT:

<#root>
admin@KSEC-FPR3100-2:~$%

sudo iptables -t nat -L -v -n

Password:

Chain POSTROUTING (poTlicy ACCEPT 49947 packets, 2347K bytes)
pkts bytes target prot opt in out source destination

6219 407K MASQUERADE all -- * managenent 0+ 0.0.0.0/0 0.0.0.0/0

RO\
EARHISR , CMIBRA | 3 BET AR E DB SR OREONSHAT

<{froot>
>

show nanagenent -i nterface convergence

nanagenent -i nterface convergence

>

show runni ng-config dns

dns donai n-1 ookup managenent

DNS server-group DefaultDNS
DNS server-group ciscodns

nane-server 198.51.100. 100 nmanagenent

dns-group ciscodns



BIEEMHIRELINaEE, Linux tap_MOFmanagement0E O LEE :

<ffroot>

>

show capture

capture dns type rawdata interface managenent [Capturing - O bytes]

mat ch udp any any eq donmain

>

expert

admin@firewall:~$

sudo tcpdunmp -n -i tap_M udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_MO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes

>

expert

admin@firewall:~$

sudo tcpdunmp -n -i nmanagerment O udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes

Xt R £ PR EE B (FQDN)BICMPE M iER 2 MLinas| B4 DNSER, Linas|ZHLinux
tap_MOE O HF M BIESHIRE RB3NE5IP#1E203.0.113.130 , Zittut REEZEOCMI IPHbit

<ffroot>

>



ping interface managenent ww. exanpl e.org

Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to 198.51.100.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/122/130 ms

>

show capture dns

2 packets captured
1: 23:14:22.562303

203. 0. 113. 130

.45158 > 198.51.100.100.53: udp 29
2: 23:14:22.595351 198.51.100.100.53 >

203. 0. 113. 130

.45158: udp 45
2 packets shown

admin@firewall

:~$ sudo tcpdunp -n -i tap_M udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_MO, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:14:22.570892 IP
203.0.113.130

.45158 > 198.51.100.100.53: 38323+ A? www.example.org. (29)
23:14:22.603902 IP 198.51.100.100.53 >

203. 0. 113. 130

.45158: 38323 1/0/0 A 198.51.100.254(45)

management03Z 0 B B @ IR Fmanagement0EZE O M IPHit B R A KA IPHLE, XE2ERN
HEEEEODETHNEERERR — T PREINNSPAT:

<#root>
admin@firewall:~$

sudo tcpdunp -n -i nmanagenmentO udp and port 53

Password:
HS_PACKET_BUFFER_SIZE 1is set to 4.



tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:14:22.570927 IP
192.0.2.100

.45158 > 198.51.100.100.53: 38323+ A? www.example.org. (29)
23:14:22.603877 IP 198.51.100.100.53 >

192.0.2.100

.45158: 38323 1/0/0 A 198.51.100.254 (45)

218

MREACMI , REL B D EIP#HE203.0.113 xFHE N ZBEAZM L , LIREHLInaBIZRABE
WK 2 BMIERE, B LLZREILLIPH L,

show network@i &% tH A E REVIPH UL REFARE | HERH —BXWNIPH | BATFEMRNA
FTDEEIPH#b i,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760.html
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