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Cisco BB THUTER :

» Firepower Threat Defense (FTD)

» Firepower Management Center (FMC)
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AR BABWENFTDMFMCHITEF&H , RARBAELHITEN,

1. EMBRZ>REFEER , HNEBEEERINRB LG HRE.

FID-Test Snoe 3 ET i Bor ik o i =dit E
FTDv far Vidware 7.2.5 Essentials Edit .—’ Fa

2.%Z|Device > Management#f 7 , R f5# tiManager Access Interfacefy §51%.



Management rd @
Remote Host Address: 192.168.1.8
Secondary Address:

Status:

Manager Access Interface:

—' Management Interface

Manager Access InterffaceFERE RN BEEEEN, 2HinkEFRFNEORE  XEManage
device by FHI % &R #Data Interfaceit 1 , RJ5 ¥ diSave,

Manager Access Interface

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface

Management Interface

Data Interface

Close
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X (G ) MREAHBEAXATR , BEATARNED LEREEHH,

( ATk ) MRFERHADHCPEREED |, EFEDevices > Device Management > DHCP >
DDNSHiEAE /5 AWebZK B DDNS /5 3%,

( ATi% ) 7EPlatform SettingsZ KB ELEDNS , H 5 E 5 FlDevices > Platform Settings >
DNSAEY IR %o

4 WBREMPHEBBELHFEZORBIEEDO ; MBEKE |, iH1EDevices > Device
Management > Routing > Static Route N INEE S H

1. RBERMPERSHEAMNEE | H5IPv4ZIPY6,

2. IEF I ERAS K B RN A Interface,

3. £ Available Network%|Z&kH | i%#F B M &,

4. IEGateway=|Pv6 GatewayFEH , M ATEFEMXRBHEE , ZXHB[2LEHNT —Bk,
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Add Static Route Configuration (7]

Type: * P IPvE

irpriaco”®

{inDesT el S1aming with this ion -.r‘-".il{l'll'lﬂ it el avidabde 160 route bpak)

Availablo Network -+ Sebecind Neteork
£ Segarch i dd

10.207.204.12%
1592, 168.1.0_324

anmy-ipvd —'-
CSM
Dala_Store

FOM

Galeaay®

Muaotrig;

Turnineled {Lksad anky for dolaady Fogta)
Hoaste Trackng:
r | =

Cancel m
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* configure network {ipv4 | ipv6} manual ip_address netmask data-interfaces



>
P_ADDRESS NETMASK SATEWAY

> F_AULUHESS EAlE
> configure network ipv4 manual (192.168.1.8)(255.255.255.0)(data-interfaces)

Setting IPv4 network configuration...
Interface eth@ speed is set to 'leeeebaseT/Full’

Network settings changed.

AR BRATTEEAEERED | BAFREHSIPIL. Sl , B | SUELR LG
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7TERAEEHRLFHNERE, $ifDevices > Device Management > Device > Management&B % A #Y
Edit and update the Remote Host Address IP address and(Optional)Secondary Address for threat
defense , A8 AiE#E.



Management

Remote Host Address: 192.168.1.8

Secondary Address:

Status:

Manager Access Interface: A Data Interface

Manager Access Details: Configuration
EFHRELESASSH

fEPlatform Settings(E &R E) KB /3 AHIEZE OMWSSH , H1EDevices ( 8% ) > Platform
Settings ( £ARIRIE ) > SSH Access(SSHiFR) TRAEMARILLRZ ., #EHAdD (M),

1. RFBITSSHIERZN ENH ML,

2. AMBEFEONXE , LATFSSHERE, N TAREXEHMWED , ATLL7ESelected
Zones/InterfacesFERPREAZ OB , ABF L HAI
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Add Secure Shell Configuration [+

IP Ackdress® +
L - | €—a
Available Zones/interfaces L Selected Zones/interfaces
Q, Search | [ ad ]
DMZ |
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] o




EE  RIMSRT , BEEO0 EREMASSH , Bit , MREHEEASSHEE M
 BERBAFE,

56 UF
BREIKEEOETEBER,
MEMCEF A £ RE(GUI) i TR E

EEEB PO |, FEDevices > Device Management > Device > Management > Manager Access -
Configuration Details > Connection StatusTT £ # & & EiE RS,



Management s

Remote Host Address: 192.168.1.30
Secondary Address:

Status:

Manager Access Interface: Data Interface
Manager Access Details: Configuration

MFTDa = 4TS E(CLI# 1TRIE

TEthreat defenseCLI™ , #i Athesftunnel-status-briefcommand A E & & IEZIR S,

3
> sftunnel-status-brief

PEER:192.168.1.2
Peer channel Channel-A is wvalid type (CONTROL), using 'tap nlp', connected to "192.168.1.2' via '169.254.1.2°
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp’, connected to '192.168.1.2" via '169.254.1.2'
Registration: Completed.
IPv4 Connection to peer '192.168.1.2° Start Time: Tue Jul 16 22:23:54 2824 UTC

Heartbeat Send Time: Tue Jul 16 22:39:52 2824 UTC
Heartbeat Received Time: Tue Jul 16 22:39:52 2024 UTC
Last disconnect time : Tue Jul 16 22:17:42 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

RSERBBEEONEREKT , R RAEtap_nlpiEA,

HUEHEER

EEB PO |, FEDevices > Device Management > Device > Management > Manager Access -
Configuration Details > Connection Status Tl _E# & & EE RS,

TEthreat defenseCLIH |, #i Athesftunnel-status-briefcommand A E B BB IEIERS, BEAUAEH
ftunnel-statussEEEEEE’J1a,m
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> sftunnel-status-brief

PEER:192.168.1.2
Peer channel Channel-A is valid type (CONTROL), using 'ethe@', connected to "192.168.1.2" via '192.168.1.8"
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '192.168.1.2" via '169.254.1.2°
Registration: Completed.
IPv4 Connection to peer '192.168.1.2" Start Time: Wed Jul 17 @6:21:15 2024 UTC

Heartbeat Send Time: Wed Jul 17 17:15:28@ 2824 UTC
Heartbeat Received Time: Wed Jul 17 17:16:55 2624 UTC
Last disconnect time : Wed Jul 17 ©6:21:12 2824 UTC

Last disconnect reason : Process shutdown due to stop request from PM

ETRiZ=R

> sftunnel-status-brief
PEER:192.168.1.2
Registration: Completed.
Connection to peer '192.168.1.2"' Attempted at Wed Jul 17 17:2@:26 2824 UTC

Last disconnect time : Wed Jul 17 17:20:26 2024 UTC
Last disconnect reason : Both control and event channel connections with peer went down
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TEthreat defenseCLIF |, EEEEMEERFRIBIEZEOMEKZRE :

> show network



> show network
===============[ System Information ]===============

Hostname : ftdcdo.breakstuff.com
Domains : breakstuff.com
DNS Servers : 192.168.1.163
DNS from router : enabled
Management port : 8365
IPv4 Default route

Gateway :ldata-interfaces
IPve Default route

Gateway rldata-interfaces
State
Link
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 15ee
MAC Address : ©0:8C:29:54:D4:47
Configuration :
Address :1192.168.1.8
Netmask :§ 255.255,.255.8
Gateway :\192.168.1.1
--------------------- -[ IPVv6
Configuration : Disabled

:::::::::::::::[ FFﬂKy Information ]::::::::::::::::
State : Disabled
Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :
Interfaces : GigabitEthernete/e

MTU .
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-platform.html
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