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show running-config router

show route

show ospf neighbor
show ospf interface
show ospf database
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Device Routing Interfaces

Process 1 ID: 1

OSPF Role:
ASBR v

Process 2 ID:

D5PF Role

AEEE

Inline Sets

Enter Description here

DHCP VTEP

Advanced

Enter Description here

6. ( Wik ) ERBEZIEEAID, %EFOSPF rolesZil fAdvanced , REiEERouter ID as IP
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Edit Area

Area Range Wirtual Link

QSPF Process:

1 v

Area D0
0

Area Type:
Mormal .

betric Value:

Metric Type:
i ¥

Available Network + C Selected Notwork
0, Search A 311.000 24

0.0.0.0 10,3,11.0_27
10.10.10.0_24

1 24 1897 1
1€ ¢ Viewing 1-100 of 142 3 3|

Artherticatinm:

Xk
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4 1% FRedistribution > Add,
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Edit Redistribution o

OSPF Process™: | 1 -

Route T'l_.lpa:- BGP v |

AS Number*: | 312

Optional

Internal
Externall
External2
NSSA Externall
MNS5A External2
Use Subnets

Metric Value: |

Metric Type: | 2 v |

Tag Value: |
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EER L IhEE.

1. EfREOSPFXIFEIEIR , TSMEIRE>REEE>HRBIRE,
2.5 IRH”

3.5 HOSPF,

4 IE X B> RN,

5BETIEFR :

« OSPF#72

- X1 id

- BIRSI&

- REHME — AL H A



Edit InterArea i

OSPF Process:*

K a
Area ID:*

0 d
PrefixList:*

' filter_4.4.4.0 v [+

Traffic Direction:
[ Inbound >

‘ Cancel \ OK




6MREMEFMBIIK , BRESR10, MRFECIEHTMS
Management > Prefix Lists > IPv4 prefix list > Add&|Z =

7.8 $HAdd entry,
BERAUTFEREERYIX

. FHE

* |P Address

- B

s NBRRIEBREKE (Tik)

Edit Prefix List Object

Name

filter_&.4.4.0

* Enftries (2)
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9. 2 HOKRF R &K,
10. 2 HHEREXFEEE.

EOZH

NTSEOSPFEMNMED |, AIMERE LS,
1.ERBOSPFEAZH , TEMIRZ>REFEE-REIRZ
2. B BH”

3.2 HOSPF,

4 1% #FInterface > Add,

5IABREBUNSH

HelloMDeadit B 88
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KIZOSPF HelloZBiB UL i8R 2 BB, XEHRBESRTEENEREAE. MRERE
deadEfe AR W EIR BB EHhelloBIED (LA EE ) , MZBEFHFE R downiR 7S,

ZRIAERT , HelloBlIfE R 108 , Deaddlfe 2HelloBI R PUAE |, BN40%, X LB RS MIELRE 218
T

Transmit Delay:

1 \

Retransmit Interval:
5 |

Dead Interval:

it Se L
MTU Ignore-OSPF
MTU ignore S E R —MED , AIE % M TREED 2 BRMTUF LE M-S HOSPFBEERHE

EXSTARTIRZS. RIEMTUEE , BAEIZRAST , DBDEBEFZHERIE , KPNEFLSHEE,
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Interface®

‘ inside v ‘

Default Cost:
10 \

Priority:

! \

MTU lgnore: | |

MTUR B SR E
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authentication:

: MD5 .
+ Add
MD5 |d MDS Ky
1 s
MD5Z4AEL &

MDSZ4A B IER T B ERITNAEMIEZEO S EXMITE
I CLIZEIE
B

LA g R Al

I T S — Area0 Area 1

AS 312

172.16.11. 1,('24.E 0.3.1

3.11.1/24 10.3.11.2/24 .6.11.1/24 10.6.11.2/24 192.168.4.1/24
L — - . l--l

External FTD Internal FTD Internal Router
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FERUTHERE

- OSPFELETESEBFTD, NEFTDMASPEEHET L.

o EBRNIFTDENASBRAR |, RN IFFTDHERNABR |, EFENHBHBIENANBAE,
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interface GigabitEthernet0/0

nameif inside

security-level 0

ip address 10.6.11.1 255.255.255.0
ospf message-digest-key 1 md5 #=#*¥*%%*
ospf authentication message-digest
!

interface GigabitEthernet0/1
nameif outside

security-level 0

ip address 10.3.11.2 255.255.255.0
ospf message-digest-key 1 md5 #=#*¥*%%
ospf authentication message-digest
!

OSPFECEZRAT , M4510.3.11.0/24 B H FIXHO0 , M£810.6.11.0/24 B E B X151 EHBE.

(X 15 [B) 8 IEFE R BT R BRI A T A XHOR A VABE . ELLRTRFIRF |, KB AEER BRI G
192.168.4.044E4 , 3+ AFT A H A EHW o iF.

Process 1 1D
OSPF Role:
ABR v Enter Description here Advanced
Process 2 1D:
F Role:
Area Redistribution InterArea Filter Rule Summary Address Interface
|
OSPF Process Area ID Area Type Networks Options Authentication
1 0 normal 10,3.11.0_24 false none
1 1 nommal 10.6.11.0_24 false none
MEFTDX AL E
Area Redistribution Interfnes Filter Rube Summany Addrass Interface

DSPF Praciis Argn 1D Prafix List Mama Traffee Dirnetion

filee_V92 V6E.4.0 Inkand

AEBFTDILIRE &



Edit Prefx List Objact

e
filber_192.168.4.0

* Entries (2)

Sequence No & P Address Permit Min Prefix Length Max Prefix Length

=] 192.1668.4.0/24 @ Block

10 0,0.0,000 = Ao 3z
AEBFTDRISR S &=

router ospf 1

network 10.3.11.0 255.255.255.0 area 0

network 10.6.11.0 255.255.255.0 area 1

area 0 filter-list prefix filter_192.168.4.0 1in
Tog-adj-changes

prefix-T1ist filter_192.168.4.0 seq 5 deny 192.168.4.0/24
prefix-1ist filter_192.168.4.0 seq 10 permit 0.0.0.0/0 le 32

SAEFTD

SHEBFTDE EECLIRPERIT ¢

FEAMDS S M IRIFMEORE,

interface GigabitEthernet0/0

nameif inside

security-level 0

ip address 10.3.11.1 255.255.255.0
ospf message-digest-key 1 md5 *#*¥*%**
ospf authentication message-digest
|

interface GigabitEthernet0/1
nameif outside

security-level 0

ip address 172.16.11.1 255.255.255.0
!

OSPFELE S REEH10.3.11.0/24 B & EIXZHOP WA EFBFTD,

|



AT AN EEFIBGPE 49 & F|OSPF,

Process 1 D:
OSPF Role:
ASBR v Enter Description hene Advanced
Process 2
[ scription her
Area Redistribution Interfrea Filter Rule Summary Address Intarface
I
DSPF Process Area D Area Type MNatworks
1 i el 10.3.11.0_27
AHFTDXFE &
Area Redistribution Irberfres Filter Rule Summary Address Interface
OSPF Process Route Type Match Subnets
1 bgp false g
HNEBFTDED KELE

router ospf 1

network 10.3.11.0 255.255.255.0 area 0
Tog-adj-changes

redistribute bgp 312 subnets

HEBEBRar T

B\ SR THEOSPFRERMIIZET,.

Dipidong

false

Metric Valuwe

Authantication

Melang

Matric Ty

2

Cast



AR MRFTDHEBEBR X RBROSPFECE 2 SNERKRY , FF EFEEMFTD CLIFZIR A

, NIX RS T2 E RTEshow tech filesH,

show running-config router

Wi FERAEH ( MR ROSPF ) HELE.
ECLIFKEOSPFHEXEERER,

show route

show routefii HE R T EX S O HRBENEEEE,

« BEXOSPFIR AW B L FROK TR,
« XiEEEHULF RO IAR TR,
- BYEDRZMNEME BB IGRANEEREAMANEEREE RFRO E150 E2,



RN EFTDAshow routeii HE R , BE=/NEHKBHASBRASE10.3.11. 10 A EPEE A,

Tk ETRME—XIBHARE10.6.11.23R A M £&192.168.4.0/24

<#root>
Internal-FTD#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of Tast resort is not set

C 10.3.11.0 255.255.255.0 is directly connected, outside

L 10.3.11.2 255.255.255.255 1is directly connected, outside

0 E2 10.5.11.0 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

0 E2 10.5.11.32 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

0 E2 10.5.11.64 255.255.255.224 [110/1] via 10.3.11.1, 6w5d, outside

C 10.6.11.0 255.255.255.0 is directly connected, inside

L 10.6.11.1 255.255.255.255 1is directly connected, inside

0 192.168.4.0 255.255.255.0 [110/20] via 10.6.11.2, 02:19:24, 1inside

MINERFTDRI AR EL |, B8EH10.6.11.0/24 \%B/E10.3.11.25R A , F A EB T AR XE,
TE % P ARMEEFBR R 192.168.4.0/24 , AN EREANEBFTD LFIEH,
AL, NB —RBIRAN =KBCPEHENNEBE2REHE D K EIOSPF , IAEBFTDAT .

<#root>
External-FTD#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

C 10.3.11.0 255.255.255.0 is directly connected, inside
L 10.3.11.1 255.255.255.255 1is directly connected, inside



10.5.11.0 255.255.255.224 [20/0] via 172.16.11.2, 6w5d
10.5.11.32 255.255.255.224 [20/0] via 172.16.11.2, 6w5d
10.5.11.64 255.255.255.224 [20/0] via 172.16.11.2, 6ws5d
10.6.11.0 255.255.255.0 [110/20] via 10.3.11.2, 02:03:27, 1inside
172.16.11.0 255.255.255.0 1is directly connected, outside
172.16.11.1 255.255.255.255 is directly connected, outside

rN O wWww
=
>

show ospf neighbor

Wi S EBTFRIEOSPFAFFEXRIRES , AR ZBERIEEKHIZ(DR), RABERHBR
(BDR)i% 2 E#t(DROTHER).

DREEMBZRERNEHRE —FRNAERRBENIREZ, WRTHRH , BDRFEEDRAE,
XURER , EATCERTHRENEBESRID , URIPHIMENLENERA,

EAMEDeadrt B BliTE . HREEBRIAITEIR , BB EREFNheloXBANEFH BT
BI85 2 A , B iE M 00:4045 & £100:30,

WMRLETE—ERAF , MPEXRFE K,

EARHIAH | NEPFTDHEE RZIZERATELIRSHBDR , HFEMNMBEFRWNE —MNHAINEAN
EOnR , R2N2ZDR, e maEID2 51910.3.11.151192.168.4.1,

<#root>
Internal-FTD#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.3.11.1 1 FULL/DR 0:00:38 10.3.11.1 outside
192.168.4.1 1 FULL/DR 0:00:33 10.6.11.2 inside

show ospf interface

show ospf interfacefi HE RIFHAEFE R , HRHBNECEEE D LOSPFHENE ANES,
DTRERHEPARN—LESH

« OSPF ##& ID

- BXEHERID

- EE (FA)

« JRA — DR. BDRZDROTHER
- i 2DRFBDR,
 HellofMDeadit At &5 8] b@

- LERE



- FHRRIEFHAEE

EAIBFTDM T — NS , TUMBRF SRR HEEEMNED LWBDR |, 3 HiZ4BE Sshow ospf
neighbors F Y15 B TEL,

<#root>
Internal-FTD#

show ospf interface

outside is up, Tine protocol 1is up

Internet Address 10.3.11.2 mask 255.255.255.0, Area O

Process ID 1, Router ID 10.6.11.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 10.3.11.1, Interface address 10.3.11.1
Backup Designated router (ID) 10.6.11.1, Interface address 10.3.11.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 0:00:04

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 2

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 1, Adjacent neighbor count 1is 1

Adjacent with neighbor 10.3.11.1 (Designated Router)

Suppress hello for 0 neighbor(s)

Cryptographic authentication enabled

Youngest key id is 1

inside is up, line protocol is up

Internet Address 10.6.11.1 mask 255.255.255.0, Area 1

Process ID 1, Router ID 10.6.11.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 192.168.4.1, Interface address 10.6.11.2
Backup Designated router (ID) 10.6.11.1, Interface address 10.6.11.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 0:00:03

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 2

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 1, Adjacent neighbor count 1is 1

Adjacent with neighbor 192.168.4.1 (Designated Router)

Suppress hello for 0 neighbor(s)

Cryptographic authentication enabled

Youngest key id is 1



show ospf database

i H 82 AXROSPFR RSB E (LSA)RENFMAEE. MHFEESR  NEPTHITERA
Ky iR R BEBR

LSAROSPFEIRZE ZARXMREEMEFM A RRIETEREBHRNG N,
RENHLSAKETIE

B3R — BRHBREERS — EEHRHBR/ABEHRID

B2k — MEHBRS — SEERHIEEIE —#&KED,

3K — SEMEERIRD — XL REARR(ABREA L XS XEE KA.
58438 — (L S ASBE#EIEIRS — BIARGIL R EXHABR(ASBR)RYEEHARRID,

SB53K — ASHEREERIRAS — MASBRIR ARV SAEBES H o

ZRIX—K , Wan % BT SR EBFTD R Gl 1T H R

. BEEEZEXEE R,

. “BEIDITEEFIENEEEE,

o WHIFTR , XKEMNERXKEFESRZWEASEID , RE2E RSN FRERNDR, EAHIH
, X#30710.3.11.1 , Xi513710.6.11.2,

- EIXERHABRIEAZBXEMNXFEKHE, 10.6.11.0A FX150,10.3.11.0 F X1,

« RA4T RASBRIVEEHESID, XiE1EF/10.3.11.118 % 2H#HFEHASBR.

- E5RERASBRED KWEEH, EARMIH , B=FKHEEEH : 10.5.11.0, 10.5.11.32F]
10.5.11.64,

<#root>
Internal-FTD#

show ospf dat abase

OSPF Router with ID (10.6.11.1) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum Link count
10.3.11.1 10.3.11.1 234 0x8000002b 0x4c4d 1
10.6.11.1 10.6.11.1 187 0x8000002e 0x157b 1

Net Link States (Area 0)

Link ID ADV Router Age Seq# Checksum
10.3.11.1 10.3.11.1 234 0x80000029 0x7f2b

Summary Net Link States (Area 0)



Link
10.6.

Link
10.6.

Link
10.6.

Link
10.3.

Link
10.3.

Link

10.5.
10.5.
10.5.

EESEYS

ID

11.

ID

11.
192.168.

ID

11.

ID

11.

ID

11.

ID

11.
.32
11.

11

64

ADV Router Age Seq#
10.6.11.1 187 0x8000002a

Router Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 187 0x8000002c
192.168.4.1 1758 0x8000002a
Net Link States (Area 1)

ADV Router Age Seq#
192.168.4.1 1759 0x80000028
Summary Net Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 189 0x80000029
Summary ASB Link States (Area 1)

ADV Router Age Seq#
10.6.11.1 189 0x80000029

Type-5 AS External Link States

ADV Router Age Seq#

10.3.11.1 1726 0x80000028
10.3.11.1 1726 0x80000028
10.3.11.1 1726 0x80000028

- BREARAXFENTE
« THRIT ISR ARIE ST (OSPF) - iRiT15E

Checksum
0x7959

Checksum Link count
0x513b 1
0x70f1 2

Checksum
0xd725

Checksum
0x9f37

Checksum
0x874d

Checksum Tag
0x152b 311
Oxd34c 311
0x926d 311
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https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/tsd-technology-support-troubleshooting-technotes-list.html
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/tsd-technology-support-troubleshooting-technotes-list.html
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/tsd-technology-support-troubleshooting-technotes-list.html
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