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- REPHNFRZTEERRT.2.0M
« AEBEFMAEALIE(CA)

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

i1b B /=
B 515 /%\

SAML & 3 1E A TRAVPNE M E MV 2 N ALK A EAE MBERBRIT. SAMLRER S ZIE
R HRIENRRESNTRINE |, 551 2 5 HRMHEEF(dP) MRS R HEF(SP).

EFDMIRA7 2 xS, EEMAEEBWFTDHRE — MRS , Ed—XFSAMLE B RIERIdPRZDuo,
EXERAS | FHTFSAMLEGRIFIES FEZIFDMEY |, MMEBEARAR : CATRUET BB

o

Hit , BEAMIAP (ZBMETER ) =BMUMIES ( HlEMicrosoft Azure for SAMLE A IIE ) FEiX
ERAPENTZZEF , FHSAMLE BRIE KK,

N 1B FOMIRAT 3 XHESIRA AV LA FE RS A BN CARE B, KR T A
e B B PR,

MR AAzure iR AV B ELERAVPNIISAMLE B RIE , HBZIEBHEEEARRE . CATRUEY
B, WY&z Tshow saml metadata <trustpoint name> &5 MFTD& 51T 5 (CLI) R 3R T HE
N TR

<#root>
firepower#

show sam net adat a

SP Metadata

B &

FORIRAIN BT R L2 ABARIN7INBNESRAE , BER , MREHTFEMANEREERHX
BIZT72MRBEEMRA |, L0 LUEE 628 EBasic Constraints: CA:TRUEY & B B & S iE 3 Sk i
RUICERE], IFPHBENCAZEG , BEERAzure SAMLEEIFPEREE , FHHALEE



NAEB,

S B1:B8I2BY E | H“Basic Constraints: CA:TRUE"HJIE P Z R ER(CSR)
AN BB OpenSSLEIECSR |, FEESESEARRE : CATRUEYT E.

1.2 % B Z%&E0penSSLEM L i,

2. ( A% ) fEAmkdir <folder name> i S RIE—NE R , BUUEREPRBIBEBTEN X4

<ttroot>

root@hostl:/home/admin#

nkdir certificate

SHMRBIEBETHEFR , BEHZEB ZHEMZ1Topenssl genrsa -out <key_name>.key 409675 7
I N

<#root>
root@hostl:/home/admin/certificate#

openssl genrsa -out privatekey. key 4096

N A0 ARENEERFINTHKE, NREE  TUSEERNES.

4 i Ftouch <config_name>.confip 5 &I 2 &l & X4

5 A XK mESRREEXHF. EAXRRESF , EAVIMmHiZ1Tvim <config_name>.confii v, &R LLE
REH A X A gmER

<tfroot>

vi m confi g. conf

6.RMAETERIERZTRBERCSRFHER. BWRENXM4 R NbasicConstraints = CAtrued B &
, MMTRPR

<tfroot>

[ req]



default_bits = 4096

default_nmd = sha256

pronpt = no

encrypt _key = no

di stingui shed_nane = req_di stingui shed_nane

req_extensions = v3_req

[ reg_distinguished_nane ]

countryName =

stat eOr Provi nceName =

| ocalityNanme =

or gani zati onName =



or gani zati onal Uni t Nane =

commonNane =

[ v3.req ]

basi cConstraints = CA true

~ 7E:basicConstraints = CA:trueRIE PEEZEEENT BB , FIDFBER IR EIE B,

7THEREUN LS RAIENZBHANEE MY |, B LERopenssl req -new <key_name>.key -config
<conf_name>.conf -out <CSR_Name>.csrin 5 812 CSR:

<tfroot>

openssl req -new -key privatekey. key -config config.conf -out CSR csr

S EE , BAER XL P I HA<CSR _name>.csr3lfF |, Z X4 2SI K ESICARS 28
TZEMCSRX 4.

MITErTCCApUCAQAWSTELMAKGAIUEBhMCTVgxFDASBgNVBAgMCO11aXhjbyBDaXR5



MRQWEgYDVQQHDAtNZW14Y289gQ210eTEOMAWGALUECgwWFQ212zY28wggIiMAOGCSqG
SIb3DQEBAQUAA4ICDwWAWggIKA0oICAQDRWH+1ij26HUF/Y6NVITCkD5VIa6KRssD]8
[...]

Output Omitted

[...]
1RZ3ac3uV0yOkG6FamW3BhceYcDEQN+V0SInZZZQTw1Q5h23]sPkvImRpKSiTlc7w
3rkKfTXelewT1lIJdCmgpp6qrwmEAPYrj/XnYyM/2nc3E3yILxbGyT++yiVrr2RIeG
Wu6XM40410LcRdaQZUhuFL/TPZSeLGIB2KU6XuqPMtGAvdmCgqdPSkwWc9mdnzKm
RA==

N B BTFAUCER | AAEARE T SHA-2565SHA-1MICAXICSRE 1T | B
, Azure IdP'IvaE,.,\_I:FzZLIE:EHﬂEf@LaIE:E BXIEMEE , BSHLULTEEE  SAMLTHEH
EI’J SRFH &I

9 FF L CSRX M EEHCA— R AIZARME B LS,

FTH . 4IEBPKCS123X#

XESMILERRE , BFEER LT3N X0 28 N2 PR AE(PKCS#12) 3

- EENSFMIES
« R (ERENSRAEL )
- CAILHEE

SR LU B HEB MCAIE 8 S FI12 Q ZFANMCSRXMA W E —iRE . —BERBINXH , BEBIT

openssl pkcs12 -export -in <id_certificate>.cer -certfile <ca_cert_chain>.cer -inkey
<private_key_name>.key -out <pkcs12_name>.pfx@ 5 , FHEP Fi HPKCS#12,

<{froot>

openssl pkcsl2 -export -in id.cer -certfile ca_chain.cer -inkey privatekey.key -out cert.pfx

BITwmSE , RENEREBRMARL, RRIEBFNFELFD,
MRGSRI , FELYEE FPEIER N <pkes12_name>.piX’HIEFT X, X2 ERFHPKCS#12iE

=L  FIPKCS#12iE+H L& E|Azure MIFDM

HEPKCSHI12X G , EERH L& EIAzure IFDM,


https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/certificate-signing-options
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/certificate-signing-options

FHIEH L& BIAzure

1.2 FBENAzurel 1P , SMEBIEFERASAMLERRIERIFNCLNARR  AREBREIES,
2.8 N R3 FSAML Certificates"28 % , REIERE L EIMEFR>FwEE,

e SAML Certificates

Teken signing certificate

Status Active

Thumbprint 95

Expiration 12/19/2026, 1:25:53 PM

Matification Email

App Federation Metadata Url https://login.microsoftonline.com/ ..
Certificate (Basebd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional)

Reguired Mo
Active 0
Expired 0

3. BMFEIE R Import certificatei£ 1,

SAML Signing Certificate X

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

<+ Mew Certificate ’? Import Certificate }? Got feedback?

Status Expiration Date Thumbprint

Active 12/19/2026, 1:25:53 PM 99

4. BRI BICIZENPKCS12X 4 |, HEHEERIEPKCSH1 2341t A Z13,



SAML Signing Certificate

Marage the certificate used by Microsoft Entra 1D to sign SAML tokens issued to your app

= save <+ New Certificate T Import Certificate £ Got feedback?

Import certificate

Upload a certificate with the private key and the pfx credentials, the type of this file should be pfx and using RSA for

the encryption algorithm

Certificate: . "cert.pfx” | E

PFX Password: | sesssess |

5.&%fm , IFRRURBIEBIET,

SAML Signing Certificate

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

] save + New Certificate T Import Certificate a4 Got feedback?
Status Expiration Date Thumbprint
Active 12/19/2026, 1:25:53 PM 99
Inactive 12/13/2026, 2:43:39 PM E&

Inactive 12/21/2026, 5:58:45 PM 9E
Signing Option Sign SAML assertion
Signing Algorithm SHA-256

Motification Email Addresses

FHES L& ZIFDM

1. SMEINR > P >BHRMZEFECAILES,

X
v
v
X
]' " Make certificate active
4 Basetd certificate
download

1 PEM certificate download

4=

Raw certificate download

Download federated
certificate XML

e

[i] Delete Certificate




Y Fite v

Praset filters: Svstem defined, User defined
Add Internal CA

ACTIONS
&dd Internal Ceartificata

‘ Add Trusted CA Certificate ‘

2RABERNEESBH , HIXMIIP ( FRPKCS#123 4 ) L& BHIEH

Add Trusted CA Certificate

MName

azurelDP

Certificate

«=HEGIN CERTIFICATE=== |

MI IEC JCCALQRAWIBAR TBF raANBgkqhk | GO AQs FADS biadwerl g YDWQQL Ewli? 0 GAX
I AMEp RS T BETDC SrhvFwiel PYTWQOHEWN T ZX paDDAK BpAe Ta2 1 LeDE LAAKG -ﬁ;
"

T P T T W @ e e B T B R Ty e T PR SR AT W R o e o ko Py k] Wy kel et o SR oy T o

Validation Usage for Special Services

3. ESAMLY R AR EFTIEH H EFEE R



httpa:j/login, microgoftonline com/aEssms Sam S e e e

Sign Out URL
httpa://login. micrasoftonline com/aesmems S B e e e

%= feltns, Fio

Service Provider Certificate Identity Provider Certificate

ftdSAML W azurelDP e
Request Signature Request Timeout

None e

This SAML identity provider (IDP) is on an internal network

Reguest IDP re-authentication at login

IIIIII:::IIIIII

I uF
12 1Tshow saml metadata <trustpoint name>ar = AR ST IE T MFTD CLIZRE -
<#root>

firepower#

show sanml netadata azure

SP Metadata



xmins="urn:oasis:names:tc:SAML:2.0:metadata">

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

MIIDbzCCA1egAwIBAgIBDDANBgkghkiG9wOBAQwFADBbMQwwCgYDVQQLEWN2cG4x

...omitted...

HGag+/IfNKKgkhgT6g4eggMHiA==



Location="https://[...omitted...]/+CSCOE+/sam1/sp/Togout" />

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://[...omitted...]/+CSCOE+/saml/sp/Togout" />

IdP Metadata



xmins="urn:oasis:names:tc:SAML:2.0:metadata">

MIIEcjCCA1qgAwIBAgIBFzANBgkghkiG9wOBAQsFADBbMQwwCgYDVQQLEWN2cG4x

[...omitted...]



3Zmzsc5faz8dMX0+1ofQVvMaPifcZZFoM70B09RK2PaMwIAV+Mw=

Location="https://login.microsoftonline.com/[...omitted...]/sam12" />

Location="https://login.microsoftonline.com/[...omitted...]/sam12" />



Location="https://login.microsoftonline.com/[...omitted...]/sam12" />
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