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EARGIF , BLABRNERREER/AOG)MEAWFTD :

Ethernetl/1 (Inside-A)
Ethernetl/2 (Outside-A)
Ethernetl/3 (Inside-B)
Ethernetl/4 (Outside-B)
Ethernetl/5 (Inside-C)
Ethernetl/6 (Outside-0)

Firewall Management Center

s : - : : : o 48 _.
Overview Analysis [ Devices Objects Integration Deploy QA" 4+ @ adminv

FTD

Cisco Firepower 4110 Threat Defense

Davice Routing Interfaces Inline Sets DHCP VTEP

0, Search by name Add Interfaces v

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring ~ Virtual Router

" Ethamat1/6

® Ethamat1/8 Priysical

B XN EXNEEMInsideF|OutsideRINEE , XL HHIT T —XRE :

InTine Set A: Inside-A <-> Outside-A
InTine Set B: Inside-B <-> Outside-B
InTine Set C: Inside-C <-> Outside-C

APFFEEONIRFZREIZEENIEAYERVNFTRINFE R, B2 , KIRESFETERN
G, InTSEARR
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NEREZOIF T REBMIEN , MRZIDSER , BIREST-API#TRIE,

SEB1.ERIIX—K , EE{FRFMC REST-API'RREESE, XA LLUBE AR T —PMNURLIEERE
m -

https://FMC 1IP/api/api-explorer

= 2
=

Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco Firewall Management Center Open API Specification ® &2

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AP Quick Start Guide for additional information.

Domains

= -]
Troubleshoot >
Network Map >
Devices >

FMC REST-APIRREE SR

BH  EMIRBARITRE,




Bomains
[ slobal v

Troubleshoot

Network Map

Devices

SN apisfnc_config/vi/domain/ {domainUUIn} /devices/devicerecords/{objectId}
m Japi/fnc_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}

[@ /api/fnc_config/vi/donain/{domainUUID}/devices/devicerecards/{objectId}

50 /apisfmc_config/vi/domain/ {domainUuIn) /devices/devicerecords

POST fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords
m Sapiffmc_config/vl/domain/{domainUUID}devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectId}
m fapi/fme_config/vl/domain/{domainlUID}/devices/devicerecords/{containerUUID}/ fpphysicalinterfaces/{objectId}
m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectIid}

[0 sapisfmc_config/vi/domain/ {domainbuI0}/devices/devicerecords/ {containerUUID}/Fplogicalinterfaces/{objectid)

Devices¥¢ &

=% SMIBIGET &I AT .

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inTinesets

m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}
m fapi/ffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

IEEEE5) /epi/#nc_config/vi/donain/{domainlUIn}/devices/devicerecards/{containerUUIn} /inlinesets/ {objectId}

m Japi/ffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets
m fapiffmec_config/vl/domain/{domainUVID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}
[0 /apisfme_config/vi/domain/ (domainUUID)/devices/deviceracords/{containerUUID} /virtual suitches/ {objectTd)

. m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUID} /virtualswitches/{objectId}
m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /virtualswitches
fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches
m Japi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fpinterfacestatistics
m fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

MEREGETIEI

EHE . BFHTry it Outizd,



m Japi/fmc_config/vl/domain/{domainUUID}/devices /devicerecords/{containerUUID}/inlinesets/ {objectId}
m fapiffmc_configs/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

IEEE5 /epi/tne_config/vi/donain/{domainlUIn}/devices/devicerecards/ {containerUUID} /inlinesets/ {objectId}

m fapi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

Retrieves, deletes, creates, or modifies the inline set associated with the specified NGIPS device ID and inline set ID. if no inline set 1D is specified, retrieves list of all inline sets associated with the specified
NGIPS device ID.

Parameters.

Mame Description

containerUup = wavied
The container id under which this specific resource is contained.

string
(path)
bi03d7el-bdef-11ee-baZa-bibe30d93c81
domainUuD * e
e Domain UUID
(path)
e276abec-e0f2-1163-8169-6d9ed49b625f
offset
intagan($ime32) Index of first item to return.
{quary)

MNEREEGET Try it OutiZ4

AL : FAFTD UUIDE#containerUUIDF B (AN FTDA 1T £ M show versoné $ &) , A5 % &

Execute,

Parameters Cancel

Hame Description

Kﬂntainel‘UUlD & fequited

string The container id under which this specific resource is contained.
(path)

bf03d7a0-bdef-11ee-be2a-b0ba30d93c81

domainUUID * _
string Domain UUID
(path)
e27Babec-e0f2-11e3-8169-6d9ed49b625f
offset
integar(3intda) Index of first item to return.
(query)
offset - Index of first item to return.
limit .
integer($int32) Mumber of items to return.
(query)
limit - Number of items to return,
expanded ) . . ) . )
bealasn If set 1o trus, the GET response displays a list of abjects with additional attributes.
(query) -
query, l - » ]

Pacnancac

MERSEIMAT

EARY : BT R3NEIResponse BodyH E HIHEHEBRFTEMIEDID , FEAHIH Hinline Set Co

"id": "005056B3-BB52-0ed3-0000-021474837838",



Server response

Code Details

200
Response body

276abec- o2 1le3 . ~bdef- 2a- b e 3093 inlinesens/ 00505663

fdevices /devicereeords Hf83dTe8 bdef=11ne:

content-emcoding: gri
contentssecurity-polisy: base-uri ‘salf’

M Bk SEGETHE B 1E 3T

SB7. SMEBIGET EW AT :

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inTinesets/{objectId}

Japi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/Fplogicalinterfaces/{objectId}
fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces/ {objectId}
j fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUVID}/fplogicalinterfaces

fapi/ffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces

GET | fapi/ffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

fapiffme_config/vl/demain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/ {objectId}
m fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}
| fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

| fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

: Japi/fme_config/vi/domain/{domainuUID}/devices/devicerecords/{containerWUID}/virtualswitches/{objectId}

fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}
m fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerID}/virtualswitches/{objectId}
GET Japi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches

| el | fand i Fme ranfiofvl fdamain /S damad alIITOL fdavi Fae Fdavi rarararde (S eanrai narl 1ITNL Sud rrial ewd Frhae

MEREEIREU KRID

S8 BETryit Outizi,



m fapi/ffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces
m fapi/ffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces
m Sapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

Retrieves, deletes, creates, or the inline set with the specified NGIPS device ID and inline st ID. If no inline set ID is specified, retrieves list of all inline sets associated with the specified
NGIPS device ID.

Parameters.

Hame Description

Ohjecﬂd & required

shring Unigue identifier of an inline set.
(path)

containerUuip * i

string
(Path)

The container id under which this specific resource is contained.

domainUUID * o .
string Domain UUID

(peth)
©276abec-e0f2-1183-5169-6d9e049b625f

KRB EGETH RIDIX A

ST OFEASRFREMNIDE R objectl dFE , FRAF RS FERAAFTD UUIDE #containerUUID, ZJg , B HiExecutelZl,

FUPU RSV, URTIEIES, LIRSS, UL DU G R ST GS3U0 IU WIAT U SIS WA B SRR IR SR IR 11 T R S IR ES BRI, (IS DS G I S SRSULIAIE WL R SR
NGIPS device ID.

—

Hame Description
objectld * quireed )

string Unique identifier of an inline set.
(path)

00505683-B852-0ed3-0000-021474837838

containerUUID * roeed
string The container id under which this specific resource is contained,

{path)
bf03d7e0-bdef-11ee-be2a-b0be30d93c81

domainUUID # rouied
string
{path)

Domain UUID

e27Gabec-a0i2-11e3-6168-6d9ed49b625f

Responses
Code Description Links
200 No Himks

AMEREGETX RIDIIT

S, 10K IFREST-APIZ R AN IE 3,



demadm el TEabee= 8111 = BI5H/ Pecords [eF830Ted bdef-11en: beln:bibe 3045381 /inlinasens )

Sarver response

Code Details

200
Responie body

43-8000-8114T4837838",

43818 fapd / perfig /vl domain el TEabee - e8¥1s 1163 B1639 +Gd9eat0bEIST  devices de ords /b¥B3dTed  bdef-11ee-bela: bdbeiBand s 6B3.BE5Z-Bed3 «B009-0114

enche-contro.

coansction: Kasp-Aliv

content-encoding: grip
comtent-security-policy: base-urd 'self’

A BX EEGETX &RIDIA B7 IE 32

£ O Ethernet /64 1Y MEREERY 58 — MNAH | T Ethernet l/SHR NN 3 =/ NAH . X R E 7 N Ethernetl/62 BL 8912 O IDAY 7 B IR F 1K
T Ethernetl/5, XFWIEFMCTEREBRE L@ THEO DB RAMNER,
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EOIDAFXOSEM BB BRGNS E , At , FEEFXOSHBIMBRED , RAERAEINFIRE , SMEBRDEID,
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Devices > Device Management > Edit the desired FTD > Inline Sets.
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Application Version Resource Profile Hanagement 1P Gateway Management Port Status.
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