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X & £ FA 1 Snortifiz 1T B9 Th BE (AN Geolocation, URL(Universal Resource Locator)idiE 28, AR
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DESTINATION

HETWORKS 2 3 ZOMES HETWORES APPLICATIONS 3 USERS

* 1 Inside_Outside... [ ] inside_zone outside_zone

* 2 testappid e outside_zone Inside_zone dchan
dshared
Block
>3 testurd { v Al
° Avartisame..
Bl
3 4 testgeo e Russian Federat..
Bl

EXE , B UERGUILEENSHSSnort EFTREY EFEAMNIES

access-1ist NGFW ONBOX _ACL remark rule-id 268435458: ACCESS PCLI CY: NGFW Access_Policy
access-1ist NGFWONBOX _ACL remark rule-id 268435458: L7 RULE: testappid

access-1ist NGFW ONBOX_ACL advanced permit object-group |acSvcg-268435458 ifc outside any ifc
inside any rule-id 268435458

access-1ist NGFW ONBOX _ACL remark rule-id 268435459: ACCESS PCLI CY: NGFW Access_Policy
access-1ist NGFW ONBOX ACL remark rule-id 268435459: L7 RULE: testurl

access-1ist NGFW ONBOX _ACL advanced permit object-group |acSvcg-268435459 any any rule-id
268435459

access-1ist NGFW ONBOX_ACL remark rule-id 268435461: ACCESS PCLI CY: NGFW Access_Policy
access-1ist NGFW ONBOX_ACL remark rule-id 268435461: L5 RULE: testgeo

access-1ist NGFW ONBOX _ACL advanced permit object-group |acSvcg-268435461 any any rule-id
268435461

ESnortim B FMMHW B XMT :

268435458 deny 1 any any 2 any any any any (appid 948:5, 1079:5) (ip_protos 6)

# End rul e 268435458

268435459 deny any any any any any any any any (urlcat 2027) (urlrep le 0) (urlrep_unknown 1)
268435459 deny any any any any any any any any (urlcat 2006) (urlrep le 0) (urlrep_unknown 1)
# End rul e 268435459

268435461 deny 1 any any any any any any any (dstgeo 643)

# End rul e 268435461

I8 UF Z Linaf Snortis tn{a&b 3 M

R Fpacket-tracerin & % IE@&LEIH:;’EMWU &= E {F Fsystem support trace =z system support
firewall-engine-debugill iz tt X £ KRR E

TR —ANFE 3 E A7 FE LEH A R

> gystem support trace

Enabl e firewal |l -engi ne-debug too? [n]: ¥
Pl ease specify an | P protocol
Pl ease specify a client |IP address:



Pl ease specify a client port:

Pl ease specify a server |P address:

Pl ease specify a server port:

Moni toring packet tracer and firewall debug nessages

10. 130. 65. 192 52459 -> <Ceol ocation block I P address> 443 6 AS=0 I D=1 GR=1-1 Packet 7: TCP
12****gx = 09/ 21-17:17: 13. 483709, seq 957225459, dsize 0

10. 130. 65. 192 52459 -> <Ceol ocation block I P address> 443 6 AS=0 | D=1 GR=1-1 Session: new snort
session

10. 130. 65. 192 52459 -> <GCeol ocation block I P address> 443 6 AS=0 I D=1 GR=1-1 Appl D: service
(0), client: (0), payload: (0), msc: (0)

10. 130. 65. 192 52459 -> <Ceol ocation block IP address> 443 6 AS=0 ID=1 GR=1-1 Firewal l: starting
rule matching, zone 1 -> 1, geo 0(0) -> 643, vlan 0, src sgt: 0O, src sgt type: unknown, dst sgt:
0, dst sgt type: unknown, user 9999997, no url or host, no xff

10. 130. 65. 192 52459 -> <Ceol ocation block IP address> 443 6 AS=0 ID=1 GR=1-1 Firewal | : bl ock
rule, 'testgeo’, force_block

10. 130. 65. 192 52459 -> <Geol ocation block I P address> 443 6 AS=0 ID=1 GR=1-1 Stream pending

bl ock, drop

10. 130. 65. 192 52459 -> <Ceol ocation block I P address> 443 6 AS=0 I D=1 GR=1-1 Policies: Network
0, Inspection O, Detection 3

10. 130. 65. 192 52459 -> <GCeol ocation block |IP address>

10. 130. 65. 192 52460 -> <Ceol ocation block I P address> 443 6 AS=0 I D=1 GR=1-1 New firewal
session

10. 130. 65. 192 52460 -> <Ceol ocation block IP address> 443 6 AS=0 I D=1 GR=1-1 app event with app
id no change, url no change, tls host no change, bits 0x1

10. 130. 65. 192 52460 -> <Geol ocation block I P address> 443 6 AS=0 I D=1 CR=1-1 Starting with
mnimum 3, "testurl', and SrcZone first with zones 1 -> 1, geo 0 -> 643, vlan 0, src sgt: 0, src
sgt type: unknown, dst sgt: O, dst sgt type: unknown, svc O, payload O, client 0, misc O, user
9999997

10. 130. 65. 192 52460 -> <Ceol ocation block IP address> 443 6 AS=0 I D=1 GR=1-1 pending rul e order
3, "testurl', ApplD for URL

10. 130. 65. 192 52460 -> <CGeol ocation block | P address> 443 6 AS=0 I D=1 GR=1-1 rul e order 3,
‘testurl', action Block continue eval of pending deny

10.130.65.192 52460 ->

10. 130. 65. 192 52460 -> <Geol ocation block I P address> 443 6 AS=0 I D=1 GR=1-1 M dRecovery data
sent for rule id: 268435461, rule_action:4, rev id: 1095042657, rule_match flag: 0x0

10. 130. 65. 192 52460 -> <Ceol ocation block |IP address> 443 6 AS=0 I D=1 GR=1-1 deny action

10. 130. 65. 192 52460 -> <Geol ocation block I P address> 443 6 AS=0 | D=1 CR=1-1 Del eting Firewal
sessi on

IEMEAEL LR ERIR , SnotREANKRERESSH , FETCEHEEMBE LM T
, RIEELZRAMBRIZRN 21,

FLinalRMIRER L | WA LUEER| , EACCESS-LISTH B , BB TE NP AVFEMAAN , MAF2
ETRHIE R A IR E AN ; EESNORTHIER , RAVEE T Snortk F T M N268435461 , X =
I TELIRAN

testftd# show cap test trace packet 1
9 packets captured

1: 17:36:52.082011 10. 130. 65. 192.53336 > <Geol ocati on bl ock | P address>. 443: SWE
316839441: 316839441(0) win 8192 <mss 1460, nop, wscal e 8, nop, nop, sackOK>



Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 3

Type: | NPUT- ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Found next-hop 10.130. 65. 188 using egress ifc outside(vrfid:0)

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group NGFW ONBOX_ACL gl obal

access-list NGFW_ONBOX_ACL advanced permit object-group |acSvcg-268435459 any any rule-id
268435459

access-list NGFW_ONBOX_ ACL remark rule-id 268435459: ACCESS POLICY: NGFW_Access_Policy
access-list NGFW_ONBOX_ ACL remark rule-id 268435459: L7 RULE: testurl

obj ect-group service |acSvcg-268435459

service-object ip

Addi tional Information:

This packet will be sent to snort for additional processing where a verdict will be reached
Phase: 5
Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 6

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8
Type: | P-OPTI ONS
Subt ype:



Result: ALLOW
Confi g:
Addi tional |nformation:

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 6902, packet dispatched to next nodul e

Phase: 10

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:
Application: 'SNORT | nspect’

Phase: 11

Type: SNORT

Subt ype:

Resul t: DROP

Confi g:

Addi tional |nfornation:

Snort Trace:

00: 50: 56: 96: DO: 48 -> 00: 50: 56: B3: 8C: E3 0800

10. 130. 65. 192: 53336 -> <Ceol ocation bl ock I P address>: 443 proto 6 AS=0 ID=1 GR=1-1
Packet 22: TCP 12****S*  (09/21-17:36:52. 073696, seq 316839441, dsize O

Sessi on: new snort session

Appl D: service: (0), client: (0), payload: (0), msc: (0)

Firewal | : starting rule matching, zone 1 -> 1, geo 0(0) -> 643, vlan 0, src sgt: 0O, src sgt
type: unknown, dst sgt: 0, dst sgt type: unknown, user 9999997, no url or host, no xff
Firewall: block rule, id 268435461, force_block

Stream pendi ng bl ock, drop

Policies: Network 0, Inspection O, Detection 3

Verdict: bl acklist

Snort Verdict: (black-list) black list this flow

Resul t:

input-interface: outside(vrfid:O0)

i nput -status: up

input-line-status: up

output-interface: outside(vrfid:0)

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (firewall) Blocked or blacklisted by the firewall preprocessor, Drop-location:
frame 0x000055b8a176d7b2 fl ow (NA)/ NA
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/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/access_control_rules.html
/content/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-access.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd00446
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