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FTD-PlatformSettings

Enter Description

ARP Inspection

Banner

DNS

External Authentication
Fragment Settings

HTTP Access

SMTP Server

Timeouts
Time Synchronization

Time Zone

UCAPL/CC Compliance

Logging Setup Logging Destinations Email Setup

Event Lists

Rate Limit

Syslog Settings

Syslog Servers

Basic Logging Settings
Enable Logging
Enable Logging on the failover standby unit

Send syslogs in EMBLEM format

[ Send debug messages as syslogs }

Memory Size of the Internal Buffer

52428700

VPN Logging Settings
Enable Logging to Firewall Management Center
Logging Level

[ debugging v

Specify FTP Server Information

FIDEWFERE — RGBS

PSIR2 BB Z % Splunk Enterprise = HHENRE B ERFZ[EITHITEN N IPHut, EX £

AT

IP Address: Fill in the IP address of the host acting as the syslog server
Protocol: TCP/UDP (usually UDP is preferred)
Port: You can choose any random high port. In this case 5156 is being used

Interface: Add the interface(s) through which you have connectivity to the server



Add Syslog Server Q

P Address* | (D T+

Protocol () TCP (@ UDP

Port ‘ 5156 |

Log Messages in Cisco
EMBLEM format(UDP only)

Enable secure syslog.

Reachable By:

() Device Management Interface

(®) Security Zones or Named Interface

Available Zones c Selected Zones/Interfaces
Q_ Search Squtside ™
sanside

outside

Interface Name ‘

FIDEWFEIRE — HINRS B SRS SR




Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers
Allow user traffic to pass when TCP syslog server is down (Recommended to be enabled)
Message Queue Size(messages)*
512
+ Add
Interface IP Address Protocol Port EMBLEM SECURE
outside - uoP 5156 true false £
FTD_tEIg:FéI\'L E:;Zﬁbﬂ%\db /u\HER%ﬁ

HIR3. 0 R 5 B EBRS 270 B & B #Ro

AR SRR A IR R S R AR

B BEL 7.

Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers
()
Logging Destination Syslog from All Event Class Syslog from specifhc Event Class
FIDLWFARE — FMBHIEFEEIR
Add Logging Filter Q
Logging Destination ‘ Syslog Servers v ‘
Event Class ‘ Filter on Severity | debugging M

Event Class

FIDEWFAIRE —RBASICEBRMN™EMRS

RXESRE  FPAREELIEEIFTD,
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-+ Add

Syslog Severity
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Administrator =

a1}

Add Data

i

Monitoring
Console

S ZEISplunk LRI IR A

PSE3IERUDP , REEHIM T —I EE FHNew Local UDP,

| Search settings...

KNOWLEDGE

Searches, reports, and alerts
Data models

Event types

Tags

Fields

Lookups

User interface

Alert actions

Advanced search

All configurations

SYSTEM

Server settings

Server controls

Health report manager
Instrumentation
Licensing

Workload management

Mobile settings

DATA

Data inputs )

Forwarding and receiving

Indexes

Report acceleration summaries

Source types
Ingest actions

DISTRIBUTED ENVIRONMENT

Forwarder management
Indexer clustering
Federation

Distributed search

USERS AND AUTHENTICATION
Roles

Users

Tokens

Password management

Authentication methods



Data inputs
Set up data inputs from files and dire

Local inputs

Type Inputs Actlons

a TCP port for incoming data, e.g. syshog
a UDP port for incoming data, o.g. sysiog 1

Ri“UDP” LA AUDPE#E

ubP o=

Data nputs » LDP

BIE“F A UDP 5 A

TRAMAREZRGE LN KO, EHAEFTDRSE RSB LRENKOMERE , EARHIGH R
5156, ENEZREB —NR(FTD)MRLKERE , iR Only Accept Connection FromFRIZEEN 5
SplunkfRE 5 BEMFTD LEOMIP, ¥t Nexto

sddoun  ®

TCF or UDF port to capture data sent over the network

{EEIROFMFTD IP# 3k

SRS JEF LAMSplunk EFIE L FREFERARFRREMREIFRE , T @RGP ARE
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Add Data *—— < Back Raviaw »

Saloct Source Input Semngs

Input Settings
ot i

Oplicns

App Context

Method [ DHS Custom

A sandbon
configuration without

dex 15 you
production indexes. You can

Leam Mare 12

ys change this se

BLEHERARE

SEo.REIRE H B FHSubmit,

ravna O8O o

Select Source Input Settings Review
e WDP Port
Port Number . .. 5156
Source name override ......... MN/A
Restrict to Host ....ccevecvvvceeeie -
SoUrce TYPE ..cvvvcreeeemssasssses cisco:ftd:syslog
App Context .....ococveeeenveneeeenn. lAUINCHET
HOSE .. (IP address of the remote server)
)T L RO cisco_sfw_ftd_syslog
EFBEHARE

MATSPLE R I 2 2 Bl E AR

F1%5 . FMEISplunk LB RZFRE KA.



Apps < Hello, Administrator

@ Recently v bry you

[ Bookmarks 23 Dashboard

~ My bookmarks (0)

Cisco Secu

Shared with my srganization (0) Add bodk

Shared by me

Shared by other administrators

~ Splunk recommended (13)

Commoen tasks

Upgrade Readiness App

Visualize your data

Add data Search your data

ik,

Turn data Create dashboards th

Add data from a v

SMEBRMIRE N A

SR BEEMI I BIESEHNITSPLER, EBALEEventsit M F T EBEFFMNAER(ERF
ERT) , FEStatisticsiET FHREFE S NMARBIIERE T , HIEVisualizationi& T+ T £ Aix &
SIHEEREFLEIE.

New Search

> IPwé address “«[*\>1a\> assigned to session”| search group_policy

o | rex field=_raw "Group “e{?<group_policy>[*>1¢)\> User \<[*>1\>

Fu_frd_:

group_palicy

index="cisco_t

¢ T8 events b

Events (28) Visuslizatian

i Time

< Higie Fielg

aBa-bhSIbaGEIbAa 1 XFTD-sve-4 o <sales Dept> User (D (LT

¥ G245

SELECTED FIELDS
10:58:43.000 PM

& group_p

Growp <IT_Dept> User (D 17 -GN - 1Fvé Ad

 source y G24ZE sum 24 20:32:56 (D : 2o 25 ©2:35:16 UTC alabbeat-0528-11ef-aaba-b652ba561baa : SFTD-sve-4
8:32-58 000 PM dress (D> PG sddress <::> assigned to session
5 udpEiSE

¥ = IT_Dept

a8 5-BES2EASE1baS

3
5156
> B2 aBbeati-2528 aafa-bE5IbESEIbaa © NFTD-svc-4 : Grovp <sales_pept> user (D - (D 7+
B:27:27000 PM
act Mew Fields
ER 2% 14 t XFTD-gve-4-72M51 pept> User D 1P AN 1

B:26:50.000 PM

ERSPLEWREREHN

gred to session™] search group_policy=s | AN tim

r el lne 18

i~ ) Preview: on

20 Py

roup_polky

Sales_Dept
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New Search

gned to session”

index="cisco_sfw_ftd_syslog® | rex field=_raw “Group ‘<{?<group_policy>[*>Je )i User \a[*>1943 1P \e[Vdl, Jo\> IPv4 Address wa[idy. 1\ IPvE address \<[*\>]e\> as:

5 count group_policy

« 2B events [Defone 713725 B:15:04.000 PM

Job * - & W Verbose Mode ¥

Events (28)

tes (4] Visualiration

& Pie Chart =

Find mone wisual

Pie Chart

Compare calegories in & dataset
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New Search wAsT reate Table View  Close

Rapart
index="clsco sfw ftd syslog® | rex flelde_ram "Oroup \<(T<grow_policy>(*>J+)\> User \<[*>1+\> 1P \<[hd\. J\> IPvd Address \<[\d\.}+\> IPvE sddress \<[*\>]0\> assigned to session”] sea All time * ﬂ
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Save Panel to New Dashboard X

Dashboard Title FTD_Dashboard |
ftd_dashboard # Edit ID

Description Optional Yy

Permissions & Private v

How do you want to build your dashboard? What's this?
Classic Dashboards Dashboard Studio NEW
The traditional Splunk dashboard A new builder to create visually-
builder rich, customizable dashboards

Select layout mode

Absolute ; :—--'—J | Grid
Full layout control | | —T ! Quick organization D!'I"'I
. | O
Panel Title Successful RAVPN Connections Per Group Policy
Visualization Type € Pie Chart B Statistics Table

» Advanced Panel Settings

Save to Dashboard

R HEARRIRE
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HERo

Q

Dashboards > Search & Reporting

Dashboards include searches, visualizations, and input controls that copture and present available data.

Latest Resources

1 Dashboards Al Yo

i Tite = Actions Cwner & App ¢ Sharing =

» Edit = actmin search App

WAEE RHER
RIFSPLE WAL B B1R

$B1. 5 EISearch and Reporting App AMEFIZ1TSPLEW , URIFEIFEREA Ttk BRAY
EHAR,

Find Q

>‘ Search & Reporting

New Search Save s~
indew="cisco_sfu_ftd_syslog® | rex "authemtication (?<auth_status>Vwe)hss:® | sea auth_status=Rejected ax "user IP = (T<user_ip>wa{1. 3372\ 0Na01,330(33)"| sea user_ip=s | stats coumt reject_count Al time - n
wser_ip

« 29 events (before 713725 1

Events (26) Patterms alization
o O 1 i et Col
i Py 1
m = Tier
» 624125 eab-0828-11ef-aa8a-bE5IbR561baa @ WFTD-auth-6=113015: AAA user autkentication Rejected : reason = Iewvalid pa
L03:22.000 AM
0 SEANES: ] > G245 £-0828-118F - 3a8a-bES2BOCE1bas ¢ XFTD-suth-6-113015: AAA user authentication Rejected : reasca = Invalid pa

BOE19.000 AM
INTERESTING FIELDS

623725
4:5736.000 AM

5-11ef-aa8a-bE52b0561baa | BFTD-auth-6-113015: AAA user authentication Rejected : reasen = Irvalid pa

> &2372%
4:57:23.000 AM

0828=11ef-3a8a-bE52bO561baa | XFTD=-suth=6=113015: AAA user sutkenticatice Rejected : reasea = Ievalid pa

> G235
ASTN000 AM

IZ{TSPLE ) LA B 240 A B4R
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Permissions: Shared in App.
Alert Type: Real-time (allows failed user authentications in the last 10 minutes can be tracked continu
Trigger Conditions: A

cust om
condition is used to search if the
rej ect _count

counter from the SPL query has exceeded 10 in the Tast 5 minutes for any IP address.
Trigger Actions: Set a trigger action such as

Add to Triggered Alerts, Send email, etc.

and set the alert severity as per your requirement.

Save As Alert X

Settings

Title Alert to notify more than 10 failed attempts in 10 minutes

Description Optional

A
Permissions Private Shared in App
Alert type Scheduled Real-time
Expires 10 minute(s) v
Trigger Conditions
Trigger alert when Custom =
Per-Result

. 1 Triggers whenever search returns a result.
e.g. "search count >

Number of Results

in = .
riggers based on a number of search results during a
rolling-window of time.
Trigger
Number of Hosts
Throttle ? D Triggers based on a number of hosts during a rolling

window of time.

Trigger Actions Number of Sources

Triggers based on a number of sources during a rolling

+ Add Actions 1
window of time.

v Custom

Triggers based on a custom condition during a rolling
window time.

Save

BRI H AR

ikl



Trigger Conditions

Trigger alert when Custom »

[ search reject_count>10 )

e.g. "search count > 10°. Evaluated against the results of the base search.

in 5 minute(s) v
Trigger Once For each result
Throttle ? ]
IR BERAEMIRE
Trigger Actions
+ Add Actions ¥
When triggered v é Add to Triggered Alerts Remove
Severity Medium =
Info
Low
High

“

BIEERNEMIRE
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SR BHERANERE  CTARBATRANHARIRE. WER. RHERNRNER.
EFRAE

BOERERNAXRBIAZEBREIBRIBLEENEE , HAXEAEISBTUE RfEsplunkiE &
ki, ATUBNRERSIMEH BE(EFRFEKS|= "cisco_sfw_ftd_syslog") A K 5 H o< Bx i i 8] & Sk 36

:LIEJ\Z_IQO

Help = Find Q

. Search & Reporting

New Search

adsntabnnn sty Fd_syslog” ast 24 hours =
Ipen bookmarks [Ctrl«E)

290,844 events (713251 100 AM o 714/25 138:08.000 AM Mo Event S F B i ’ s i



KEAEERE

i Time Event

> TH4i25 Jul 14 01:36:¢0 (D :Jul 14 07:36:09 UTC: %FTD-config-7-111889: User 'enable_1' executed cmd: show resource usage resource Routes
1:36:00000 AM  oc: ~ (D  -curce = udp:5156

REAEERS
EE Rt 2 HE R
ZAIS MBI QIR BE L RHER , HEMNFTDERFTHREMNBEN , EEEMNERLNER

o

FTD_Dashboard

Global Time Range

Last 24 hours hd

RAVPHN Connections Per Group Policy

S EBHER
RERBCMREMER

RATRIEEXRBIRWEES , B LEMBER, RENEBRIY , EEHRENERESR, £EView
Recentbli#t —F R B MIBR,



Searches, Reports, and Alerts

Searches, reports, and alerts are saved searches created from phw

2 Searches, Reports, and Alerts Type: Al » App: Ses -
Name = Actions
Alert to notify more than 10 fail Edit =
Excarrding maimis Edit ¥

W

3

EXEF

Jobs

Manage your jobs. Leamn More 12

68 Jobs Ap All =
i U owner = Application = Events = Size *
admin seafch fn 457 ME

Alert to notify more than 10 falled attempts in 10 minutes |real-ti

KEAEFER

Owmer: Administrator (admin) » 1 Q
# Type Next Seheduled Time * Display View = Owner * App
Rumn [2 2025-07-14 01:24:00 Pacific Daylight Time none admin search
Run [2 2025-07-14 01:24:00 Pacific Daylight Time none admin

- % -
1 2 4 5 & 7 Next >
Created al « Expires = Runtime = Actions
Jul 13, 2025 10:56:02 PM Jud 14, 2025 122730 AM 02:29:27 Rusnnin 1 ] -

Find

e}

Search & Reporting

i user_ip=*

“user IP = (Pwse

h auth_status=fe ed | rex

ode w

KEMABERNSEIT

SRS

reject_count £
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