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B B % & A LA{EFRFC 2132, RFC 2562FIRFC 5510918 EIDHCP&E T M E &,
TXERSN1RI255FTEDHCPI:I |, {Bi&I1, 12, 50-54, 58-59. 61, 67F82E&k
RFC 21328 T B NN S NS S EELE A< DHCPEIN : 5860F 54310,

AR RBIE EH R BADHCPIET43 ( HNEIFER R ) M{AIEWindows Server 2019 EiE1T
, FTDf 7 YDHCPH KR E,

IETA3EDHCPIRSBREEB MF M inE M ET HNBNER , EEARSFRZERTZENMNERE
FHzHER , AEEIM T ARVLANS FRH,

BoiE
R 5 P

192.168.2.x

.
E DHCP_Server
192.168.2.5/24

Data

DHCP_Relay Agent ‘ L ‘

— Data2

192.168.7.2/24
/ EO

DHCP_Client

B iEDHCP A 4

FTDHOIF DHCPH IR | {25 % P i A BDHCP IS 88 2 B (R,
CAMTEFHERFAMMERRERIE | HIHDHCPIRS B ME 5 B it 7T B E = i 65

EE8,
1 MDHCPRRS 22U BN R A |, AN EHIESE X BDHCPE F ik,
BEDHCPHU4AERNTELSE ;



1.1 EDHCPH 4K HE,
2.8 B/ EBDHCPARS 88,

it EDHCP R 4# {32

EfEDHCPH Y , FRENUTHER :

1.8MEREZ>REEE,

2. ATEHFTDRENRERH,

3.5 E/DHCP > DHCP Relayi£i,
4. B HAdd,

BOMNTHIRPERELNED, XREONTESRERNVE , 3 BEDHCPE Fin Al LAE £
BEREE B O B ATIP#BIEE R
J5 FIDHCPH 4k : & AR SUBUEDHCPHR 4RSS .

Deice Irterfaces. Inline Sets Routing DHCP VTER

1Pvd Relay Timeout:
B0

Edit DHCP Relay Agent Confguration @
Intesface®

%3 Enable IPvd Fislay + A

Se1 Route
Intestace Sat Route{IPv4]
Ens v Filay

DHCP_Relay_Agent_Config

5.8 HOKIRFDHCPH AR BN R BRE,
BB S DHCPRRSS 25

EREEFWmIFRERIINASFDHCPIRS S IPHit , BREU TSR

S EIDHCP ServerZfy , AE# THAdD

1.7£ServerF ™ |, 5 ADHCPIRFZ 2589 IPHutt, WAL THEERERTNEMENR , thAl LB
HEHMNS+)ERIR —NHHET R,

2. InterfaceF B |, EEEEEFIDHCPRRSE/EO,

BERFEE , FREHOK, AlF , BEiSavellFEF A RE,



Inkene Sets

Fvd Rolay Timeout
&0

B Bty Timeout
&0

DHCP Relay Agent

DHCP_Server_Config

Routng  DHCP

15 Trust All information

DHCP Servers

VTEP

Edit DHCP Relay Server Configuration @

Server
Winigaehvir
Intertace

dhop_server

A3ET R , #%F|Deployitll , BENAEHRNFTDIRE , AR 2T DeployBIIFAIREMNZE,
ESNEDHCPARS 85 L/ Ak143

HEE  RIERFC 2132 , T4 H/NKENRN 1,

S EIDHCPIRSZ ERE H # EIPv4 |, AT %R ScopeFMScopeit T>F ZigE >E BRI H B Bk

143

2

File Action View Help

&= | HFXE 4=

| 5| &

&| Reservations

g DHCP Option Name Vendor Value Policy Mame
= win- 7 y
v “‘_"”lsafm's‘cqqm [£] 003 Router Standard 192.168.7.2 None
v B _\r | 006 DS Servers Standard | Scope Options ? Y
v [ Scope [152.168.7.0] | petp ‘
| Scope [192.168.7.0] -
- 043 Vendor Specific Info Standard
o} Address Pool
. General Advanced
@ Address Leases

Available Options

: _ Description »
B Sco_p_e Options O 040 NIS Domain Name Name of Ne
! Polme_s [ 041 NIS Servers Addresses c
.4 Server Options [ 042 NTP Servers Addresses ¢
G| Policies 043 Vendor Specific Info Embedded §4
| Filters < >
Enable_Option_43_On _External_DHCP_Server
= >, 57 {85 BEA 7o =1 ; Pl = AN B
B , MAREREZRZ , SBFTDEFBESHRES R AR ER,
. A
File Action View Help
== N ¥ B G = Hm &
k'] QHCP | Optien Name Vendor Value Policy Mame . Actions
v R ":'"I';z:‘“"“‘q""" |£] 003 Router Standard 192.168.7.2 None Scope Options -
v BTy =] 1006 DINS Servers Standard | Seope Options H 4 More Acti
= : i = [ g .
| Seope 192168701 ] 043 Vendor Specific Info Standard crenaen
i} Address Pool General | Adw, 043 Vendor Specific Info -
& Address Leases
El Reservations “Povakibhe Options Descigtion ~ Mare Actiens
EISEOREE ] 040 IS Domain Name Nasme of Ne
1 Policies [ 041 NIS Servers Addresses ¢
i Server Options 042 NTP Servers Addresses ¢
3| Palicies [ 043 Vendor Speciic Info Embedded v
T/ Filters < >
B 1P
Data entry
Data Binary ASCII
ooon |




Default_Config_Of_Option_43

MEEAWireshark I BRSS 28 , BRAIAI , HOFFERKIFEE D |, ¥KEHOR |, ;ZEET4INE,

2845.. 25665.243313 192.168.7.2 192.168.2.6 DHCP 344 DHCP Discover - Transaction ID @x74376143

2845. 25665.243654 192.168.2.6 192.168.7.2 DHCP 342 DHCP Offer - Transaction ID @x74376143

2845. 25665.243685 192.168.7.2 192.168.2.6 DHCP 370 DHCP Request - Transaction ID @x74376143
Server host name not given ~ 89 50 56 a@ 94 Fc 80 58 56 a@ ab 54 O 00 45 0
Boot file name not given 81 45 @5 f3 00 0@ 80 11 90 00 cO a8 92 86 <P ad

Magic cookie: DHCP

Option: (53) DHCP Meszage Type (Offer) gy GL 43 00 o8 m 03:08. (90:08'C0128|4700 cO

82 86 cB a3 B7 B2 OB 50 55 2@ 2c 59 OB B0 0D 00

Option: (1) Subnet Mask (255.255.255.8) 98 60 08 B9 0O 60 00 00 00 60 90 B0 B9 99 09 08

. Option: (58) Renewal Time Value 00 00 PO OO OO 90 B9 90 PO B0 PO B0 PP 00 B0 PP
Option: (59) Rebinding Time Value 20 00 00 02 PO 00 00 PO 99 20 90 9O 0P 29 PO 00
Option: (51) IP Address Lease Time 90 00 B3 00 DO 02 00 02 90 GO 90 GO PO D9 BD 90
Option: (54) DHCP Server Identifier (192.168.2.6) @0 02 B2 02 20 B2 20 B2 ©°0 00 22 80 o 80 B8 80
Option: (3) Router 00 00 00 0O 00 00 00 20 OO0 0O 00 00 00 90 °0 00
Option: (6) Domain Mame Server 86 oo oa a0 oa e : 80 80 20 o0 o0 o0 2 e o0

v Option: (43) Vendor-Specific Information x : x : $ x 2a x $ : : : $ o0 : $
Length: @ 90 00 00 G0 00 00 80 00 00 0O 00 60 00 B0 0D 00
Value: <MISSING> 29 00 00 00 00 00 00 90 ©0 0O 20 90 00 00 00 90
Value: <MISSING> 99 00 00 00 00 00 00 00 ©0 B0 90 B0 °D O B9 90

Non_Working_Server_Side_cap

iX LE B4R B4 Cisco Firepower BB I(FTD)EH , AR EMNKE RO , MM A &K

RFC 2132,

<#root>
firepower#

debug dhcprel ay packet

debug dhcprelay packet enabled at Tevel 1

ftd# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 302)

DHCPD/RA: Binding successfully added to hash table

DHCPRA: relay binding created for client 0050.56a0.2c59.

DHCPRA: setting giaddr to 192.168.7.2.

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.

DHCPDY RA: option 43 is mal forned.

DHCPD/ RA: Unabl e to | oad workspace.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 328)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: setting giaddr to 192.168.7.2.

DHCPRA: Server request counter 1

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
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E DHCP

File Action View Help
oo @ XEGE HE &
[Q DHCP Option Name Vendor Value Policy Name
P cy
v win-aZpco7sfqggm
3 2 =i 2] 003 Router Standard 192.168.7.2 None
W B
v [ Scope [192.168.7.0] I |i=] 006 DNS Servers Standard | Scope Options ? *®
. il o €| -
" = Address Pool [ 043 Vendor Specific Info Standard
r
R General  Advanced
@ Address Leases
> & Reservations Available Options |_Description A
 Scope Options [ 040 NIS Domain Name Name of Ne
& Policies [ 041 NIS Servers Addresses ¢
{3 Server Options 1042 NTP Servers Addresses ¢
= Policies 143 Ve Embedded %%
> [ Filters < >
> B IPvE
Data entry
Data: Binary ASCII:
oooo 0o
EER_Z#HI{E to_1
A P20 hJ Ll (m |
HIEW43 ENEIREN 18T , RFEBBIWDORA#KRE
2848.. 25882.406605 102.168.7.2 192.168.2.6 DHCP 344 DHCP Discover - Transaction ID @x9a663024
2848.. 25682.406970 192.168.2.6 192,168.7.2 oHCP 342 DHCP Offer - Transaction ID @x92688824
2848.. 25882.409264 192.168.7.2 192.168.2.6 DHCP 370 DHCP Request - Transaction ID @x3a608824
2848.. 25882.409833 192.166.2.6 192.168.7.2 HEP 342 DHCP ACK - Transaction ID @x9a683824
Client hardware address padding: 20000000000202000000 Al @1 46 @5 f4 20 98 80 11 ©9 88 cP a8 82 @6 c@ ad
Server host mame not given 82 8 43 @@ 43 81 34 8b 9e 02 B1 06 @ 92 60
Boot file name not given 66 cb a8 07 02 80 5 56 a6 2c 59 60 60 00 00
. a ab 2c
Rais: caalels: IDCr @0 00 9 G0 00 G0 B0 03 0O 0 60 B9 00 8e P 6
> Option: (53) DHCP Message Type (Offer) a0 00 B9 60 65 60 66 B3 GG 00 00 0O B9 90 BB 8
» Option: (1) Subnet Mask (255.255.255.8) 50 00 B0 B DO 0O 6O BO 6O BO BO B BO 00 B 80
* Option: (58) Renewal Time Value G0 B0 20 60 20 00 82 D0 90 OO0 60 B0 99 80 20 00
> Option: (59) Rebinding Time Value B2 22 92 02 20 92 02 B2 22 82 22 29 92 20 28 8
» Option: (51) IP Address Lease Time @6 00 08 60 OO 00 60 OO 00 80 00 00 80 B8 08 00
> Option: (54) DMCP Server Identifier (192.168.2.8) 80 00 00 00 00 00 G0 D@ 00 G0 00 00 00 00 00 00
> @ption: (3) Router ©@ 60 90 B0 B0 00 G0 B9 00 00 00 B0 00 00 @9 80
. 80 60 90 00 B0 B0 6O BB 00 OO 00 06O 80 60 68 80
Option: (6) Domain Hame Server B0 B0 PO BO BO PO B0 BB 0O GO BO BO BB BO PO B
v Option: (43) Vendor-Specific Information 80 22 02 G@ B ©@ @0 0 @0 9@ Be Be P 80 88 68
Length: 1 82 80 00 B0 B0 00 60 B8 00 0O 80 00 80 60 88 00
Value: 60 80 60 0O 00 B0 B0 63 82 52 63 35 61 02 61 B4 ff
» Option: {255) End ff £f 98 3a 04 00 85 46 28 3b 84 20 09 3» 30 33

BR %5284 _T4E_pcap

HETMA3 LWEREN 18T , EFIRDORARRE , RATAIUESEFFwEAIPEA.

128 DHCP Discover

72 DHCP Offer
128 DHCP Request
72 DHCP ACK

- Transaction ID @xSa6@8824
- Transaction ID 8x9a6@8824
- Transaction ID @xJa6@8@24
- Transaction ID @x9a688024

| 2987. 1837526.548275 ©.0.0.8 255.255.255. 255 DHCP
| 2987.. 1837526.5502083 192.168.2.6 192.168.7.18 DHCP
| 2907.. 1837526.551783 ©.0.0.0 255.255.255.255 DHCP
| 2967.. 1837526.5530@8 192.168.2.6 192.168.7.1@ DHCP
> Optien: (53) DHCP He-ssage Type (Offer)
» QOption: (1) Subnet Mask (255.255.255.@)
> Option: (58) Renewal Time Value
> Option: (59) Rebinding Time Value
> Optien: (51) IP Address Lease Time
> Option: (54) DHCP Server Identifier (192.168.2.6)
» Option: (3) Router
* Optien: (6) Domain Name Server
w Option: (43) Vendor-Specific Information
Length: 1
Value: 8@

B _T4E_pcap

<tfroot>

firepower#

debug dhcprel ay packet

un
@
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debug dhcprelay packet enabled at Tevel 1

ftd# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 302)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: setting giaddr to 192.168.7.2.

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
DHCPD/RA: Relay msg received, fip=ANY, fport=0 on dhcp_server interface
DHCP: Received a BOOTREPLY from relay interface 2 (size = 300, xid = 0x81f5dddc) at 06:55:25 UTC Tue Ma
DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPD/RA: creating ARP entry (192.168.7.10, 0050.56a0.2c59).

DHCPRA: forwarding reply to client 0050.56a0.2c59.

DHCPRA: Client Ip Address :192.168.7.10

DHCPRA: subnet mask in dhcp options :255.255.255.0

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 328)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: Server requested by client 192.168.2.6

DHCPRA: setting giaddr to 192.168.7.2.

DHCPRA: Server request counter 1

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
DHCPD/RA: Relay msg received, fip=ANY, fport=0 on dhcp_server interface
DHCP: Received a BOOTREPLY from relay interface 2 (size = 300, xid = 0x81f5dddc) at 06:55:25 UTC Tue Ma
DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: exchange complete - relay binding deleted for client 0050.56a0.2c59.
DHCPD/RA: Binding successfully deactivated

dhcpd_destroy_binding() removing NP rule for client 192.168.7.2

DHCPD/RA: free ddns info and binding

DHCPD/RA: creating ARP entry (192.168.7.10, 0050.56a0.2c59).

DHCPRA: forwarding reply to client 0050.56a0.2c59.

DHCPRA: Client |Ip Address :192.168.7.10

DHCPRA: subnet mask in dhcp options :255.255.255.0

5 E

HIREDHCPRS SR P U , FHWARFTDERMFMCEM, LI , EDHCPHUATREHRIFRE
7 5DHCP RS 2R RV E £,

<{froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

<ffroot>

><Press Enter>



firepower#

pi ng

MFTD CLI#¥DHCPH 44 3EAL &

<#root>
firepower#

show runni ng-confi g dhcprel ay

dhcprelay server 192.168.2.6 dhcp_server
dhcprelay enable Lan_network

dhcprelay timeout 60

dhcprelay information trust-all

HUEHEER

ERRLEE , FEEUATILR :

1. EFTDNDHCPIRS S Z EHESH , WARTUMDHCPIRSGSHRIH BT,

2. 1RDHCPIRS 25 E B 5 RIDHCPH AR EE O KA,

3 EMREFIHITEZERIPH U RIE | S EFTDERHED LR THRIESER,

XFEATERERBEIHIRTHDHCPIRSE 2R DORARTE,
& A LA FlUse Firepower Threat Defense CapturesflPacket TracerB Xt TR B IR,

EFIENRBR BN RERFEIHRKE , BITU TSRS,

no capture <capture_name>

4 BEFERASMWEdheprelay debug , FHRITU T @S

Ak, wEFXFTD CLI,

<ffroot>

syst em support di agnosti c-cl

enabl e


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342

1 Enter,

<{froot>

show dhcprel ay statistic

show dhcprel ay state

ERERHARBEEA , BIITU TGS,

<tfroot>

show debug

<tfroot>

To capture debug excute below commands

debug dhcprel ay packet
debug dhcprel ay event

<#root>
To disable debug

undebug al

HXER

{FHFMCTEFTD i B DHCP iR %% 85 F o 4

DHCPAIDDNS

AR ZEHF Y - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200475-Configure-DHCP-Server-Relay-on-FTD-Using.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200475-Configure-DHCP-Server-Relay-on-FTD-Using.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200475-Configure-DHCP-Server-Relay-on-FTD-Using.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200475-Configure-DHCP-Server-Relay-on-FTD-Using.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200475-Configure-DHCP-Server-Relay-on-FTD-Using.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200475-Configure-DHCP-Server-Relay-on-FTD-Using.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200475-Configure-DHCP-Server-Relay-on-FTD-Using.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-dhcp-ddns.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-dhcp-ddns.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-dhcp-ddns.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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