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* PROTOCOL-ICMP Echo Reply(1:408:8)
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Snort Alert (1:408:8)

« KERETRHANBHMEASHARBEAZRE |, HlSnort Alert(gid:sid:"rev).

Overview JUUEIYCIEE Policies Devices Objects Integration

Context Explorer Unified Events Connections v Intrusions » Events Files v Hosts » Users » Correlation » Advanced » Search

Events By Priority and Classification (zwich worfion

Drilldown of Event, Priority, and Classification » Table \View of Events

Mo Search Constraints (Edit Search)

Jump to... ¥

[ | Message  Priority Classification
| B Snort Alert (1:51350:2) medium Attempted Information Leak
1 | Snort Alert (1: - ¢ .
3 lert (1:1000074:6 Lo Generic ICMP Event
1 [ Sport Alert (1:1000087:5 high Web Appl jon Attack
=2DOrg Alert | agh pelhication Attack
B O ] snort Alert (1:41421:2) high Web Application Attack
P O Snort Alert (1:63309:1) high Web Application Attack
' B Snort Alert (1:16431:6) high Web Application Attack
3 Snort Alert (1:58726:7) high Attempted User Privilege Gain
L | Sport Alert (1:58737:5) high Attempted User Privilege Gain
B C Snort Alert (1:58723:6) high Attempted User Pnivilege Gain
| Snort Alert (1:58743:6) high Attempted User Privilege Gain
P C Snort Alert (1:58742:8) high Attempted User Privilege Gain
| B Snort Alert (1:65554:1) high Attempted User Privilege Gain
3 O Snort Alert (1:58744:6) high Attempted User Privilege Gain
3 Snort Alert (1:58722:5) high Attempied User Privilege Gain
| O Snort Alert (3:58806:4) hagh Attempted User Pnivilege Gain
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Overview EEOEISIEN Policies Devices Objects Integration

Context Explorer Unified Events Connections » Intrusions » Events

Events By Priority and Classification

r Search Constrants (Edit Sesrch Seve Saarch)

Event Information «

Iﬂcsuqc Snort Alert (1:51390:2 I
Time 2026-0505 15:37:39
Classification Arternpted Information Leak
Friority medium
Ingress Security Some
evice

Ingress Interface

Source TP
Source Port / ICOMP Type &0402 [ tcp
Source Country B 5A

Destination IP
Destination Port [ IOMP Code 60 (http) / tep

Destination Counlry ol 171
HTTP Hostname
HTTP LRI
Intrusion Policy
Aocess Contral Palicy
Access Control Rule
§ Rule Rule Unavmlatie |
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* sig_id
 signature_msg
+ signature_desc
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Apr 10 23:28:56 FMC SF-IMS[21500]: [21500] EventStreamer child(192.X.X.210):sfestreamer [WARN] Un:
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1. — HEFMC CLIARIE R ZENSRURH S -

<#froot>

> expert
admin@FMC:~$ sudo su
root@FMC: /Volume/home/admin# 1s -halts /var/sf/SRU/ | grep SRU-2026-05

A43M -rwr--r-- 1 ww ww  43M May 27 04: 02 G sco_Firepower SRU 2026- 05-26-001-vrt.sh. REL.tar

43M -rw-r--r-- 1 www www 43M May 22 04:02 Cisco_Firepower_SRU-2026-05-20-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www 43M May 20 04:02 Cisco_Firepower_SRU-2026-05-19-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www 43M May 13 04:03 Cisco_Firepower_SRU-2026-05-12-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www 43M May 8 04:03 Cisco_Firepower_SRU-2026-05-06-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www 43M May 6 04:03 Cisco_Firepower_SRU-2026-05-04-001-vrt.sh.REL.tar

2. — ITRERBIERLZESRURKS

<tfroot>

root@FMC: /Volume/home/admin#

install _update.pl --detach /var/sf/SRU C sco_Firepower_SRU 2026- 05- 26- 001-vrt.sh. REL.tar --force

3. — AL TRERERE

<ttroot>

root@FMC: /Volume/home/admin#

tail -f /var/log/sf/sru-2026-05-26-001-vrt/status.log & tail -f /var/log/sf/sru-2026-05-26-001-vrt/sru.

[260528 12:43:34] **** Finish POST phase
[260528 12:43:34] #***
[260528 12:43:34] COMPLETED post/999_finish.sh

[260528 12:43:34]

[260528 12:43:34] Lock //tmp/sru.lock for force install removed successfully.
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[260528 12:43:34] Pruning Togs and old installs

[260528 12:43:34]

[260528 12:43:34] ########BHHHHHRBHHHH

[260528 12:43:34] # FORCE COMPLETE

[260528 12:43:34] ########BHHHHHRBHHHH

ui:[63%] Running script installer/602_Tlog_package.pl...
ui:[68%] Running script installer/900_update_version.sh...
ui:[74%] Running script installer/999_finish.sh...
ui:[79%] Running script post/000_start.sh...

ui:[84%] Running script post/500_copy_contents.sh...
ui:[89%] Running script post/900_iru_log_finish.pl...
ui:[95%] Running script post/999_finish.sh...

ui:[100%] The force install completed successfully.
ui:The force install has completed.

state:finished
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https://tools.cisco.com/bugsearch/bug/CSCwu63768
https://tools.cisco.com/bugsearch/bug/CSCwu63768
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://www.cisco.com/c/zh_cn/support/index.html
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