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- BRREPBRIBEEFLT.6.5
- BRlZ2fHAKIE7.6.5
« Windows Server 2022 3= 1T #YMicrosoft Active Directory,

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANAAERZHRAERAR
(BN ) BE, MREHMELTEIRES , FHRRETHEAARTHBELE,
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EREREZH , HERADMFMCERK.
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FEFMC UIH , SMBIER>HMER>S MR , £EHEIFHRE, WHRCisco Secure Dynamic
Attributes Connectorigi R /8 A , B S d5Enable CSDACK IR RIEH 1T LLIRE,

alal.  Firewall Management Center

CI5€0 |ntegration [ Other Integrations | ldentity Sources

e Cloud Services  Realms  |dentity Sourees  High Availability  oStreamer  Hostlnput Client  Smart Software Manager On-Prem
Home

]

Overview Configure Identity Sources
ul

Analysis Service Type:

None identity Services Engine

L]

Policies. 2

A You must enable the Clsco Secure Dynamic Attributes Connector (CSDAC) for this to work. Do you want 1o proceed? [ Enable CSDAC

£ #HEnablebutton ( 5 ) #&4H/8 HCSDAC.,



Enable Cisco Secure Dynamic
Attributes Connector?

15 minutes.

Cancel

This identity source requires CSDAC to be enabled. Doing so can take about

B ACSDAC

WESBARAYEE1004, [EHSFACSDACSE , SiiDonebutton BA4KEE




Enabling Dynamic Attributes Connector

° Dynamic Attributes Connector enabled successfully

@ Preparing Docker.

Done

®

@ Verifying images.

Done

@ Downloading connector images.

Done

A Downloading Core images.

Done with warnings

@ Using local images.

Done

@ Bringing up Core services.

Done

® Bringing up API service.

Done

2 /8 FICSDAC

# FCreate AgentiZ4l,




Jli.ili.  Firewall Management Center

- i =
2 W &
e Fee s Deploy [0 <

- Cloud Services  Realms  Mentity Ssurces  High Avsdabdity  eSteseer  Hodllnpul Chest  Sesnt Saitwass Manager On-Prom
el — - —
= Configure Identity Sources
Overview t
Sarvice Type:
ul )
Analysis [ Idersity Sarvices Ergine (W) Passive dentity Agent
=
Policies | n Your changes will be afective after you save Passive Mdentity Agent as the identity Source.
Devices How does it work?

ACTIVE GHRECTORY

Objects

. = -
- s ¢

‘L ]

o

o paete

tIERE

ENREMEZ , EFStandaloneoption , - HHEE £ —MESH 0K S Domain Controllersc
B,



Configure Agent ®

Name *
‘ LAB-Agent \ ]

Description

Role D

() primary () Secondary |© Standalone

Learn more about the agent role.

Domain Controller *

‘ 10.62.113.247 X \ Q) v] +

Agent will monitor this domain controller.

Important:
This agent will be created and assigned to the selected domain controller. Install
it on the domain controller (or on its member machine) to start the tracking.

BEERE

B FSavebutton,



ahape  Firewall Management Center

Deplo: 10 Global | admin
CISEO  ntegration [ Other Integrations | Identity Sources ¥ OC) @ @ RS |y IEA—
o~ Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Home
|
Overview Configure Identity Sources
nl
Analysis Service Type:
) None () Identity Services Engine (®) Passive Identity Agent
=)
Policies

ﬂ Your changes will be effective after you save Passive Identity Agent as the identity Source.,

Devices

Objects
g Domain Controliers Manitering Agents Hestname © Connection Status <~ @

3

Intagration

REEE

&R,

Deploy CHEI & @ Global | admin

. Cloud Services Realms Identity Sources High Availability eStraamer Host Input Client Smart Software Manager On-Prem

Overview Configure Identity Sources

ul
Analysis Service Type:

) Mome _' Identity Services Engine "!\l Passive ldentity Agent
]

Policies

Q Search by agent name or domain controller nams Create Agent

Devices Domain Controllars Manitoring Agents Hostname 0 Connection Status -~ @

Objects

10.62113.247 LAB-Agant (standalons, Mot Applicabile 7 [ S () B S |

Integration

| &

IR

~
AR BB EOREERLEBERMEY , RHERTZREMNRRDEREH X HEEEH
DEE. MUENRELEERTE  EREXKIRERHEE,

EZEpAEEEROIRE FHRERS

A ERNREHDSFOREEENLLHABEEPOAT, AFNITEMESHRAR



; AP RMRERERE & HRENBE,

EFMC UIF , $fiZ|System > Users , AR5 # HCreate User, REFFZEREERFFAEFEE.

User Configuration

User Name
Real Name

Email Address

Authentication

“ passiveidentity

|
|

E] Use External Authentication Method

Password

Confirm Password

Maximum Number of Failed Logins
Minimum Password Length
Days Until Password Expiration

Days Before Password Expiration Warning

Options

5 (0 = Unlimited)

0 (0 = Unlimited)

[:] Force Password Reset on Login
[:] Check Password Strength
[:] Exempt from Browser Session Timeout

BIRA

Nr B EMAF AR, $iSavebutton,




User Role Configuration

Default User Roles

Custom User Roles

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

Network Admin

Maintenance User

Discovery Admin

Threat Intelligence Director (TID) User

Passive Identity User

0800000000000

REST VDI

LR HBRAF

= FELE 4 30 I dentity Agent3R

HiEEEEH SR E R EARERD FHRERNS,

Msoftware.cisco.com T~ i #zh & 9K E,



https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt

Software Download

Downleads Home [/ Security f Firewalls [ Firewall Management / Secure Firewall Management Genter / Firepower Management Center 1600 [ Firepower System Tools and API5- Passive ldentity Agt

(U searen.. ) Firepower Management Center 1600
Expard All |  Collapse Al Release Passive Identity Agt Related Links and Documentation
A My Notifications Release Motes for Passive identity Agt
Latest Release w Release Motes for Passive identity Agt 1.0
e 41 File Information Release Date Size
Qualys Connector 1.0 Installer for the Cisco Passive ldentity Agent 16-Sep-2024 1.59 MB i U i
CiscoPassiveldentityAgentinstaller-1.0.ms
Ewvent Streamer SDK Advisories [
All Release ~  |installer for the Ciseo Passive Identity Agent 11-Mar-2025 2.16 MB RS ]
CiscoPassiveldentityAgentinstaller-1.1.msi
Qualys Connector p Advisories []
Passive Identity Agt >
Event Strearmer >
TsAgent >
TR
s /1N e m|
THREF , TERHRE LA RZEIE.
¥ 7 = | Downloads
Home Share View
— v 4 4 > ThisPC > Downloads v 0
~
Name Date modified Type Size
# Quick access
8 CiscoPassiveldentityAgentinstaller-1.1.1 04-06-2026 06:28 Windows Installer ... 2,276 KB

I Desktop +
& Downloads ~ #
E;j Documents »
‘= Pictures »

Cisco Passive Identi

I This PC

g Network

R

BESRREENZRERHBAUTRIRE,




ﬁ Cisco Passive |dentity Agent Setup — X

Welcome to the Cisco Passive Identity
Agent Setup Wizard

The Setup Wizard will install Cisco Passive Identity Agent on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back MNext || Cancel

Install ( 2% )

TRZEWG , T Passive ldentity Agenti it , AREZEBRESERPNEERAFTEESE, B2
TestiZH K IF SFMCHIEHE,



44 Cisco Passive Identity Agent 1.1.0-1 - X

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

BN o |

Prmary FMC FQDN / IP address Port

10.62.184.97 © 1443
FMC FUDN or IP address and Port of the FMC

Usemame Password

passiveidentity | sesssesee h Username/Password

- T e o P o e created in previous task

O ot C

Q Search

Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pairto be able to save
corfiguration

Test €= Click here to test the connectivity

| have Secondary FMC -

EENXE,

BIhMRiERE S |, # & Savebutton,



4 Cisco Passive Identity Agent 1.1.0-1 - P

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

=

Primary FMC FQDN / IP address Port

10.62.184 97 © 1443
FMC FQDN or IP address and Port of the FMC

Usemame Password

passiveidentity sesssenee o

The credentials for the connection (Primary or Secondary)

Agent
Q, Search
Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
configuration

pJNES

S HOKEZATMRIEEE.



&" Passive Identity Agent — X

Secure Firewall Management Center @

Enter the fully qualfied domain name or |P address of the Secure Management
Center this agent communicates with.

Configuration
Primary FMC FQDN 10.62.184.97
/ |P Address:
Port: 443
Usemame: passiveidently
Passwod:
Agent Name: LAB-Agent

Agent Domain Controllers: 10.62.113.247

Edit..

ok |

REEEET

EFMC UlF |, SBIER>EtbE K> 5 0 FR> 130 & 0 E, BN FHREEREZERS.



allie Fi

rewall Management Center
agration r = [ Identity Sources

CISEO |ntec

o~ Cloud Services Realms Identity Sources: High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Overview Configure Identity Sources

il
Analysis Service Type:

Nane () identity Services Engine '9 Passive Identity Agent
L]
Policies
Q). Search by agent name or domain controller name Create Agent

Devices Domain Controllers Monitaring Agents Hostname O Connection Status — 8

Objects

5 10.62.113.247 LAB-Agant (standalone Mot Applicable () ® )

Integration

IHF 3k BfmchyEE

Be i & 17 SR e

BERHNROEZSHERE,

REER R FLIN & FR| B 40 50 UE U R R IR E

XRESHERBEMU1  |XREGE RENKINE

EFMC Uls | S finZElPolicies > Access Control > Identity, 2 & New PolicyiZ 4.

Object Management | Access Control

Overview

Identity Policy Domain Status Last Modified

Analysis

=]
Policies

Devices

Objects

&

Integration

R B



RIFESER @A KSR o

New Identity policy ®

Name

l L AB-Identity-Policy ]

Description

| |

R B

8 HAdd Ruleiz4i,



ahal  Firewall Management Center Dapioy O@ @ ®

€ISCO Identity Policy Editor

. "
. LAB-Identity-Policy
Home: Enter Description cuck here
] Rules Activi Authentication Identity Source
Overview - -
+ Add Category + Add Rule (i Search Rules ©)]
hl
Analysis " Source i Source Dast VLANTS Source d Auth
Name Zones DestZones | ks Networks LANTags o DestPorts  Realm Action Protocal
o, Administrator Rules
Policies
Standard Rules
Devices
Root Rules
.
Objects
Intagration
BIEMN

S EIRealm & Settingstab , AR RIEES ERiEFEAuthentication Realmbed, &f5 , £
Addbutton,

@

Add Rule

Name Insert )
[ Rulel Enabled | into Category v Standard Rules v

Actien

[ Passive Authentication - Realm: LAB-Realm (AD)

Zones Networks VLAN Tags Ports Realm & Settings

Authentication Realm *
[ LAB-Realm (AD) - ]

2

[ Use active authentication if passive or VPN identity cannot be established

Cancel m

FFHIRE

B FHSavebutton.



i, Firewall Management Center

a0l | identity Policy Bditor

LAB-Identity-Policy T @Im

Standard Rules

iiiiiii
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BB #ME
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ERES 10.48.62.98/32
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EFMC UIH | S ZE KrE> 17 R 1> 5 18] 2 5

i, Fire
CISCO  Palic

wall Management Center

ontrol | Accass Control

KRR wIE R,

Deplay

oL@

Overview

ul
Analysis

I}

Policies

Devices

Objects

5

Integration

Aceess Control Policy

Last Modified

Status

Access Control Policy 1

2025-06-06 08:04:31
Moddied by "admin™

Tasgeting 1 device

T

Click here

Ym B R

S 2lldentitysection H §51Z1E £ —NESHRIEMN 5 105K 8K,

alwali. Firew,
CISCO  pyy

Management Center

oy Q@ @

Overview

Analysis

-}

Policies

Devices

Objects

5

Integration

&, Return to Access Control Policy Management

w' Access Control Policy 1

+ @ Prefilter Rules + {_) Decryption + & Security Intelligence + () ldentity + @ Access Control

Hame Action

Click here

_ ldentity Policy

Identity Policy

© Mare

Zones

»

[a Analyze |

Targeted: 1 device

m Add Catagory |

s ] works Ports.

N0 B A7 B

Add Rule

Detault (No rules)

Add Rule

& FH Applybutton

HER2. QI VA RIEHIAN

Add Categary

Add Category

LAE-Identity-Palicy




ey Editor

4~ Return to Access Control Policy Management
—~ ) }
el Access Control Policy 1 & You have unsaved s Discard m
uats -+ @ Prefiter Rules + () Decryption -+ @ Securityinteligence -+ @ Identity + @ Access Control @ More Tangeted: 1 device
u: . —_
Overview | ¥ < t o 3 1]
nl Source Dwestination
Analysis Hame Action Applications
Zones Networks Zones Networks Ports.
i?
Policies
Ad Rule of  Add Category
- Default (No rules)
Devices
Add Bude of  Add Category
.
Objects
Integration

BIZACP

BREIZFERMAFAESE  KREENR , EUserstab ™

, MLAB-Realmi® flIGROUP1,

Add Rule

Name | Rulel
ingert | into Mandatory
Q Zonas (2) Matworks (2] Parts (1)

Applications
Q
Realms: Showing 2 Slected 1

@ouen ]2

LA
EZIDD Special entites 4

Clear Selections

user]

Comenants ~

URLs

1

) T

Dynamic Arbutes

Action | B Alaw
W Irirusion Pelicy

VLAM Tags
Selected Sources: 2

Collapse All

~ 1 Oiject

w1 Dibject

@ Logging OFF B, Time Range Rule Enabied D)
By File Policy
Selacted Destinations and Appiications: 3 Q
Remove All  Collapse All Remave All
~ 1 Object
+ 1 Object
PoRT | 1Object

Cancel | Apply and Add Hew Rule m

TEAN 7 pn A P

B EERES R Log/E AMMIE B Zig K.



. _ Add Rule

Commants ~

Narme | Rl
insert |into Mandatory
Q Zones (2) Hatworks (2) Ports (1) Applications Usors (2)
IQ Search ser
Rnaims: Showing 2 Selected 1 Users: 1
& EB La5-Realm i GROUP Lisy
() EZD Special ioentities 4 [ usent it

Action [ Ao

W Intrusion Policy | Mor

URLs Dynamnic Attributes WLAN Tags

Sefected Sources: 3

Collapse AN
JoHE | - 1Object
:

NET | v 1Object
Uik | ~ 1Group

@

“] B Loggng OM

Send Connection Events to:

Firgwall Management Canter
() systop server

B Tirree Range [

(Using cinfaukt sysiog configuration i Access Controd Logging)

 Show ovieTides
[ shme rap

-

@

w] Ruie Erabied {0

B File Policy | Mone v

ons and Applications: 3 Q
Remaove All
st
it
st
Carscal

ERBE

HBR3. 7 BRINR S Alogging.
R X L1 B R B & i Default Actionloggingi% & .




Default Logging and Inspection

| Log at beginning of connection

Send Connection Events to:
Firewall Management Center

C] Syslog server

(Using default syslog configuration in Access Control Logging)

> Show overrides

(] SNMP trap

Default Action Variable Set

Discard ‘

ERBE

RIFAMEBEFTIDLNEE,
A
BE BN AVRE R TidRBUEH ) & 1R F,

MRAPITENERIEAF.



Other user

Sign in to: GAMES

How do | sign in to another domain?

jud
€ Showng all 2 o
Laogin Time RealmiUsemame Last Sean Authntication Ty Currant [P Rnalm Usaemams First Mams
9 13:18:09 Directory'ftd 2026-06-19 13.18:10 Passive Authentication 10.197.200.13 Directary fid frd
9 12:53:48 Directory\administrator 2026 912:53:48 Passive Authentication 10.197.200.6 Directary adeministrator

EHRTE

MNEESHEHRLERERIEE , FSHERSHTNRAFEAER.



Connection EVentS jswitch workdow)

Expanding
ho Search Constraints (Ecis Search)

Connections with Applcation Details Table View of Connection Events

Jump o,
S - o P PP con Pt el St TS SO s
Category Zona Zona
& FY o
- 4
+ 4 ]
* i

EHRE

R HERR

RERERX

ERERENWindowsItEH L |, ITFESEER , ARIEFAHE
CiscoPassiveldentityAgentServiceisIEEIE1T o



1"y Task Manager
File Options View

Processes Performance Users

Name
1%y Task Manager

' Windows Explorer

o, Server Manager

Details Services

Status

Background processes (32)

[#7] Distributed File System Replicati...

v [#F CiscoPassiveldentityAgentServi...

“.. Cisco Passive ldentity Agent
> Microsoft.ActiveDirectory.WebsS...

[m7 Runtime Broker

[85] COM Surrogate

¢~ Microsoft Distributed Transactio...

[#5] Microsoft Network Realtime Ins...

= Spooler SubSystem App

[85] Usermode Font Driver Host

Fewer details

2%
CPU

0%
0%
0%

0%
0%

0%
0%
0%
0%
0%
0%

27%

Memory

24.4MB
373 MB

341 MB

8.3 MB

154 MB

16.8 MB
1.2 MB
2.1MB
23 MB
34MB

13.0 MB

1.0 MB

End task

EEZETHES

¥ B FE 1 LATECiscoPassiveldentityAgent3X A3 El , BRIAMLE S : "C:\ProgramX #

(x86)\Cisco\Cisco# 31 & 13 L E\",



File Home

v 4

T :
<J

# Quick access
I Desktop

‘ Downloads
[£ Documents

[&=| Pictures

Share

+ | Cisco Passive |dentity Agent

View

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent

LS SN

+

Cisco Passive Identi

3 This PC

@ Network

”

MName

[ CiscoPassiveldentityAgent

| CiscoPassiveldentityAgent |

R

| | CiscoPassiveldentityAgent.log.1

D CiscoPassiveldentityAgent.log.2

| 7] CiscoPassiveldentityAgent.log.3

| ] CiscoP assiveldentityAgent.log.4

ij CiscoPassiveldentityAgent.log.5

[#] CiscoPassiveldentityAgentService

i:] CiscoPassiveldentityAgentService.exe.co...

Date modified

31-03-2026 06:11
01-07-2026 11:41
01-07-2026 04:34
28-06-2026 05:34
27-06-2026 02:11
25-06-2026 22:43
24-06-2026 19:13
31-03-2026 06:11
31-03-2026 06:00
25-07-2022 01:40
25-07-2022 01:40

Type Size

Application 1,303 KB
Text Document 2,686 KB
1File 10,241 KB
2 File 10,241 KB
3 File 10,241 KB
4 File 10,241 KB
5 File 10,241 KB
Application 127 KB
CONFIG File 2KB
Application extens... 264 KB
XML Document 1,512 KB

BRIAERT , RKEHZEIREANINFOlevel, E/Z AADEBUGH A BFRIZE , BIEH
CiscoPassiveldentityAgentService.exe.configfile , 7 B EIE R K Bi& ENALLHDEBUG,

| 4 5 | Cisco Passive |dentity Agent

\ * 1

Share

s Quick access

I Desktop +
; Downloads +
[ﬂ Documents o
&= Pictures -

Cisco Passive Identi
This PC

g Network

REEE

View

P
Name

[#7] CiscoPassiveldentityAgent

U CiscoPassiveldentityAgent

[ ] CiscoPassiveldentityAgent.log.1
| ] CiscoPassiveldentityAgent.log.2
0 CiscoPassiveldentityAgent.log.3
| ] CiscoPassiveldentityAgent.log.4
D CiscoPassiveldentityAgent.log.5
(5] CiscoPassiveldentityAgentService

E CiscoPassiveldentityAgentService.exe.config

1% logdnet.dIl

= log4net

Date modified

31-03-2026 06:11
01-07-2026 11:43
01-07-2026 04:34
28-06-2026 05:34
27-06-2026 02:11
25-06-2026 22:43
24-06-2026 19:13
31-03-2026 06:11
31-03-2026 06:00
25-07-2022 01:40
25-07-2022 01:40

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive |dentity Agent

Type

Application
Text Document
1File

2 File

3 File

4 File

5File
Application
CONFIG File

Application extens...

XML Document

10,241 KB
10,241 KB
10,241 KB
10,241 KB
10,241 KB
127KB
2KB

264 KB
1,512 KB



| CiscoPassiveldentityAgentService.exe - Notepad - O X

File Edit Format View Help
k?xml version="1.8" encoding="utf-8"2>
<configuration>
<configSections>
<section name="logdnet" type="logdnet.Config.lLogdNetConfigurationSectionHandler, logdne
</configSections>
<logdnet>
<root>
<level values"INFO"|/>
<!-- Logging Cevels: OFF, FATAL, ERROR, WARN, INFO, DEBUG, ALL -->
<appender-ref ref="RollingFileAppender” />
</root>
<appender name="RollingFileAppender"” type="logé4net.Appender.RollingFileAppender">
<file value="CiscoPassiveldentityAgent.log"” />
<appendToFile value="true" />
<rollingStyle value="Size" />
<maxSizeRollBackups value="5" />
<maximumFileSize value="10MB" />
<staticlogFileName value="true" />
<layout type="logdnet.layout.PatternLayout”>
<conversionPattern value="%date ¥level - %message%newline" />
</layout>
</appender>
</logdnet>

¢cstartuns

Y=

7oN

.
il

KRERERE — KR EEE,

INFO Rest®F i , #t B4 : ["domain":"games.cisco.com”, "srclpAddress":“X.X.X.X" , “A
”: "fdm","timestamp":“2026-07-01T19

INFO Rest®E i , BREVIRA : BE

INFO RestZ P ifi , RESTX # R I FuserBatch fdm , ZE3B= 0 , 2 H]DCATEI(UTC):07/01/2026
19:47:34% F A

INFO Rest®EFis , B RAEBEE

BT TUAEERBEMRERE AP RIPHBRE,



root@firepowerl23:/var/sf/user_enforcement# user_map_query.pl —u fdm
Current Time: 07/01/2026 11:36:03 UTC

Getting information on username(s)...

Uggr #1: fdm

ID: 10
Last Seen: Unknown
for_policy: 1

| Database

No IP Addresses

##) Group Name (ID)

1) Domain Users (18)

2) Users (48)
root@firepowerl23:/var/sf/user_enforcement#

fmci

MR ZENHSRIE RS | FREXLEBAEHKRERTAC,

XRFMC APINMXBEYIR, BEBEEEMESRE,

/var/log/auth-daemon.log
/var/log/messages
/var/log/process_stdout.log
Ivar/log/process_stderr.log
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