i BFMCIE A P i [E 1 £ 2 (&N)

7] &

AT BWMANFMCHELRBEMN FENZSNAFEETREN A SRR,

i

. BRIZAFAIEEEPL(FMC)- 7.6.4 (ZEATFAIEFMC )
- BEE2REMNFENZEINE

o ZAFTDRZFDEAET RN FiF

s ZANAFEETRNNESRS!

VAN

¥
4

s

AXHEERT MAEFMCHEREMFENZSMNAFEETRENASNXR , NiseH RE/EzE
By 5 ) A RG4S ERF N2 BEEE,. Cisco FMCXFEBEZMNANBARFAESE , HeeB RS
HZRNHR. ZEESRERESFCEZAS , AoREINAGKEHTRRS .

IR ME T EATH

FMCRPEEREREAFNCIZNEATELTRET

EFEPEIENAS

- EFEFEEZNASNERESTITL



inline_image_0.png

- Firawall Management Center ——

inline_image_1.png

o XL P A0 B L SE #E  subdomain\username & .
- HR BEIREIRICIEAF WS -

o 8 9o+ e Sub-domain | SublUser ~

User Preferences

Theme -0 Light (> Dusk

inline_image_2.png

- EFEHFENEELACGERTZH.

EEREPIZIAS,

- N2RECIRNAFXAERAEAFEESR  IEEAGREFEP LR ML,
- SERAPE2REA/SIRPRIFAL



inline_image_3.png

« AIUAEAEREIEAS

- [Firewall Management C Oview Amiysn

s Urae Fiaiea External Authestication

I
i

L ]
L
L
L
L]
L
L]
L
L]
L
L]
L

i
N

inline_image_4.png

- ENACSERHENEEFEHNIEH



User Role Configuration

gl Domain
Global
Global
Global \ Sub-domain

Global \ Sub-domain2

FETEITES | ETSrEss | Ssr T HAS 1
Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

MNetwork Admin

Maintenance User

Dizcovery Admin

Threat Inteligence Director (TID) User

Save

FHAFREMEEDS R

- SMBIMSFRFBRINEETFE , HERG/RAF- TRIZRAFKS



Fo T 7 | Sub-domain1 | admin -~

- Global
Sub-domainl
Sub-domain2

User Preferences
Theme ‘Ol Light (> Dusk
Log Out

inline_image_6.png

Sub-domainl \ admin -~

Maonitoring
Domains

Product Upgrades
Content Updates

Health

Monitor

Palicy

Events
Exclude
Monitor Alerts

inline_image_7.png



User Configuration

User Mame
Real Mame

Email Address
Authentication

Password

Confirm Password

Maximum Mumber of Failed Logins
Minimum Password Length

Days Until Password Expiration

Days Before Password Expiration Waming

Options

User Role Configuration

Use External Authentication Method

Force Password Reset on Login
Check Password Strength
Exempt from Browser Session Timeout

Default User Roles

Custom User Roles

inline_image_8.png

- ERG/AFASTHTEPEREENAG. EFHFUENBELRAFAEMIEZEH A
R, TNREMEAEE A,

Firewall Management Center

e isies Eatetras Aasr i st

Administrator

Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

Metwork Admin
Maintenance User
Discovery Admin

Passive ldentity User

EYESONLY (Global)

Dvervicw Acntyan Foicies Devices Cejects Wogration

PP PP P PP PP PP




inline_image_9.png

- FAENACIRLEAF. APRXEENCIZAF NS e BNR,

User Configuration
User Name Subl1User

Real Mame | SublUser
Email Address
Authentication Uze External Authentication Method
Password
Confirm Password
Maximum Mumber of Failed Logins
Minimum Password Length
Days Until Password Expiration

Days Before Password Expiration Waming

Force Password Reset on Login
Options Check Password Strength
Exempt from Browser Session Timeout

User Role Configuration

Administrator

Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

MNetwork Admin
Maintenance User
Discovery Admin

Passive Identity User

Default User Roles

¥ Diagnostics (Global | Sub-domain1)

Custom User Rol
ustom USert=oleS  — EvEsoMLY (Global)

inline_image_10.png

- THRAPHRAPEERHER. EFEPEIENAF SHAEALEEFEN



Secure Firewall
Management
Center

Usemame

Sub-domain1\Sub1User

inline_image_11.png

BETHREN2RBAFNEESR

- B'RG/ATH2RERRIZAS, FAEF 2RI HRNENEZKSSIZAF,

e Global \ admin ~

Sub-domain
Sub-domain2

User Preferences

Theme ‘0~ Light (> Dusk =i New
Log Out




inline_image_12.png

s RARG/AFTHREFHIEAG, EAFREDR  RNERTEIEAG  MARME
A4 FENR,

inline_image_3.png

~ - Firewail Management Cenler

umen Unar Robes External futhertication

N I R A R R R |

* =z ol username

FAL [ TR



Secure Firewall
Management
Center

Usemame

TACMAN

-
a55W

inline_image_15.png

- APRERGREN2ETAGNFE , TRIEFA2FEEIEMFH,

L. 8 4+ @ Sub-domainZ | TACMAN -~

Sub-domain2

User Preferences

Theme ‘O~ Light {, Dusk =5 New

Log Out

inline_image_16.png



Aol REN
AP ARES MNP EETRNRIE :

- 2REFPHRENBRMNEREPHEERNR
- ERETHPRAEEAE2EEREANRNER/EEH
« —MNTFEPNRBEEERNR , TEHREAMFE

HNEAFEEEM
Xt F4hEBF = ( LDAPEIRADIUS & 33 ) -

- MRBYEARAARBAFBESERFAE , NIEER BRKK T RRR,
« AU ELRIARFABEXKTENEAARR,

« AMEHRIENRREIREMNNEF AT,

- BEARAPRBENEECESARTRIAAFAE , TeeRTELNRH

R&EIFEZEIM

- HREPEENEELAFAETRENEREPEE.
 AREHRIERELREFITA , EFEPFTH.

- AFERIAZHERREER TIKS ARG RN A,
- XAPNNREREMEE , MARIAIBESTNEE,

R EH

X—ERFETESZSEHFMCHBERNEEALFEFINEE , £ ZHES , AFPFENEREAN 75
BAITTERANNTE , FEEEKEZERSI AL Z2B R,



EENAES

- BRRSMIUBER O ER 7.6 8

- BRRAMIEERG OEREE7CEAEVAFAG

- BRRSMIEEE DO EEIERI7.6:55 MR mE N A~

- BRZe M AEEE R OERER7.6.8 7 M
BRI T

C

A

C

H

C

cH

Y
() S

4
4

¢



https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/admin/760/management-center-admin-76/system-users.html
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/admin/760/management-center-admin-76/system-users.html#task_fgs_sh3_scb
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/admin/760/management-center-admin-76/system-users.html#task_j5n_1cr_qcb
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/admin/760/management-center-admin-76/system-users.html#users-and-domains
https://www.cisco.com/c/zh_cn/support/index.html
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