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> configure user maxfailedlogins admin 5
Unable to modify admin account.
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RINBERT |, BFE N Cisco FMCE IR At BB [ ik B & maxfailedlogins:

> configure user maxfailedlogins admin 5
Unable to modify admin account.
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ERRIERE  SAEHXELSAESAMER, Cisco FTDRTSE PRI ULHIT T A :

https://www.cisco.com/c/en/us/td/docs/security/firepower/command ref/b Command Reference for Fireg

configure user maxfailedlogins
To set the maximum number of consecutive failed logins for a user, use the configure user maxfailedlogins command.

configure user maxfailedlogins username number

Syntax Description

username Specifies the name of the user.

number Specifies the maximum number of consecutive failed logins, from 1 to 9999,
Command Default

No default behaviors or values. However, when you create a new account, the default maximum number of consecutive failed logins is 5
Command History

Release Modification

6.1 This command was introduced.

6.2.2 thmn running in CCJUCAPL compliance mode, you can also configure the maximum failed login attempts for the admin '.Js{'r.l

Usage Guidelines

Use this command to set the maximum number of consecutive falled logins for the specified user before their account is locked. If the user account becomes locked, use the configure
user unlock command to unlock it
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https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp1770881183
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/100/management-center-admin-10-0/system-compliance.html

Error

A Device Compliance is not None or does not match with Policy Compliance.

The following stand-alone device(s) will not be supported for reconfiguration:
‘mzafeiro 1210-1'

There is a mismatch between device compliance and policy compliance of the
device(s)

Please unassign the above mentioned device(s) from policy and continue.

inline_image_0.png

BREAMRAHBERKS , FIDREH .

3 Fmaxfailedlogins , fEACCEHRZ A LB EI9IR KM =R , MEAUCAPLREZ A A B3R,

EFTD LS FACCEUCAPLE MM

8£1% . #FMCLE , SMERB/FARE,

28 BRAMMEMMER (UCAPHCC ) 22— BMTREREER , RHitta BN FHARIRR
SINEEM R,



Enable UCAPL/CC Compliance

ARP Inspection [ None
Banner [ . )

‘ None evice (Firewall Threat Defense v6.2.1 and above).
DNS o

External Authentication

cC

Fragment Settings

HTTP Access

ICMP Access
NetFlow

SSH Access

SMTP Server

SNMP

SSL

Syslog

Timeouts

Time Synchronization

Time Zone

l UCAPL/CC Compliance

Performance Profile
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Broadcast message from root@secure_fw (Tue Jan 13 10:10:49 2026):
A reboot has been scheduled to occur 10 seconds from now.

Jan 13 2026 10:11:01 INIT: Running /etc/rc6.d/K00all1_ports_down.sh stop...

Tue Jan 13 10:11:01 UTC 2026 : Checking for running portmgr process...

Terminating DME and all AGs bfore bring down all ports...

Tue Jan 13 10:11:01 UTC 2026 : Sending IPC message to portmgr to bring down all ports...
2026-01-13 10:11:02.112 PMLOG:PM IPC UTILITY: Shutting down all ports

Jan 13 2026 10:11:02 INIT: Completed /etc/rc6.d/K00all_ports_down.sh stop...

Jan 13 2026 10:11:02 INIT: Running /etc/rc6.d/K0O0ftd.sh stop...

Threat Defense System: CMD=-stop, CSP-ID=cisco-ftd.7.6.1.291_ ftd_001_FOL2751Z03FLKF25W1, FLAG=""
Cisco Firewall Threat Defense stopping ...

F4% - BHEAREBIRBHE , B L E EmaxfailedloginsiiE. MR E%EFBUCAPL , BEZAUEE
IRAMH B FE,

> configure user maxfailedlogins admin 5



Unable to set 1imit, must be 3 or less for UCAPL mode

WERNCC , EA LR EFI9999:

> configure user maxfailedlogins admin 9999

54  {FHshow userfin S WIFAL &

> show user
Login UID Auth Access Enabled Reset Exp Warn Grace MinL Str Lock Max
admin 101 Local Config Enabled No Never Disabled Disabled 5Dis No 3

BT BREEZ—NMNEAconfigiRHWAF |, BB R AP #8E !

ROBIENEERMF

fRi% &% Bmaxfailedlogins 3 , FEIXRAME R , EEAKFEBIE

> show user
Login UID Auth Access Enabled Reset Exp wWarn Grace MinL Str Lock Max
admin 101 Local Config Enabled No Never Disabled Disabled 5 Dis Yes 3

EXMERT  BLAERAEGRAFEZAFIRNEREARS,

> configure user unlock admin
> show user

Login UID Auth Access Enabled Reset Exp Warn Grace MinL Str Lock Max
admin 101 Local Config Enabled No Never Disabled Disabled 5 Dis No 3
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Security Cenrtifications Compliance Characteristics

The foliowing table descnbes behavior changes when you enable CC or UCAPL mode. (Restrctions on login accounts refers to command line access, not web interiace access. )
System Change Secure Firewall Management Center Classic Managed Devices
CC Made UCAPL Made CC Mode UCAPL Mode
FIPS complance i enabled. Yes Yes Yes Yos
The system does not allow remote storage for backups o reports Yes Yes
The system stars an soditional system sudit dasmon No Yes No Yes
The system boot loader is secured No Yes No Yos
The system applies adddional security to kogin accounts. Na Yes No es
No Yes No Yes
Mo Yes No e
@ Yes Ne ¥
Ne No o o
Passwords cannot bé & word thal appears m & dtionary of inchude conseculive repeating Na Yes Mo ¥os
i fTaded bogin attempls = a row In thes No Yes ] Yas
o e No Yes
atter e e Yes Yes
n user can be locked out after a maximum number of faded login attempts Na M

e through the local appliance CLI

The system automtically rekeys an SSH session with an appliance Yes Yes

i B Bads b
key has been

& After 3 key has been used to transmit 1 GB of data over the connection

k (FSIC) ot boot-tme. I the FSIC fads, Secure  Yes Yes Yos Yes

sabled, and you can access the
contact Cisco TAC

Yes

No
No

Ne

Secure Firewall Threat Defense

CC Mode

Yes

No

Yes

Yes

UCAPL Mode
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/100/management-center-admin-10-0/system-compliance.html#id_28823
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https://tools.cisco.com/bugsearch/bug/CSCws76567
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