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Policy Name Test MAP

Base Policy Balanced Security and Connectivity

Description Test NAP

Inspectors

* - with overTices

»  ap_spoof
binder
cip
dee_smb
dee_tcp
dnpd

ftp_client

hitp_i ect
iec104
imap

»  js_norm
mms
modbus
nommalizer
pop
port_scan

Default Configuration (Balanced Security and Connectivity)

{
“rate_filter” : {

“enabled™
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{
"rate_filter": {
"data": [
{

"apply_to":
"count": 5,
"gid": 135,
"sid": 1,
"new_action": "alert",
"seconds": 10,

["10.1.2.0/24", "10.1.3.0/24"],
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"timeout": 15,
"track": "by_src"
}
1,
"enabled": true,
"type": "singleton"
}
}
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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/snort3-inspectors/snort-3-inspector-reference/m_rate-filter.html#g_rate-filter-snort3-inspector
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/snort3-inspectors/snort-3-inspector-reference/m_rate-filter.html#g_rate-filter-snort3-inspector
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/advanced-nap-specific-threat.html#ID-2236-00000281
https://www.cisco.com/c/zh_cn/support/index.html
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