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https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/objects-object-mgmt.html#ID-2243-000000f2
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/objects-object-mgmt.html#ID-2243-000000f2
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« XIFREST API ( lRAR7 ARE SR ) /5 AAREST APIKIFirepowers 3 A
- APIRREBEBEREIFMCH

ANHEHPHEEHRETREXRRENEFHNRBZEEN, AXEFEANARRZRAERAR
(BN ) BRE. MRENMELTENRS , FERRETRAERSHIBERRE,

BR 5

* FMCHREZ K TF64NFRAIXIRE M,

« IRBEBFAEENREMHTLEZEZR , EEETEEDS.
- ABE-MEHEPTEESET1,0001M%E

« RBARDMEENMEHEIEPTREBET2MB,

db B /=
oS =Py

REST APIRRERMAHRELZEZMARRT , MEEERTUFERZFEREENEEELNE,
FMCXEFERAEMARESTE M mUAKRERANEAPIRREERNEENEE,

AR ESER LR | UEERE T FirepowerZE F/0(FMC)API %R & 12 25 0 22 33 SR a8 2 49 ]
T, TILEEANRMENR, THNNKELRFTDEE  XESRABEHTHREENOEHIRE
W RR B R

ErAM SRR PERIFERNISONE 2 :

1. Value — LB MIZHELITH B CIDREINetworkERE LR |, HlI0 |, EH X R A LUSEx x.x.xER
1P, PLE ] LASFx.x.x/<prefix>{E 8 # B CIDRHY ¥ M,
2. Type — tEMRHEXATEENR(FEN., ML, RS, SEEMFQDN)PIFRERNER

3. Name — It EMRHBEXNREBUHNES
4. 5 — WEMATATRHEXINKRN - ERFREETER

5. Overrideable — W RBEATFLENTRNERE , REAGHATEREENER. X2UH
TR R AEE .

[
EFMC LB RAPI

1£Cisco FMC LS FIREST APl, BX“MAIFAREST API"fMI“RESSE'MIFMAEE , HSHE
Cisco FMC_t 5 FAREST API

£ finE|System > Configuration > REST API Preferences > Select "Enable REST API"
API| Explorerfy FEEBF 4 , AIBIEEF LA :

https://<management_center_IP_or_name>:<https_port>/api/api-explorer


https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb

SEE . MBEARAEHTTPSE OTCP 443 , MIMURLHZ2MIBR" : <https_port’s

BEELER

BMNEELERAAPIR REESRNPOSTH ZCIEN RTBEZINKZERFIR. 2EFIHLEBIME
N RHEFIR,

1. TR RS hE



Code Details

401
Error: 401

Response body
{

"error”: {
“"category”: "FRAMEWORK™,
"messages”: |

r
L

"description”: "Access token invalid.”
|

}
1,
"severity”: "ERROR™
h

¥

Fo 35 [7) 45 hE 9 JSONME B



HEI e, QBRI IEIR, EFMBFMC APIRREERHEHMHTH ORI

=
IS .

o

2 FEREINTTN

"name": "API_1",

"type": IIHOStII’

"value": "10.5.3.20"
"description": "Test Description"



fapi/fmc_config/vl/domain/{domainUUID}/object/hosts

Refrieves, deletes, creates, or modifies the host object associated with the specified ID. If no ID is specified for a GET, retrieves list of all host objects. Check the response section for applicable examples (if
any).

Parameters | Cancel Reset

Nama Dascription

Enables bulk create for host objects.

Domain UUID

domainUuID *
string

(path)

e27Gabec-e0i2-11e3-8169-6d%9ed49b 6251

Request body I applicationjson ~ l

Input representation of host object

Examples:
[Medified value] w
{
“name” sty
“type™: “Host~,
“walue T19.5.3.207
“description™: “Test Descriptiom™

BIEX REIJSONE R R A

Code Details

422

Error: 422

Response body

“description™: “Unpr able ity - Unexpected character ("\"™" (c ject entries at line » column: 47

1.

“severity”: "ERROR™
1
}

HFERANES | JSONIE R 2k M



AR JSONBXABRADESH , REBEIEIR. EAXRFIF(value” : “10.5.3.20")&F S
Bt ENIES, RBEISONERN &G —MAttribute TEEREZS , BN AL S B IE,

BRI REEANEATH :

"name": "net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Network obj 2",
"type": "Network"



curl -X 'POST" \
"https:// I/ api/fmc_config/vi/domain/e276abec-edf2-11e3-8169-6d9%ed49b625f/object/hosts™ \
-H 'accept: application/json" \
-H 'Content-Type: application/json”™ \
'X-auth-access-token: eS5ebd@a@-0960-4fe3-a9f9-71e91cf5478d" \

"1.1.0.0/247,
"overridable”: false,
"description”™: "Network obj 27,
"type”: "Network™

}

Request URL

1/domain/e276abec-e8f2-11e3-8169-6d9ed49b625f object/hosts

Server response

Code Details

400
Error: 400

Response body

{
“error”: {
"category”: "FRAMEWORK™,
"messages”: [

{

1
1,
"severity”: "ERROR"

}

"description™: "Input type mismatch. You have entered an invalid value 1.1.0.8/24 for selected type Host.”

}

TS B A JSONIE 5 2K 1K



EE  BARAF 2R EMENRWEFISONG K Hosts KB FFBIBIT R , LR N4
i=“Input type mismatch”’s FERAAEMNNENRIEENEFHER ( EH. W%, FQDN, AR
SHEE ) -

4 EFAGETH AWM AR BN R

"Tinks": {
"self": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/0bj
"parent": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/0
},
Iltypell: llHostll’
"name": "API_2",
"id": "00000000-0000-0ed3-0000-034359741703"



Responses

Curl

curl -X "GET™ \
I i/ fmc_config/vl/domain/e276abec-e@f2-11e3 -8169-6d9ed49b625f /object/ ho: ffset=281imit=1" \
ept: application/json’ \
‘X-auth-access-token: eSebd@ad-806@-4f03-a0f9-T1e01cf5478d"

Server response

Code Details

200

Respense body

_config/vi/doma 449 C 00000 -2000-0ed3 -0000-034359741703"
api/fmc_config/vi/domain/e276abec-edf: 3 addresses™

3509741783

REEVNRAOGETER

Code Details

400
Error: 400

Response body
{

“error™: {
“category”: "FRAMEWORK",
"messages”: [
I
L

"description™: "The wvalue is mandatory as override is not enabled .

1

1
1,
"severity”: "ERROR"

HFRDERYE , JSONIE R KK



Code Details

422

Error: 422

Response body

{
"error”: {
“category”: "OTHER",
"messages”: [

{

"description”: "Unprocessable Entity - Unrecognized Field ‘items” in request payload”

H

1
"severity”: "ERROR"
H
h

BASER A6 3K 0 2 X SRV JSONIE 7 2% 1Y

AR EARAF , EAGETHERMAISONAF FRDValue B , BIFTHSHIRE N



MINE, FEJSONREFAUEATHREZNBFEYE , XEBUERASHMEANR(E
. M4, SEE. BRSHMFQDN)RYRE, BHHE, ERAGETHERIJSONABIEX R
B, EHREANREXE R (FitemsBHER) HBIBRidE M , XEFMASHIUUIDHZE,

BIEENXR
ENENRR

S B3 K (Object)> /api/fmc_config/v1/domain/{domainUUID}/object/hosts > POST , R/E K EiTry
it Out,

AT HEENEPRAISONER :

{

"name": "Obj_API_100.1.1.1",

"type": "Host",

"value": "100.1.1.1",

"description": "Host Object Pushed via API"
}

1163 -5169- Gd9eda0b625F fobject/hosts™ \

d’ A

Server response

Code Details.

2 Response body

B EHN RAIPOSTIRIE



AR NEANENXNREAPOSTIRER |, BEARIAHES I

HEFTNR

S EI 5t R (Object)> /api/fmc_config/v1/domain/{domainUUID}/object/hosts > POST , ARE =5 Try
it Out,

RATHEHBFTNRAISONER :

{

"name": "Obj_API_172.16.0.1",
"type": "Host",

"value": "172.16.0.1",
"description": "Bulk API Operation"
1,

{

"name": "Obj_API_172.16.0.2",



lltypell: "Host"’

"value": "172.16.0.2",
"description": "Bulk API Operation"
}

MName Description

bulk )

Baolean Enables bulk create for host objects.
true v

domainUuID *

string Domain UUID

(P

e276abec-e0i2-11e3-8169-6d9ed49b625¢

Request body applicationfjaon £

Input representation of host object

Examples:
[ [Modified value] = ]
[
{
“name”: "Obj_API_172.16.8.1%,
“type”: “Host",
“value™: “172.16.8.17,
“deseript “Bulk APT Operation”

=: *172.16.8.12%,
“description®: “Bulk API Operation®
1

BIEHEX REISONERRHI

Thabe Bf2-11e3-8165-Gdaed - e thulk-true' \

1-aab1sefoersn’ \

vifdomainfe276abec - edf2-11e3-§169 - 6d9edd9b625f fobjec t/hosts fbulks

Server response

Code Details

201

Response body




AR QEHSEFNRE , ARFHEBSHBEFENE. LN Bulk Pushf |, &Z A fEH
POSTZ A 8I#10001M % B .

DI M EXT R

BEAMRERR

& B3 K (Object)> /api/fmc_config/v1/domain/{domainUUID}/object/networks > POST , AAE =
FTry it Outo

AT#IERNPETRIISONER :

{
"name": "Obj_API_network",



"value": "7.0.0.0/24",

"overridable": false,

"description": "Single Network object created",
"type": "Network"

Name Deseription
bulk
boolean Enables bulk create for network objects.

(query)
= -

domainUUID * o= )
string Domain UUID

(path}

e276abec-e0f2-11e3-8169-6d%ed49b625f

Request bady """ applicationi|son b

The input network object maodel

Examples:
[Meodified value] w

{
“name”: “0bi API ne k",
mrateet: St etk
“overridable”: false,
“description”: "Single Metwork object created®,
“type™: “Metwork™

B BN 4EX REYIJSONFE R R

HEMENR

& B3 K (Object)> /api/fmc_config/v1/domain/{domainUUID}/object/networks > POST , AAE =
& Try it Outo

AT #HE# BN & RAISONER -

[

{
"name": "Obj_API_netl",
"value": "1.0.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"

}!

{

"name": "Obj_API_net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"



Hame Description

bulk

Pechean Enables bulk create for network objects.
(query)

[true =)

Domain UUID

e276abec-e0f2-11e3-8169-6d9ed49b625f

application/json

Request body "7

The inpul network object model.

Examples:
[ Modified value) ~

“name”: “Obj_API_netl”,

“walue™: “1.8.0.8/24%,
“everridable”: false,
“deseription™: “Bulk Operation”™,
“type”: "Network™

“name": "0bj_APT_netd”,

“walse™: T1.1.0.0/247,
“overridable”: false,
“description®: “Bulk Operaticn®,
Ttype”: "Metuork”

DI HL B W X RAVISONE R RH



AR AESEMEXNRE  ARFLESHBENE. 2 Bulk Pushd , &Z A EH
POSTZ A 82100075 E .

BEMEERENR
EAMEEEN R

&1 B K (Object)> /api/fmc_config/v1l/domain/{domainUUID}/object/ranges > POST , ARG A i
Try it Out,

AT HEENTENRAISONER :

"name": "Obj_API_TestRange",

"value": "10.2.30.40-10.2.30.50",

"type": llRangell’

"description": "Create Single Range Object"



HEMZBEXI R

S 1 B & (Object)> /api/fmc_config/v1/domain/{domainUUID}/object/ranges > POST , ARG A i
Try it Out,

AT HE#HESTEN RAISONER :

[

{
"name": "Obj_API_TestRangel",
"value": "10.4.30.40-10.4.30.50",
"type": "Range",
"description": "Bulk Operation"

},

{
"name": "Obj_API_TestRange2",
"value": "10.5.30.40-10.5.30.50",
"type": "Range",
"description": "Bulk Operation"

}



AR HESECEXNRE  ARHLESHBENE. 2 Bulk Pushd , &Z A EH
POSTZ A 82100075 E .

B ZEFQDNI &
B ANFQDNRT &

S/ FObject > /api/fmc_config/v1/domain/{domainUUID}/object/fqdns > POST , ARG A &Try it
Out,

AT H#HEEANMETRAISONIER :

{
"name": "TestFQDN",
"type" : IIFQDNII ,
"value": "cloud.cisco.com",

"dnsResolution": "IPV4_ONLY",



"description": "Create Single FQDN Object"
}

HEFQDNX &

S ZlObject > /apiffmc_config/vi/domain/{domainUUID}/object/fqdns > POST , ABE K& Try it
Out,

AT H#HE# BN RAISONIER -

[

{
"name": "Obj_API_FQDN_1",
"type": "FQDN",
"value": "downloads.cisco.com",
"dnsResolution": "IPV4_ONLY",
"description": "Bulk Operation"

1,

{
"name": "Obj_API_FQDN_2",
"type": "FQDN",
"value": "support.cisco.com",
"dnsResolution": "IPV4_ONLY",
"description": "Bulk Operation"

3



ARG EBFQDNY REY , RRFLESHAENE. HEBulk Pushd , &ZA[EH
POSTZ A 82100075 E .

BIERS TR
BEMRSEHR

S ZI3t R (Object)> /api/fmc_config/v1/domain/{domainUUID}/object/protocolportobjects >
POST , AAE K Try it Outo

AT H#HEENRS N RAISONER :

"name": "Obj_API_Telnet_Port",
"protocol": "TCP",

"port": 23,

"type": "ProtocolPortObject"



AT HEENRS I RAISONER :

"name": "Obj_API_objl",
"protocol": "UDP",

"port": "1025-65535",
"type": "ProtocolPortObject"

EE . YBLUSONKRE ik OEE |, HEANEIS | flmport” : “1111-1115" , BN
ARELBEIAIR | """ TR BT — BAFR(- (K5B45 ) ) FEEZSRKROBITH
HXNREZE 4, 5 : 17"



HERSHR

S fin B3 R (Object)> /api/fmc_config/v1/domain/{domainUUID}/object/protocolportobjects >
POST , AAfE K Try it Outo

AT HE#HEBRST RAISONER :

[
{
"name": "Obj_API_UDP_Port",
"protocol": "UDP",
"port": 123,
"type": "ProtocolPortObject"
1,
{

"name": "Obj_API_TCP_Range",
"protocol": "TCP",

"port": "1025-65535",
"type": "ProtocolPortObject"



AR SIEMERSHRE , REMESHENTrue, EEBulk Pushf , RZ A EH
POSTA =8I 10001N % B,

BUEHERR

o BXRHTTPIRSHKIB(REST APIERHR) | BS54

- AFEIETRERRATREST APIRIGUIRE , RENATXHATMAE , ARNELESH
BR T EH,

- FIBRESTEREXIEREIFMCEMXFAN AEXMHF, BREMNURL(HIL../object/hosts)F
FHRWREMREBEETERGETRESIR , FRRAZEHNXLTCETHERIE. ... . IR/EMN)

tail -f /var/opt/CSCOpx/MDC/tomcat/Togs/stdout.logs
tail -f /var/opt/CSCOpx/MDC/Tog/operation/usmsharedsvcs.log


https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
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