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root@FMC-HTZ:/Volume/home/admin# netstat —-tan | grep 8305

tcp 0 0 10.0.21.71:8305 0.0.0.0:% LISTEN

tcp 0 0 10.0.21.71:35069 10.0.21.72:8305 ESTABLISHED
tcp 0 0 10.0.21.71:8305 10.8.21.72:37995 ESTABLISHED

root@FMC-HTZ: /Vo lume/home/admin#
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[ [Pvd 1]
Configuration : Manual
J.7.7.11
Z295.255.255.8
Configuration : Disabled

= [ E'rﬂ:":‘_..-' ||'lfﬂrr~m'r :if.:l'l'l :] e ——
atate : Disahb]led

Huthent icat 1on : Disabled

System Information - Data Interfaces l=s=====

R | -

Interfaces : GigabitEthernetd 2

EE=E=Esss=ss=s====] l;igdhjtﬂf]“yrnntﬂfg |==s===sss==s=====E
state : Enabled
Link - Up
Name : outside
MTU : 1564
MAL Address : BB:5B:56:B3:BE 87
L [Pvg |

Configuration : Manual
Address : 18.H. 21,77
Netmask : 255.255.255.8

lizsabled

root@FTDZ2-HTZ: horesadHin# netstat -tan | grep —i 8385
H A 169.254.1.2:8385 H.A.8.8:= LISTEN
H B ?.7.7.11:8385 B.B.8.8:» LISTEN
H H fdUH:H:H:1: 2:H3HS HHHE LISTEN
root@FTD2-HTZ: ~homesadmintt _
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1 ATRBERAREE BIhaE , BEEZZEIFTD CLIFH# Alinat& = (system support diagnostic-
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2.3& T configure recovery-configii 3o
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firepower(recovery-config)# ?

access-1ist
as-path

bfd
bfd-template
cluster
community-Tist
crypto

end

exit
extcommunity-1ist
group-policy
interface

ip

ipsec

ipv6

ipv6

isakmp
jumbo-frame

management-interface

mtu

no
policy-Tlist
prefix-Tist
route
route-map
router

sla

sysopt
tunnel-group

vpdn
vrf
zone

Configure an access control element

BGP autonomous system path filter

BFD configuration commands

BFD template configuration

Cluster configuration

Add a community 1list entry

Configure IPSec, ISAKMP, Certification authority, key
Exit from configure mode

Exit from config mode

Add a extended community Tist entry

Configure or remove a group policy

Select an interface to configure

Configure IP address pools

Configure transform-set, IPSec SA Tifetime and PMTU
Aging reset timer

Configure IPv6 address pools

Global IPv6 configuration commands

Configure ISAKMP options

Configure jumbo-frame support

Management interface

Specify MTU(Maximum Transmission Unit) for an interface
Negate a command or set its defaults

Define IP Policy 1list

Build a prefix 1list

Configure a static route for an interface

Create route-map or enter route-map configuration mode
Enable a routing process

IP Service Level Agreement

Set system functional options

Create and manage the database of connection specific
records for IPSec connections

Configure VPDN feature

Configure a VRF

Create or show a Zone
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firepower# configure recovery-configqg

CAUTION: The config CLI is for emergency use only. Use the config CLI if the mMa
nagement center i=s
junreachable, and use it only under exceptional circumstances, such as loss of co
nnectivity or

to restore manager access. Do not change management center’s auto-generated conf
ligurations.

After your Management center is reachable, manually make the same configuration

change=s in the
Managerment center. The management center cannot implement them automatically. Hh
en you deploy
from the management center, out-of-band configuration changes wWwill be overwritte
n. Also, node join
Mill be blocked till config CLI session iz active, =o make sure to exit from the
config CLI after
changes are made.

pould you like to proceed 7 [Yles/[Nlo: __
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RESERERFER , AET—INER , BAGERZENBEIRET2REEL.

firepuuer(recuuerp—cunfiﬁlﬂ route outside H.B.8.8 H.H.A.8 1A.8.21.13
firepouwer (recovery-configl# exit

lInsaved changes are not kept if you reboot.3Sawve changes to memory ? [Yless[Hlo:
Ho

(f irepower#
if irepowers# _

6.8 UBINKBEENA. B4+ , EREEH.

firepower# show route

local, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
EIGRP, EX - EIGRP external, 0 - 0O5PF, IA - 03PF inter area
O05PF H35A external type 1, M2 O05PF H35A external
05PF extermal type 1, EZ 05PF external type 2, U
[5=15 summary, L1 I5=15% level-1, L2 a=15 level-2

inter area, =« candidate default, U per—us static route
ODR, P periodic downloaded static route, replicated route
atatic InterURF, BI BGP InterURF
last resort is 18.8.21.13 to network H.H.H.H

B8.8.8.8 [1-8]1 via 18.8.21.13, outside
255.255.255.252 i=s directly cunnected inside
255.255.255.255 is directly connected, inside

oHE , KEXHRESFMCHERS., #ETRAMBEKE Rconnection established , B &1E
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Comm lost

grep
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Out-of-band configuration details (FTD2-HTZ)

Last-deployed configuration Canfiguration on device (FTDZ-HTZ)
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» https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-

defense/770/threat-defense-release-notes-77.html

» https://www.cisco.com/c/en/us/td/docs/security/firepower/command ref/b Command

admin
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