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, BBl E Cisco ISEREIRE, Ef£Cisco ISEAREENREIRE , i&FiEFAdministration >
System > Settings > Proxy.



- BRISEZETIEPELANITERIEBR R oxGrid=REHN RS EFIEPMENRCAILEH. BRHA
LB CAUE$ /5 A Trust for Authentication of Cisco Servicesit I, /3 FTrust for
Authentication of Cisco Services , Ei%&#FAdministration > System > Certificates,

 T{Ri% 04437 MCisco ISEZICisco pxGrid=[ 1B UG EZEIT . MREE 7 RERAKE
RE , FRRXEURLARHFELE,

https://dna.cisco.com

https://dnaservices.cisco.com

https://ciscodnacloud.com

ERREHF

ISEERHERRAS © 3.4%M T 1,47 [EBE ( /B FpxGrid IRFHIPAN, SANFI2 PSN )

cdFMCHRAS : 20241127
& A FVMwarehR 2B Cisco Firepower BB BA #HI(FTD):7.2.5

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZRENERAR
(A ) BRE. MRENMELTEIRS , FERRETRAERSHBERNE,

B RlpxGrid=R1iE
T HERCisco pxGrid=f# R A RPEAMN —LEARERHECisco pxGrid=REHRHE X -
- i AT 8T -BHENRRS RRM

- iTA AP ERNEENSKFIRITHA
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BRER

Cisco ISEEZNMZEHNAEZRARAFRAE ; BR , HoIRMTAFARIISENET HNERA
RETMEDRHTERE , MAER K PEREME R/ BERE,

BRISEMpxCloudRETEMMRAGR , IHRLERAD , AEAMNEBRABRAE , TER
AR, FHAKBMERSM, ER2ATAEN , fETUARAZRERASTHHIE | HUE
RAEENNARFHEXNERBE,

BRHISERA3. 14N T 3R EERA X pxGridm. BRIRESENRETUTF XE FpxGrid=HI B A

, HEEApxGrid=r= MEMX LN A, Bk cisco DNA-Cloud PortalSRINAFEM A , TEMK
HE A AP EA IR K, X Lk R 6 SN EBRESTIul RS (ERS). FF A APIFpxGrid ( APIF]
Websocket ) SERRHISERREE. , UEMAcdFMCHISERITFE M A - #iE.
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https://dnaservices.cisco.com
https://dnaservices.cisco.com
https://ciscodnaccloud.com

) 4%

=

Messlages .

.< S S . pxGrid Cloud

Queries Create app /\
instance ' ‘I

Cloud—deliuered—l— 0
Secure Firewall ™
Management pxGrid Cloud
Center SDK

1
Cloud Queries—-&l IL—Messages
On-Premises Network ' '
Register
Cisco ISE

Cisco ISE @ pxGrid Cloud

Bt pxGrid=m32F cdFMC HISEFE B,
[
FROANEEDSRE -

« S AISEFH ERlpxGrid=RFEFIEF o
- [@Catalyst=|1 EMISE,

« ERAEMK B RTEISE LBECAFMCR A
- B pxGrid B A 2 7 (cdFMC)3:

EISEFRS A BRpxGrid RS BIEH

ISEAMECisco pxGrid=E U E1F. BIERNLFEALNTFEEMNIERHTEORIE , ISEE T4
PEZETHWBRCANTEY|XR, ALEERMSMBIEERR, BidX % F Catalyst Cloud

Portal ({XFREMAF ) S HpxGrid=ARIEB R P ENEH, KSZHGKE[HBAFLRE, LTEM
Chromeil 2R IRBUE BRI S TR,



https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/login

== dna.cisco.com/authflogin

Security
dna.cisco.com

Connection is secure

Your information (for example, passwords
or credit card numbers) is private when it 1s
sent to this site. Learn more

Certificate is valid A

ERURER



Certificate Viewer: dna.cisco.com

General Details

Certificate Hierarchy

IdenTrust Commercial Root CA 1
HydrantlD Server CA 01

dna.cisco.com

Certificate Fields

l[denTrust Commercial Root CA 1

Certificate
\. Version
\ Serial Number

Certificate Signature Algorithm

|ssuer
Validity
Mot Before
\
N
Field Value
4
I
Export...
- L = m-——-—J
S HiFH5E

MRIFPEERR K (ISEEEAIdenTrust Commercial Root CA 1) |, ERHEBH AISEF M “Trusted
Certificates” Z & X,

1R N LR CAIE$ /8 Fi“Trust for Authentication of Cisco Services” &1, ZJS B Trust for



Authentication of Cisco Services , Ei%&#FAdministration > System > Certificates,

Deployment Licensing

Certificate Management
System Certificates

Admin Certificate Node
Restart

Trusted Certificates
OCSP Client Profile

Certificate Signing
Requests

Certificate Periodic Check
Settings

Certificate Authority

N ERMRSH & HRIEEBEE

Az

Certificates

lssuer

Usage

Logging Maintenance Upgrade & Rollback Health Checks

* Friendly Mame

Status

Description

Subject

Issuer

Valid From

Valid To (Expiration)
Serial Number
Signature Algorithm

Key Length

IdenTrust Commercial Root CA 1

Enabled

IdenTrust Commercial Root CA 1

CN=ldenTrust Commercial Root CA 1,0=IdenTrust,C=US
CN=ldenTrust Commercial Root CA 1,0=IdenTrust,C=US
Thu, 16 Jan 2014 18:12:23 UTC

Mon, 16 Jan 2034 18:12:23 UTC

0A 01 42 BO 00D 00 01 45 23 C8 44 B5 00 00 00 02
SHAZ256wIthRSA

4096

Trusted For: (79
D Trust for authentication within ISE
I:I Trust for client authentication and Syslog

D Trust for certificate based admin authentication

B Trust for authentication of Cisco Services

D Trust for Mative IPSec certificate based authentication



App Activation Workflow

On-Prem ISE Ul Catalyst Cloud Portal User Application (cdFMC
Auth S50

<
+ Consent
+ Device Info ;

Auth > « Auto create Account

Get Token/Activation code
Register Device

Auto Create Device ;
Auto Enroll Device

Activate App (/scopes)

Get OTP (App) ; oTP
‘ i

. >
| Redesm OTP (App)
<

App Status '

3
L 4

RS TR
R EFPEAWISERE

Deployment Nodes

A Cisco ISE node can assume the Administration, Policy Service, or Monitoring personas.

Data is autematically replicated fram PAN to all the secendary nodes. If needed, you can manually sync a node
with the PAN by using the Sync option.

During Sync, Cisco |SE performs Full Sync if full database replication is required or Selective Sync if only bulk
replication of selective dataset is needed.

You must update the SXP device configuration with the connected PSN details in case of upgrade, node failure,
of node configuration updates,

Selected 0 Totald ¥ g5

= Register v
(] Hostname ~  Personas Role(s) Services Node Status
O Ise341-PAN Administration, Monltoring PRI(A), PRI(M) NONE @
0 isedd]-SAN Administration, Monitoring SEC(A), SEC{M) NONE (5]
O Ise341-psni Pollcy Service, pxGrid SESSION,PROFILER ]
O ise341-psn2 Policy Service, pxGrid SESSION,PROFILER 2 @

{# F Catalystz=| 1 SEMFISE

£ BRHISEAR B ApxGridz RS H IF MIRHE &

1.7£Cisco ISE GUIF , & Administration > System > Deployment,
2REEEH LBApXGdEREM TR ( EAFIPRE—IPSNTR ) .
3.#EGeneral Settingsit I+ , /5 ApxGridfkF

4 3% pxGrid Cloud &£ 4E,



AE  pxGrdelRFRBEERIMNTRLEA , UK STAE. REEEZTRLER
pxGridIREEY , FBE/S A pxGrid =il

5ISEBEMFERT , MABEUNEN. LBEHERECatalyst=l1FH , IATFRXSREM
AR T ZNSEEE . B LAEAISEERE B MRIEECisco Catalystz[ 17 LM BRHSEEE

( A% ) % Description ( AIiE ) FEBRH , B ALK Cisco ISEEBER %A,

6.7 Region T FIFKH |, EBIEFMERISERBHWXE. BRTEE , M. WLAMBARtBLZECisco
pXGrid=. #EE , E5pxGrid=— e £ i N A A B F [ — XiF,

7.8 FHRegister,



J!  Bookmarks Deployment

B%  pashboard

1] Comtext Visibility

[

4 Administration

Al Work Centers

Interactive Help

EpxGrid = 3EAHISE PSN

Licensing

Certificates

Lagging

O

Maintenance  Upgrade & Rollback

Enable Passin

- .
-]

pxGrid

Enable puGng C

Health Checks

Backup & Restore

A pxiad Cloud cam be Snabied onky SMoF Fogistering your Cides ISE 10 yaer

Ciseo DNA Partsl aceount.

FSE deployment name

ISE341-FSN1

Bescription (optional)
Primary pGrid node

Salert B POghn WhErs VoU Wanl 10 fegister your deice, Ap

avvilable in tho same region
Feglon

wiewast=2

tien should 350 be

Check the checkboxes below 1o register this ISE i you concur with the statements.

I8 1 have read and ackrowliedge th

=

I8 1 agroe thai offors are governed by Cisco EULA and | am an suthorized agent of my
& End Lt Lice 1

camphny. Cis

BAEBBERERHNYF , FANEERFNEENG, £& Nexto

Admin Access

Settings

Risat



S

& e
NIl
CISCO

Activate your device

Follow the instructions on your device (o get an
activation code

Activation Code

L e b

Contact support Privacy Terms & Conditions Cookies Trademarks

BURIRE



NIr
CISCO

Device activated

(A) poongarg@cisco.com

Follow the instructions on your device for next
steps

Contact support Privacy Terms & Conditions Cookies Trademarks

R&ECHE



AR HEEESAVRELBAPXGrd="A G |, ISEFEEMBEXLFMAEFE , AR
ISESpxGrid =HY EMAL FEHBEHR A

9. A EFEIEE R Cisco Catalyst= 1Pk, MREEBEEFREL , HRIEHK- UATRIZREE
ft. BEXFMELR , ES M IECisco Catalystz=[TF Bl ik -

B BRHISER % BIBUE FH £



https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/signup
https://dna.cisco.com/auth/signup
https://dna.cisco.com/auth/signup

= il Catalyst Cloud Portal

Papordons @ Product Details

SUMMARY A Cisca DNA Center registration from wersion 2.3.7.5+ should be initiated from Cisco DNA Centor itself, To register, navigats

sereen instructions — m
~ Products Type (5 ISE341-PSN I

Al Products that are inactive will automatieally be deleted after 30 days of inactivity. Descriptior Primary pxGrid node
SE - a
) f - ct Type Cizco ISE
Region » ALL ~~
Ragior us-west-2
) Select a region 1o register product.
Last Heartbeatl Status March 17th, 2025 = 5:01:47 PM

Registered
Ius Products (1/5) Focus: Shaw product type
QL PSNI
fing
Praduct Name = Reglstratian Sialss Region Tyoe
ISE341-PSNI Registared ws=west-2 Ciseo ISk

M Catalystz=[ 1 EMBISET R
10.48 0] LLTE pxGrid 2B 4 (Administration > System > Deployment > pxGrid)# # B B E At 89 B &t
- pxGrid

nablo prlnd Lloud

To enable peGrid Closd spplcation, please 4o bo the Infegrathon Catalog.

Ciscio NS Poriad sccount Shaius

cisco B Connected
ISE deploymeent namee Regisigred region
ISE341-P5N1 wEs-wesi-

D 30 pthicen Eooe

Primany paGrid node Active

I8 F [ pxGrid = E M HYISE
& 0] LA R T DeregisterBUH MM Cisco ISEiR &, T ERISEXR LB ERAEZENNA,
FERERE REISELBIEcAFMCR A

1.7£ISE GUIA | i£$##Administration > Integration Catalog.

2.7EAvailable integrations T , i£#ZFirewall Management center N AT Fo



AR NARFIIRBURTIKS ., FENRAEFATRARESBEKS,

= b Identity Services Engine Administration / Integration Catalog

J Integration Catalog

Available integrations

P ~

| Cisco Security Cloud Firewall Management Center prGrid Cloud Demo prGrid Cloud Demo Multi-instance
e e [ etmering =D

3.7EApp configurationZf s A | #%E#ENew instance , ARGk FData scopetE N BN ARE, 4



I — NI E Ak,

AR EERRETER , EEERER I pxCGrid=RBIRE T B AZEE.

4. % Activate BUERN A o



‘thits’ Identity Services Engine Administration / Integration Catalog

¢ Integration Catalo,
D' Bookmarks e .

Firewall Management Center weworksecurity  pxtria Gloud  us-west-z
8% Dashboard

Configuration About this integration
Il Context Visibility

A operations Registration

The integration of pxGrid Cloud will take place through your Cisco DNA Portal account
I Policy whane this ISE is registered. Manage your ISE registration
8o Administration Cisco DMA Portal account Status

giseo & Registered
Al Work Centers Device name Reglistered reglon

ISE341-PSN1 us-west-2

Description
?  Interactive Help Primary pxGrid node

App configuration

Application status

@ Inactive

Instance 6]

() Existing instances

Data scope
Select at least 1 data scope for this application to consume.

Adaptive Network Contral (ANC) Configuration
Provides AMC configuration details such as policy name, action type, status, and
MAC address.

Echo Service
Provides a way for the app to check the health of the integration.

Profiler Configuration
Provides ISE profiling policy device details such as ID and name.

B session birectory
Provides details on session and user group objects which include authenticated
user context, wired and wireless connection type information, posture status,
endpoint prefile device, Security Group Tag (5GT), and username.

TrustSec
Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics which include
SGACL, 5GT, and 86T binding information.

A + I you are associating multiple ISE clusters, please ensure that your SGT IDs
and names are homogenized.
« When you select a data scope, it will also enable the same under system level
pxGrid Cloud Policy settings.

ISE LKIFMC R R Bl &

S5MN—XMZFBOTP)EEEDOR , EHOTPLAE I pxGrid B A LI pF H i FcdFMC £



One-time Password
Generated

Loeg into your account on the App page and use
this one-time password to add an instance.
Authenticated with App account (7

One-time password

1c0zAGz9sMayH Jzyde|SsbpgBHe... O Copy

ATFcdFMCR AHOTP

6.8 SMEIEE> pxgrid R S5>F FimE E> pxGrid= KB |, BLEpxGrida K, EFEES5Saasi
AHXZEWpxGridfkS , H 8 AAIBRESTuUlARS (ERS)APIFIOpenAPId Cisco pxGridz= i A B R ik
HE,



Identity Services Engine Administration / pxGrid Services

P Bockmarics a Client a Settings

5 Dashboard

pxGrid Cloud Policy

1! Context Visibility
You can create a general pxGrid Cloud policy for what ix aliowed or denbed between your ISE deployme

nd the paGird Clowd service. The per partner authorization policy can be setup In the cloud

Gevups i
X operstins s
v prGrid Services
et Cioud Policy

I Paiicy B

Wou can ube Clico palldld 1o share the context-sansitive Infarmation from Clice ISE sasslon diretony
Bo Aok o wilh ather nutwerk systems sisch as ISE Eco system paniner systams asd sther Cites platiomms, The

puiid framework can alse be used 1o exchange pelicy snd configuntion duta between nodes like

sharing tags amd policy objects betwaen Gisco ISE and third paty vendors, and for other information
Al Work Cantars eachangos.

Echo Service = TrustSec SHP - MDM -

TrustSec configuration = TrustSes «

Interactive Help
#Brodiler configuration = Endpoint «

ANG configuration = Radies Fasure =

Wsor Dofined Network - Sessian Directory « w

ERS APIs

Erable External RESTHa Services (ERS) APIs Polcy In pxtirid Cloud Palicy.

Wl Enabied
O Resd Onty
Fies

[+

Open APIs

Ensble Open APH 67 g

Wl Enabied

O Reesd Dy

FeadWrite

it B pxGrid =R B



AE  EchofRFA TEITEMTIAKRELHE SISEMN pub-subFAPIEE,
ERIANBERT |, Cisco pxGridz= N A#H R FXAPIF RiRiAENPR ( REERITHTTP

GETIRME ) ., WMBMERLAFPOST, PUTHIDELETERE , iB7EpxGrid Cloud Policy &
O /& FARead/Writei& I .

B 2 pxGrid N F 2 & (cdFMC) 3£ 41

1UEABLAEERACNAF SHERELREH(SCC)T T,



shfuanfus
CISCD

CONNECTING TO SECURITY CLOUD CONTROL (APJC)

Security Cloud Sign On

Emall

| |

Conanise

Don't have an account? Sign up now

L

Other login options

5!||I|HI'I'| status FI:I-lII:'l' statement

SCCE RN



IN'RETEHXED | BHEE> £/ > BHABERPL , ARERENCIFMCES , HEAR
M 25 ¥ 1£ 1 1% 2 System > Configuration,

Administration

Customize
F—— Top Information
Homo
User Management
2 Naification Settings Aizer Overall Inventory Accounts and Assets
Data sources:  Multicloud
Multicloud i Total Devices
Dise Log Settings 4
@ 0 Service VPC/VNets without gateways
Manitcr integrations 1 5 Healthy Rules {71%) o lzsues 2
I 0 Unheaithy Rules (0% 0 0 Apps not protected
£ Secure Connaciors 2 Disabled Rules (29%) A Ponding Action 2
his & Firewall Management Center
'":-;m T~ ® ’ © 0 VPca it rtrotctd
Multicloud Defense AN O% 0~ 0%
Management Onli o
] © online 0 Accounts + Add Account
Events & Logs Dynamic Attributes Connector Details %
View All Devices » Muiticioud Defense Controlier &'
Manage Migration
Firewall Migration Tool
0%
- Migrate FTD to cdFMC . '
Policies Configuration States
.
A
Objects 0 2 NotSynced O conflict Detected 0 synced
m -] ‘Warning £
L)
Security Wiew All Insights >
Devices
.-
Secure Change Log Management
Cannections .
Datasourcos: FTD  ASA  Multicloud
@ Changes by all users My Changes
A giration derutilized features:

SHAEIRE K IE E A

SHEBME ML , MFER>HEMER>H R ERRSKEFBIRSEIZE (pxGridm ) . KRERIE

pxGrid Bz A 3K 3 Z i M B RHSES B OTP LA NSl

Create pxGrid Application Instance

Mame *

[ 5aas instance-cdFMC

Description

[ cdFMC

{One-Time Password) *How to get OTP 7

The OTP enatiles you to set up your pxGrid Cloud application instance




Bl cdFMC R A SR 41

4.7£Cisco Catalystz=[ 17 LI®IUFE , L FApplications and Products > Firewall Management
Center > Manage > Products > Select Instance FHI 3 #

' Catalyst Cloud Portal

= Al
- cisco

Firewall Management Center

Status: Connected Account: poongarg@eisco.com wiew all details
SUMMARY

Activated

Products About

[ Select Instance - Saa$ instance-cdFMC -

Activations (0)
1 Search Table

0 Selected Add More Actions -

O Name = Type Region Status

No data to display

Wk Catalyst= (17 LB cdFMC

S5 RFMMBIBNCcIFMCR ARRF , AFETHAJD, %EFERegion , RAJg5H HActivate,

Select Region

Region

us-west-2 W

Cancel Activate

R X

SUAREHNARS , ReRET—FH, BREN>m (ISEpxGridT K ) , RERET—F,

6.ELE G mIEF : EFEFTIEISES M EcdFMCARFRITIBEINRE, B Nexto RAFEREERE,
IS H B dh Activate,



= vt Catalyst Cloud Portal

Configure Access Control

Choose the functional capabilities and APl Access control to be allowed for application " Firewall Management Center® on this products "ISE341-
PSN1

CAPABILITIES APl ACCESS

@l  selectAn

@ Adaptive Network Control @ Eche service topics used
(ANC) configuration for testing

Identity Services Engine ISE Session directory
(ISE) Profiler configuration

B TrustSec related topics
(Configuration, SXP, etc.)

HcdFMCHEL & i [A] 2 %1

Catalyst Cloud Portal

Done! Your Product is connected to Firewall Management Center

It could take up to 5-10 minutes to activate this application on your products.

M@ ‘Your Product is connected to Firewall Management Center @

mISEE#EF|cfFMC

8.7ECisco Catalyst=[ 17 LR®IFE , £ FApplications and Products > Firewall Management
Center > Manage > Products > Select Instance FHI 3K #



RirTNAREEBE
IS UF

1. ECatalyst=[1F L , SMENAN~ @, ERENISEFRBEMNHRERIFAFEE. RIEE

Activated Application ( BUEHIR A ) T2 & & ElcdFMC,

Product Details

Product Name ISE341-PSN1
Description Primary pxGrid node
Product Type Cisco ISE

Region us-west-2

Last Heartbeat Status ) March 17th, 2025 - 6:28:08 PM

Registration Status &) Registered

Activated Applications

() Search Table
Applications Id = Applications Name Applications Activation Status
fmemi-o1lsbr5b9 Firewall Management Center ) Activated

1 Recordis) Show Records: 25

fECatalyst=#2#l71F LIRE

"| -

<]



2. X2 H L, NiABEENCcAFMCR AL, ik E RN

ELEREHF LRIE

3.f# Fshow application status ise®s & R EE s pxGrid T KR H K iFHermes ( pxGridzfVE ) 28
LHFETRS. WREBERApxGridT K L4 FEZARES.



ISE PROCESS NAME STATE PROCESS ID
Database Listener running 265600
Database Server running 168 PROCESSES
Application Server running 4158798
Profiler Database running 272781
ISE Elasticsearch running 4124473
AD Connector running 285681
M&T Session Database running 4122983
M&T Log Processor running 4125438
Certificate Authority Service running 41801637
EST Service running 47678
SXP Engine Service disabled

TC-NAC Service disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 4187829
ISE API Gateway Database Service running 4126393
ISE API Gateway Service running 4148593
ISE pxGrid Direct Service running 244678
ISE pxGrid Direct Pusher running 245743
Segmentation Policy Service disabled

REST Auth Service running 23551
SS5E Connector disabled

Hermes (pxGrid Cloud Agent) running 250688
MFA {Duo Sync Service) disabled

McTrust (Meraki Sync Service) disabled

aciconn (ACI Connection Service) disabled

Workload Connector Service disabled

ISE Prometheus Service running 240758
ISE Prometheus Exporter running 250921
ISE Graftana Service running 4143487
ISE MNT LogAnalytics Elasticsearch disabled

ISE Logstash Service disabled

ISE Kibana Service disabled

ISE Native IP5ec Service running 4144654
MFC Profiler running 27017
ISE Prometheus Alertmanager Service running 4153383
Protocols Engine running 236265

WifHermes ( pxGrid=RE ) RS



¥ 2 B N pxGrid ¥7 & LB pxcloud.log A B ik Active M Standby Status:

On Active pxGrid node (pxcloud.log)

<{froot>

https://ise341-psn2. poongarqg. | ocal : 8910/ pxari d/ pxcl oud/ st at usLookup

2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.HeartBeat -::::

r ol e=STANDBY,

state=MONITORING, pxGridConnectionStatus=NOT_CONNECTED, cloudConnectionStatus=NOT_CONNECTED, reason=]
2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.HeartBeat -::::
2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.StateMachine -:

RUNNI NG

(PEER_MONITORING)

2025-03-17 14:35:35,548 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -
2025-03-17 14:35:35,572 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -
2025-03-17 14:35:35,572 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -

On Standby pxGrid node (pxcloud.log)

<#root>
2025-03-17 14:34:14,145 DEBUG [pxCloud-heartbeat-6441][[]] cpm.pxcloud.ha.statemachine.HeartBesat -:::::- url -
https://ise341-psnl. poongarg. |l ocal : 8910/ pxgri d/ pxcl oud/ st at usLookup

2025-03-17 14:34:14,153 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.HeartBeat -::::

peer - StatusResponse [rol e=ACTI VE

, state=RUNNING, pxGridConnectionStatus=CONNECTED, cloudConnectionStatus=CONNECTED, reason=]
2025-03-17 14:34:14,154 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.HeartBeat -::::
2025-03-17 14:34:14,154 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.StateMachine -:

MONI TCRI NG

(PEER_RUNNING)

A, RENESESNpxGrid ¥ R £ 3T FF 89w 0.8913:

<tfroot>

ise341-psnl/admin#show ports | include 8913
tcp:

127.0.0.1: 8913


https://ise341-psn2.poongarg.local:8910/pxgrid/pxcloud/statusLookup
https://localhost:8913/hermes/cloudConnectionStatus
https://ise341-psn1.poongarg.local:8910/pxgrid/pxcloud/statusLookup

ise341-psnl/admin#

4. SR FEE> pxGrid RS >F P IR EE>E P ik> pxGrd=E i , RifpxGrid=E ik, BiERE
TR EE,

= b dentity Services Engine Administration / pxGrid Services
[} Summary Client Management Diagnostics Settings
u m

I - Clients

Clients must register a

palieid Cloud Poiley
3 piGrid Clients | pxGrid Cloud Clients

Mame Description Toples Subscribed Toples Published

Jiopicicom.cisco.ise. ses
sion.group

Mepicicom ciscaise.ech
o

ise £ B pxGrid =& i

5 WIETT M EBMREREECIFMC L, BRI/ L, BERE>RHH>ER>HitE
B>5 7R, £HHBREEIZE (pxGridy ) . BHEERIER. HiZRL , RHISEELIRERLE
B+, SIBZAEETIERR,

Add Condition

Ky

[ Mammigenien

CasSecurityGroup
ErcpintOperatingSystem
EncpointProtic
MRk ALt ke ation
MdmCompdant
MdmiliakEncrypred

MadmaiBegken

mmedTsNersion

MISEZREUE %

HUEHEER



1.FEISEEMHRIRK

ROREGRE

B EInternetEHEM MR IBE EHE R,

2. BERpxGrdaRFSHEBEMNEXESHE , pxCridRASEISELRE T LHE L£E RNot

connected,

HEE R RApxGrid=lRFH T K L Ehermes.log:

<#froot>

ise341-psnl/admin#

show | oggi ng application hernes/hernes.log | begin 8913

2025-03-17T09:19:35.277Z | INFO | hermes/httpserver.go:57 |

Starting REST server on :8913

2025-03-17T09:19:35.285Z | INFO | hermes/httpserver.go:78 | REST server is up and running
2025-03-17T09:19:35.307Z | ERROR | hermes/pxgrid.go:194 | Failed to establish pxGrid WebSocket connecti

"https://ise341-psnl. poongarg.|ocal:8910/pxgrid/control/ServicelLookup": SSL errors: SSL routines:tls_prec

2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.

3077
3077
3077
3087
3087

ERROR | hermes/main.go:166 | Failed to open pxGrid WebSocket connection: Fai
INFO | hermes/config.go:279 | Stopping monitoring of configuration file: /op
INFO | hermes/connectionstatus.go:81 | Resetting connection status to DISCON
ERROR | hermes/main.go:402 | Error running Hermes: Failed to establish pxGri
INFO | hermes/httpserver.go:90 |

St oppi ng REST server on :8913

Hermes RestfR$S 85T 108913, AEE# it E RHermes RESTRESSBEE=RES , BRTIE
PIUF LM , RAEEE I pxGrid WebSocketiE .

BRTHR  RiEpxGridiE B REBY , IEPEREB AT, EFILEPHRIEEFRESREER. &


https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup

XHERT |, MRL T REIpXGridiE B R RIISEEHLE FIEH,

Certificate Hierarchy

Certificate Services Root CA - ise3d]-PAN

Cartificate Services Nade CA - isae3d1-PAN

Ceartificate Services Endpoint Sub CA - ise341-pan

Iza341-panl_poongarg.local

i3 1-psni.pocngarg. local
Issued By : Certificate Services Endpoint Sub CA - ise341-peni
@ Expires Sun, 17 Mar 2030 063619 UTC

Certificate status is good

B A pxGridiE

3.cdFMC R BB £ Catalyst= 1 LR W,

RRFE  WREISEL |, EpxGrid=ERE T , B AIEBRESTulAR S5 (ERS)APIFIOpenAPI R ik 15

LT

SpxGrid=INEEH<MH AR -

it A4 HENXHEH HiR

pxGrid= pxcloud.log. hermes.log pxcloud.log: & 12 & pxGrid = AR5
BB E N, pxGrid=RSERIR
AAE A AERS

= hermes.log:i2 FpxGrid = /1T [

pxGridz=OpenAPI pxcloud.log, hermes.log IRF. 3 EpxGridEHIERS
Resti®R., ISELWEEE X,
RAPERAERE RNERBE,

=N sch.log CEEVNEREE  TERTERE

FpxGrid =K T .




C TR BEAT
ZEME , HermesBEN T EAZIRENHBET R

R EERpxGrid=At

X} ==
AEE

Hermes.log{X % #Debug. Info, WarnHError B &%
% 5 /i% & 59 Debug for hermes.log. 1R i%EEFatal ,

/ |_1\

Erroro

ISEFEM/EM R BUERZ

EXEMHEE 28, ISEEREETHEMNE
o WEPANT S LHsch.log:

2025-03-17 09:10:23,361 INFO
2025-03-17 09:10:23,361 INFO
2025-03-17 09:10:23,463 INFO
2025-03-17 09:10:23,467 INFO
2025-03-17 09:10:23,480 INFO

[openapi-http-pool17][[]1]
[openapi-http-pool17][[]1]
[openapi-http-pool17][[]]
[openapi-http-pool17][[]]
[openapi-http-pool17][[]]

: 1@%!3%%

OEERFPANTT R ERBEE, 1%

Ral. HLt , NER%EFETrace , B
Mhermes.loghy B &4 51RE

REXEFIRMB AR, tHhEAISERY EN"A 4R 4

.DNATelemetryClie
.DNATelemetryClie

api
api

infrastructure.telemetry.sch.
infrastructure.telemetry.sch.
infrastructure.telemetry.sch.api.TetheringStateSt
infrastructure.telemetry.sch.api.TetheringStateSt
cisco.dna.tethering.client.TetheringClient -:::::



2025-03-17 09:10:23,480 INFO [openapi-http-pool7][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
2025-03-17 09:10:23,483 INFO [openapi-http-pool7][[]] infrastructure.telemetry.sch.api.DNATetheringClie
2025-03-17 09:10:24,492 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:24,497 INFO [openapi-http-pool7][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:24,529 INFO [openapi-http-pool17][[]] cpm.infrastructure.telemetry.api.TelemetryConfigH

pxcloud.log ( PANT R ) , —BERpxGrid=fRs , Hermes ( pxGrid =32 ) fFBUE , ISEFREUX
HESHETENA G EZERTE,

2025-03-17 08:47:00,300 INFO [main][[]] cisco.cpm.pxcloud.api.PxCloudInitializer -:::::- Initializing p
2025-03-17 08:47:00,312 INFO [main][[]] cisco.cpm.pxcloud.pxgrid.PxCloudProviderRegistration -:::::- Re
2025-03-17 08:47:00,314 INFO [main][[]] cisco.cpm.pxcloud.hermes.ProxyConfigNotificationHandler -:::::-
2025-03-17 08:47:00,376 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Registerin
2025-03-17 08:47:00,376 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Registerin
2025-03-17 08:50:18,842 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Updating H

2025-03-17 08:52:46,834 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 08:55:46,877 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 08:58:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 09:01:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 09:03:37,136 INFO [pool-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:04:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 09:06:37,136 INFO [pool1-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:07:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 09:09:11,901 DEBUG [hermes-change-monitor-0][[]] cisco.cpm.pxcloud.hermes.PxCloudNodeChangeH
2025-03-17 09:09:37,136 INFO [pool-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:09:37,139 DEBUG [pool1-225-thread-1]1[[]] cpm.pxcloud.service.ui.IntegrationCatalogSchedule
2025-03-17 09:10:22,475 TRACE [openapi-http-pool14][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:10:22,485 INFO [openapi-http-pool4][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Fetc
2025-03-17 09:10:22,739 TRACE [openapi-http-pool7][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:10:22,750 INFO [openapi-http-pool17]1[[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:
2025-03-17 09:10:22,754 DEBUG [openapi-http-pool7][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
2025-03-17 09:10:24,529 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
2025-03-17 09:10:24,537 INFO [openapi-http-pool7][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::-
2025-03-17 09:10:26,938 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
2025-03-17 09:10:26,946 DEBUG [openapi-http-pool7][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
id: ap-southeast-1

name: ap-southeast-1

fgdn: neoffers-sg.cisco.com

}, class Region {

id: eu-central-1

name: eu-central-1

fgdn: neoffers-de.cisco.com

}, class Region {

id: us-west-2

name: us-west-2

fqgdn: neoffers.cisco.com

1

2025-03-17 09:10:26,968 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.PxcloudAppTlicationCatalogIm
2025-03-17 09:10:27,051 INFO [openapi-http-pool17][[]1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogImp
2025-03-17 09:10:27,055 DEBUG [openapi-http-pool7][[]] cisco.cpm.pxcloud.utils.PxCloudUtils -:::::- Ano
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.PxcloudAppTlicationCatalogIm
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.PxcloudAppTlicationCatalogIm
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.PxcloudAppTlicationCatalogIm
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool7][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::
1

2025-03-17 09:10:37,338 INFO [openapi-http-pool17][[]1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogImp
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2025-03-17
2025-03-17
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2025-03-17
|

2025-03-17
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2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17

09:
09:
09:
09:

09:
09:
09:
09:

09:
09:
09:
09:
09:

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

16:
16:
16:
16:

16:
16:
16:
16:

16:
16:
16:
16:
16:

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

42,536
42,537
42,569
42,569

44,729
44,735
45,310
45,345

45,538
45,589
46,805
46,816
47,631

14,196
14,196
14,199
16,956
16,964
16,964
16,964
17,284
17,284
17,306
17,325
17,342
17,369
17,394
17,418
17,438
17,463
17,485
17,489
17,495
17,500
17,500
17,554
17,554
18,501
18,505

TRACE
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
TRACE

[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]

[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]
[openapi-http-pool13][[]1]

cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -

cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
INFO [openapi-http-pool13][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:

INFO [openapi-http-pool13][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
DEBUG [openapi-http-pool13][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::
INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
DEBUG [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
DEBUG [openapi-http-pool13]1[[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -

INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::
DEBUG [openapi-http-pool19]1[[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
DEBUG [openapi-http-pool19]1[[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:
INFO [openapi-http-pool19][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::
cpm.pxcloud.service.ui.IseEnrollment -::::

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO
INFO
INFO
INFO
INFO

[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-pool19][[]]
[openapi-http-pooT19][[]1]
[openapi-http-pooT19][[]1]
[openapi-http-pooT19][[]1]
[openapi-http-pooT19][[]]

cisco.

cisco

cisco.
cisco.
.cpm.
cisco.
cisco.

cisco

cisco

cisco.

cpm.
.cpm.
cpm.

cpm

cpm

cpm.
.cpm.
cpm.

pxcloud.
pxcloud.
pxcloud.
.pxcloud.
pxcloud.
.pxcloud.
pxcloud.
pxcloud.
pxcloud.

api
api
api
api
api
api
api
api
api

cpm.pxcloud.service.ui.IseEnrollment -:::::
cpm.pxcloud.service.ui.IseEnrollment -:::::
cpm.pxcloud.service.ui.IseEnrollment -:::::
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:
cpm.iseopenapi.pxcloud.util.PxGridCloudUtil -::::
DEBUG [openapi-http-pool19][[]] cpm.iseopenapi.pxcloud.util.PxGridCloudUtil -:::
INFO [pxcloud-configuration-1243][[]] cpm.pxcloud.service.ui.CloudConfiguration
DEBUG [pxcloud-configuration-1243][[]] cpm.pxcloud.service.ui.CloudConfiguratio

pxGrid T KRAE TACTIVEA® , BR , i EA 1R pxGridConnectionStatusM 2 7y
NOT_CONNECTED , fE7EbbpxGrid ¥ = LR INERKIpxGridiE$ ( EETEHIRCARE ) 5, 1Lk

SEIEE

.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat

2025-03-17 09:20:12,301 TRACE [openapi-http-pool18][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:20:12,301 INFO [openapi-http-pool18][[]] cpm.pxcloud.service.ui.IseEnrolTment -:::::
2025-03-17 09:20:12,310 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Get pxCloud

2025-03-17 09:20:12,311 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- pxCloud stat



2025-03-17 09:20:12,427 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Received res

MAEREACTIVE pxGrid T | EBIHermes.log AE HpubsubZ=E 4 :

2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:

BRI Catalyst=[] (IR CA%E,

2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:

BEEBITRHERGE-R,

2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:

2025-03-17T16:
2025-03-17T16:
2025-03-17T16:
2025-03-17T16:

37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:

37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:

54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:

17:
17:
17:
17:

43.
43.
43.
43.
43.
43.
43.
43.
43.
44.
44.

44,
45.
45.
45.
46.
46.
47.
47.
47.
47.
47.

09.
09.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

30.
30.
30.
30.

9067
9077
9077
9077
9087
9087
9087
9217
9837
0667
0667

7317
0347
7437
7437
2737
2797
0547
4327
5337
5337
5337

9757
9757
2637
2637
2637
2637
2707
2707
5597
5597
5597
5597

0507
0507
0507
0577

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO
INFO
INFO

hermes/config.go:332 | configMgr created successfully: configMgr[path
hermes/config.go:117 | Parsing configuration file: /opt/hermes/config
hermes/config.go:338 | Config file /opt/hermes/config.yaml parsed suc
hermes/main.go:126 | Configuration Toaded successfully
trust/trust.go:28 | Custom trust bundle has been set/updated
hermes/pxgrid.go:187 | Creating pxGrid WebSocket connection
hermes/httpserver.go:57 | Starting REST server on :8913
hermes/httpserver.go:78 | REST server 1is up and running
pxgrid/websocket.go:93 | Got WS URL: wss://ise341-psnl.poongarg.local
pxgrid/websocket.go:107 | Connection to wss://ise341-psnl.poongarg.lo
hermes/connectionstatus.go:44 | Setting pxGrid connection status to C

hermes/pxgrid.go:267 | Cloud credentials are obtained from ISE
hermes/pxgrid.go:376 | DeviceID: 67d7e91688c5fd08d0860039, TenantID:
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
rest/ocsp.go:254 | OCSP Validation passed for CN=HydrantID Server CA
rest/ocsp.go:254 | OCSP Validation passed for CN=dnaservices.cisco.col
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
hermes/config.go:262 | File /opt/hermes/config.yaml modified. Event:
hermes/config.go:117 | Parsing configuration file: /opt/hermes/config
hermes/config.go:305 | New configuration loaded

hermes/config.go:314 | Restarting Hermes due to configuration change

FMC R A % Integration Catalog:

pxgrid/subscriber.go:40 | Request to create new subscriber: service=c
pxgrid/subscriber.go:55 | Subscriber[service: com.cisco.ise.session,

device-manager@vl.1.12/control.go:240 | Completed activate sync ID [s
device-manager@vl.1.12/control.go:227 | Processing activate sync ID [
hermes/pxgrid.go:117 | Request to add new pxGrid subscriber [com.cisc
pxgrid/subscriber.go:28 | Request to create new subscriber: com.cisco
pxgrid/subscriber.go:40 | Request to create new subscriber: service=c
pxgrid/subscriber.go:55 | Subscriber[service: com.cisco.ise.config.pr
device-manager@vl.1.12/control.go:240 | Completed activate sync ID [p
device-manager@vl.1.12/control.go:227 | Processing activate sync ID [
hermes/pxgrid.go:117 | Request to add new pxGrid subscriber [com.cisc
pxgrid/subscriber.go:28 | Request to create new subscriber: com.cisco

api-proxy@vl.0.10/broker.go:114 | API-Proxy: Broker Agent start consu
hermes/apiproxy.go:43 | API Proxy connection established

hermes/connectionstatus.go:62 | Setting cloud connection status to CO
hermes/dxhub.go:94 | Policies are obtained from ISE : &{Pxgrid:{Conte
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https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://developer.cisco.com/pxgrid-cloud/
https://developer.cisco.com/pxgrid-cloud/
https://developer.cisco.com/pxgrid-cloud/
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024.html
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024.html
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
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IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
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