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MITRE_ATTACK

Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description MITRE_ATTACK

Base Policy J Group Overrides — Recommendations Not in use + Rule Overrides Summary

Group Overrides @

2 items Overrid... t
»earch through all Rule Groups

~  MITRE (1 group) ]
MITRE

1 Groups

»  ATT&CK Framework (1 group)

Group Mamae Security Lewel

ATTECK Framework rriixed
MITRE ATTE&CK is a globally-accessible knowledge base of adversary tactics and techn,,,
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Search through all Rule Groups

ule Groups

>  Rule Categories (9 groups) 0 1o optimize intrusion policy configuration, you can configure the various rule group categories
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Edit Security Level @

Higher security with more detections for administrators who are
willing to tolerate some network latency and low level of false
positives, in an effort to catch more attacks.
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This group does not contain any children.
0 Groups / Group contains 8783 rules
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Base Policy — Group Overrides — Recommendations — Rule Overrides Summary

Cisco Recommended Rules @

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network

B

Cisco Recommended Rules 0 X

Security Level (Click to select)

Accept Recommendation to Disable Rules €

Higher Efficiency- Keeps existing rules that match potential vulnerabilities on
discovered hosts and disables rules for vulnerabilities not found on the network.
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